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Deliverable D7.1

Executive Summary
This report “Gap analysis and technical work plan for special-purpose functionality” is the first
deliverable of Work Package 7 (WP7) and focuses on technical enablers for extreme experiences
in Internet-of-Things and Industry 4.0 environments. The deliverable contains an in-depth
analysis of the requirements and targeted key performance indicators (KPIs) and key value
indicators (KVIs) of selected use cases introduced in the second deliverable from Work Package
1 – “Expanded 6G vision, use cases and societal values – including aspects of sustainability,
security and spectrum” based on detailed definitions of the targeted performance and value
indicators. The use cases discussed in this report are earth monitor, autonomous supply chains,
Internet-of-Things micro-networks for smart cities, immersive smart cities, collaborative robots,
digital twins for manufacturing, telepresence videoconferencing, and telepresence robotics.
Based on this set of use cases, sustainable coverage and dependability are identified as key
requirements for extreme experiences. This report discusses the State of the Art and the way
forward in addressing both requirements:
Sustainable coverage brings spatial coverage into focus by directly addressing sustainability
aspects and capabilities, indicated by energy efficiency, increasing inclusiveness and acceptance,
utilization of local intelligence, cost, when solutions to increase coverage are considered. As key
requirements, value of generated insights, cost of generated insights, and flexibility are discussed.
As technical enablers, mechanisms for flexible resource allocation on the MAC layer, joint
allocation of traditional and mmWave/THz frequencies, and for combined device-to-device and
device-to-infrastructure utilization are studied, among others.
Dependability focuses on targets for temporal coverage (reliability, availability, safety, integrity,
and maintainability) to ensure high productivity of the respective application or system. To
achieve dependability in Industry 4.0 environments and address the Hexa-X key value of
trustworthiness, WP7 focuses on control-communications-codesign, models and mechanisms for
error identification, aspects of system architecture design, and enablers for the quantification and
monitoring of (end-to-end) dependability.
Based on the State of the Art in addressing sustainable coverage and dependability, the planned
contributions and the work plan within WP7 is outlined, including the relation to other WPs in
Hexa-X and planned next steps.
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1 Introduction
Hexa-X is one of the 5G-PPP projects under the EU Horizon 2020 framework. It is a flagship
project that develops a Beyond 5G (B5G)/6G vision and an intelligent fabric of technology
enablers connecting human, physical, and digital worlds.
This report is the first deliverable of Work Package 7 (WP7) – “Special-Purpose Functionality”.
It presents an extended analysis of selected use cases defined by Work Package 1 in Deliverable
D1.2 “Expanded 6G vision, use cases and societal values” [Hexa-X-D1.2], with a focus on
dependability and spatial coverage in Industry 4.0 (I4.0) / Internet of Things (IoT) environments.
Based on initial key performance indicators (KPIs) and the methodology for key value indicators
(KVI) introduced in D1.1 [Hexa-X-D1.1] and refined in D1.2, the deliverable provides general
definitions for the identified KPIs and potential KVIs and discusses targeted values for the
representative use cases. The deliverable contains a gap analysis of required special purpose
functionalities to realize dependability and spatial coverage and meet the respective KPIs. Based
on this gap analysis, the work plan (planned contributions) for Hexa-X WP7 is formulated.

1.1

Objective of the document

The objective of the document is to refine requirements for I4.0/IoT scenarios related to
dependability and spatial coverage in selected B5G/6G use cases, to define and quantify the
respective KPIs and KVIs and, based thereon, identify and formulate the research gaps and the
planned contributions in the project.
This document guides the work in WP7 and provides input to WP1 from a technical perspective
(especially on use cases, KPIs and KVIs).

1.2

Structure of the document

This document is structured as follows. Chapter 2 introduces the methodology of the gap analysis
conducted in WP7, also discussing the input/output relations to other parts of the Hexa-X project.
Chapter 3 contains definitions of KPIs and KVIs related to dependability and spatial coverage,
extending the work presented in D1.2 and acting as foundation for the quantification and
discussion of KPIs and KVIs in selected use cases targeted in WP7. These targeted use cases and
their requirements are described in Chapter 4, grouped into use cases focusing on sustainable
coverage and use cases focusing on dependability. Chapter 5 contains the analysis of State of the
Art for addressing the respective requirements and use cases, and Chapter 6 formulates the
planned contributions of WP7 to address the identified gaps.
The report concludes with Chapter 7, formulating the next steps taken in WP7.

Dissemination level: public
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2 Methodology
WP7 evaluates B5G/6G use cases that are related to extreme environments and addresses gaps
specific to these environments. Focus is on advanced I4.0 use cases, targeting the challenges of
sustainable (spatial) coverage and dependability. WP7 builds on and extends the technical
enablers developed in other WPs for the extreme environments targeted in these specific use
cases.
Based on the initial collection of use cases stated in D1.1 and their refinement in D1.2, WP7
identified eight use cases that are analysed in more detail in Chapter 4 (highlighted in Figure 2-1).
We group the selected use cases into two categories: use cases that focus on aspects of sustainable
(spatial) coverage and those that focus on dependability, both in I4.0 environments. Work in WP7
is structured according to these two categories, with technical task T7.2 studying flexible resource
allocation to increase coverage and T7.3 focusing on dependability beyond ultra-reliable lowlatency communication (URLLC), as later discussed in more detail in Chapter 6.

Figure 2-1: Use cases analysed in WP7 (bold) and their mapping to focus areas coverage and
dependability, adapted from D1.2.

Use cases and KPIs/KVIs are analysed from a WP7 perspective and with a focus on technical
enablers in this document, based on their initial definition and refinement in D1.1 and D1.2. As
part of the ongoing work within Hexa-X, harmonization and alignment of initial use cases and
KPIs/KVIs of D1.1 and D1.2 with findings from technical work packages will be performed in
WP1. The outcome will be available in Deliverable D1.3, due in February 2022.
As a part of our analysis of the use cases, we extend the initial collection of targeted KPIs and
key values presented in D1.2 with more detailed definitions, especially related to dependability
and the associated key value “trustworthiness” and the capability “flexibility” as presented in
Chapter 3. These definitions serve as foundation for the quantification of targeted KPIs for each
use case, as presented in Chapter 4.
The definition and quantification of targeted KPIs and capabilities along with a detailed
understanding of the targeted use cases is the foundation for the analysis of State of the Art
conducted in WP7 and presented in Chapter 5. The identified gaps are tackled by WP7 according
to the work plan outlined in Chapter 6. Deliverable D7.2, due in April 2022, will report on our
Dissemination level: public
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results achieved so far in following this work plan, while D7.3, due in May 2023, will contain the
final results of WP7. Throughout the duration of the project, WP7 will synchronize with other
technical work packages, e.g., with WP3 on requirements for localization and sensing, with WP4
on suitable artificial intelligence (AI)/machine learning (ML) mechanisms utilized, for example,
in resource allocation algorithms, with WP5 on architectural building blocks and concepts for
flexible topologies, and with WP6 on orchestration of services. In addition, work on use cases,
sustainability, trustworthiness, and KPIs/KVIs is consolidated and further developed across
technical WPs in WP1.

Dissemination level: public
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3 Definitions of KPIs
Starting with the identified KPIs, KVI-areas, and new capability-areas introduced in D1.1 and
D1.2, we provide specific definitions of KPIs that are relevant for the set of use cases considered
in WP7. We tie these KPIs to KVI areas or new capabilities wherever possible as indicated in
Figure 3-1, contributing to the overall methodology of identifying relevant indicators to quantify
key values or capabilities of the envisioned 6G system.
Focus of WP7 is on KPIs for dependability and sustainable coverage, as highlighted in Figure
3-1. We define both in the following and discuss their relation to other KPIs and to the KVI areas
and new capability areas. Before going into details on dependability and sustainable coverage, we
re-visit the KPIs for the extreme evolution of capabilities included in the upper left section of
Figure 3-1. We propose to discuss traffic capacity and connection density as aspects of a
sustainable achievable data rate and define the respective KPIs accordingly. In addition, we
propose more detailed definitions of KPIs for localization and positioning, also tied to integrated
sensing/mapping capabilities of the 6G system, as the respective capability is of interest in most
of the use cases studied in WP7.

Figure 3-1: KPIs and KVI/capability areas with initial mapping of KVI areas and new capabilities
to coverage and dependability focus in WP7 based on D1.2.

3.1

KPIs addressing the extreme evolution of capabilities

The upper-left group of KPIs shown in Figure 3-1 addresses the extreme evolution of capabilities
foreseen for 6G when compared to current 5G systems. Within WP7, we group these KPIs into
two main categories: sustainable maximum data rate and KPIs for positioning, as discussed in the
following sections.

3.1.1

Maximum sustainable data rate

Depending on the use cases and their deployment scenarios, the communication related KPIs
traffic capacity, connection density, and achievable/peak data rates in Figure 3-1 are weighted
differently. Rather than stating them as isolated KPIs, we consider the maximum sustainable data
rate as target KPI. This also considers the deployment-specific aspects and requirements
(connection density, traffic capacity) and the QoS requirements of the communication service in
Dissemination level: public
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terms of latency and jitter. With respect to the latter, dependability-related aspects also have to be
considered in many use cases, as discussed later in this chapter.
The maximum sustainable data rate describes the highest data rate that can be achieved and
sustained reliably, i.e., over a timespan meeting the requirements of the consuming service,
according to the definitions in Section 3.2.1 for a single user. The concrete value for the maximum
sustainable data rate depends on additional capabilities of the system and characteristics of the
respective data flow, captured with the following KPIs:
Connection density: Connection density specifies the density of communicating devices
supported in the respective deployment, specified together with the area that is to be covered in
the respective use case.
Traffic capacity: Traffic capacity indicates the overall limit of the system in terms of capacity,
e.g., the total flow of data that can be handled.
Latency and jitter: depending on the use case and its requirements, latency and jitter are either
specified as average/probabilistic values or as specific upper bounds as part of dependability
requirements, as discussed in Section 3.2.1.
In addition to the maximum sustainable data rate, a peak data rate can also be specified. However,
in the context of WP7, data rate requirements are usually tied to the dependable operation of a
service. Consequently, a maximum sustainable data rate is more relevant than peak data rates that
cannot be sustained reliably during the operation of the service.

3.1.2

KPIs for positioning

Integrated sensing and extremely accurate positioning are anticipated features of a 6G system.
We state definitions of the respective KPIs for positioning in the following. The targeted values
for these KPIs are being discussed for the respective use cases in Chapter 4.
Positioning accuracy: Positioning accuracy describes the difference between a
calculated/estimated and the actual position of the tracked entity. Can be considered for the
horizontal plane only, for the vertical plane only, or for 3D space. Accuracy can be extended to
include the orientation or heading in space (2D or 3D), leading to the notion of 6D positioning
accuracy considered in Hexa-X WP3.
E2E Latency for position estimation: E2E Latency for position estimation is the overall latency
induced by all system components and protocol steps involved in determining the position
estimate and providing it to the target consumer. This impacts the achievable accuracy for the
consuming entity.
Frequency of position updates: Frequency of position updates specifies the frequency at which
the positioning system can provide positioning updates. This has an impact on the achievable
accuracy and impacts energy consumption of the positioning procedure. When combined with the
integrity targets mentioned below, the frequency determines upper bounds for supported velocity
of tracked entities, if safety criteria are to be fulfilled (e.g., in the interaction of humans and
machines). This impacts the achievable application performance.
Positioning integrity: Positioning integrity is a measure of trust in a position estimate provided
by a positioning service and the ability to warn, if required Quality of Service (QoS) criteria are
not met (i.e., the service is no longer considered available for the respective application). The
underlying KPIs are, as further discussed in [38.857]: Alert Limit (AL) - the maximum allowable
positioning error to fulfil availability requirement; Target Integrity Risk (TIR) - the probability of
the positioning error exceeding the alert limit; Time-to-Alert (TTA) - the time between violation
of availability requirement and notification.
Positioning efficiency (network and device): going beyond the scope of WP7, this KPI needs
to cover cost related to the positioning service. This includes additional energy consumption of
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the user equipment (UE), computational complexity, additional utilization of the wireless channel
(e.g., if dedicated signals are required for positioning).
In addition to the KPIs mentioned above, dependability aspects other than integrity can also be
applied to a positioning service. These aspects are discussed in more detail for communication
and compute services in Section 3.2.

3.2

Dependability and related KPIs

Dependability is the "ability to perform as and when required" [IEC61907]. Dependability
consists of the attributes: availability, reliability, safety, integrity, and maintainability [Avi04].
They are defined in the following subsections. The underlying KPIs for dependability serve as an
important indicator for the key value “trustworthiness” of Hexa-X.
Within the scope of WP7, our focus is on i) dependable communication services as an underlying
foundation for application dependability, on ii) aspects of dependability of edge computing, and
iii) dependability from an application perspective. Based on the definition of the attributes in these
scopes, we further discuss targeted values for our selected use cases in Chapter 4.

3.2.1

Dependable communication services

Scoped to communication services, the five dependability attributes introduced earlier are defined
as follows [Avi04, IEC61907] and discussed within 3GPP in [22.104]:
Availability: Availability is indicated by the percentage of time during which the communication
service satisfies all required QoS parameters and, thus, operates correctly. The required QoS
parameters and their target ranges are use case specific, commonly involving the maximum
sustainable data rate as defined earlier or requiring deterministic communication in terms of
guaranteed or bounded latency and jitter.
Reliability: Reliability is the ability of the communication service to perform as required (i.e., to
be available according to the definition above) for a given time interval, under given conditions
[IEC61907, 22.104]. It can be indicated by the (Mean) Time Between Failures (MTBF), or its
inverse, the Failure Rate, or the (Mean) Time to First Failure (MTTFF), or the Uptime, with
failures being periods of time where the communication service is not available. A consequence
of low reliability due to frequent unavailability of the communication service is a degraded
productivity of the systems utilizing the service.
Safety: unavailability or degradation of the communication service must not have catastrophic
consequences (e.g., injuries, death) on users and environment. Application-specific safety-critical
information can be transmitted via the communication service if corresponding safety protocols
are implemented based on the target safety level. (Monetary) consequences resulting from safety
requirements not being met can be quantified as “cost of service failure”.
Integrity: the communication service needs to ensure that data is not corrupted or lost during
transmission between communication endpoints, neither due to internal errors nor as a
consequence of external attacks. No dedicated KPIs are defined for this attribute, but adherence
to the respective standards contributes as an indicator towards the Hexa-X core value
“trustworthiness”.
Maintainability: Maintainability is the ability of a system to “be retained in, or restored to, a
state in which it can perform as required under given conditions of use and maintenance”
[IEC61907]. The level of maintainability has an impact on the Mean Time to Recovery/Repair
(MTTR) or Mean Down Time (MDT) of the service. In this context, the attributes retainability
and recoverability are also sometimes used.
Table 1 summarizes the KPIs and measures for each dependability attribute. In addition to safety
and integrity, specific security requirements by the applications and their environments can
Dissemination level: public
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translate to additional capabilities and KPIs that need to be met by the communication service and
its security mechanisms, e.g., in terms of latency or energy efficiency. All dependability attributes
contribute as indicators towards the Hexa-X core value “trustworthiness”.
Table 1: Dependability attributes and their candidate KPIs in a communication service.

Dependability attribute
Availability
Reliability

Safety
Integrity
Maintainability

3.2.2

Candidate KPIs / measures
Availability, fulfilment of underlying QoS criteria
(Mean) Time between Failures (MTBF)
Failure Rate
(Mean) Time to first Failure (MTTFF)
Uptime
(Adherence to respective standards)
Cost of Service Failure
(Adherence to respective standards)
Mean Time to Recovery/Repair (MTTR)
Mean Down Time (MDT)

Dependable edge computing

Local compute integration and integrated intelligence are key capabilities of future 6G systems.
When offered as a service, edge computing and AI or ML capabilities share common
dependability definitions with communication services in terms of availability and reliability of
the respective service. Failures resulting in reduced availability and reliability can be grouped into
hard (e.g., crash, reboot) and soft (e.g., limited performance due to overload) failures and may
result in a violation of QoS requirements specified by the user of the respective service.
Candidates for QoS requirements are real-time constraints, e.g., measured as end-to-end latency
or Round Trip Time (RTT) - including the computation time at the edge computing infrastructure,
or maximum sustainable data rate (c.f. Section 3.1.1).
Regarding safety, integrity, and maintainability, respective standards and best practices from
the cloud computing domain can either be applied directly or must be adapted to the distributed
nature and constrained resources of the deployment. As for communication services, adherence
to these standards and best practices contributes as indicator for the key value “trustworthiness”,
and some initial security considerations are also contained in D1.2.

3.2.3

Application-specific dependability considerations

The dependability of an application (e.g., a production line in an I4.0 use case) depends on the
dependability of the utilized services, e.g., for communication, computation, and positioning as
defined in the previous sections. The use case determines the application specific QoS
characteristics that are to be fulfilled to satisfy the availability criteria of each individual service.
This can include a detailed description of the expected traffic flows and their requirements in case
of a communication service. It further states targeted values for the availability (e.g., 99.9999%)
and the reliability (e.g., MTBF of 1 year).
Productivity: the application itself also specifies target availability and reliability values of the
service offered (e.g., the production line is operated). This is also referred to as the productivity,
i.e., the fraction of time an application can operate as intended. Application-specific
considerations can influence the achieved productivity given the availability and reliability
characteristics of the underlying (consumed) services and the level of resilience of the application
as discussed hereafter.
Additionally, application-specific constraints or design decisions can have a direct impact on the
requirements for dependability attributes of the consumed services. An example is given in
Dissemination level: public
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[ACIA21]: if, for example, an industrial application controlling an actuator does not perform
checks for manipulation of transmitted data, this functionality must be offered by the respective
communication and computation services to avoid machine failure or undetected quality issues.
Resilience: Resilience is defined as the ability of an application to react and adapt to challenging
conditions by altering its behaviour to maintain dependability. Mechanisms to increase resilience
include switching to different encoding schemes to adapt to communication service degradations
or being able to switch between centralized control and distributed operation depending on the
respective characteristics of a communication service. The level of resilience is an indicator for
the Hexa-X key value flexibility.
Survival time: Survival time represents the time an application can continue operation without
the reception of an anticipated message through the communication service. This is not limited
strictly to communication services. Survival time can also be applied to, e.g., positioning (time
the application can survive without a new position fulfilling the availability criteria). If the
application makes use of redundant services to increase productivity (e.g., by utilizing a second
communication service as fallback), this information might not be factored as-is into the
availability criteria (QoS requirements) of the respective service.

Figure 3-2: Dependability attributes, parameters, and probabilistic measures.

Figure 3-2 summarizes the attributes, parameters, and probabilistic measures for dependability
discussed in this section, including the relation to application-specific aspects resilience and
productivity. Dependability attributes can act as indicators (KVI) towards the Hexa-X key values
trustworthiness and flexibility. Given the application-specific nature of these considerations,
respective requirements and potential enabling technologies are further discussed for the
respective use cases in Chapter 4.

3.3

Sustainable coverage and related KPIs

Sustainable coverage refers to the Hexa-X ambition to target spatial coverage under explicit
consideration of sustainability aspects and capabilities (e.g., indicated by energy efficiency,
increasing inclusiveness and acceptance, utilization of local intelligence, cost). The following
indicators are considered to characterize sustainable coverage:
Value of generated insights: Value of generated insights quantifies benefits associated with the
respective coverage, e.g., in collecting environmental sensor data or earth monitoring behaviour.
Potential KPIs are use-case specific but are usually associated with reductions in terms of overall
energy consumption, environmental pollution, electronic waste, EMF exposure and unnecessary
behaviour (e.g., reduction of inefficiencies in traffic flows). These KPIs contribute to quantifying
the key value sustainability, both from the sustainable 6G and the 6G for sustainability
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perspectives. More concrete examples of targeted KPIs for this aspect are given for the respective
use cases in Section 4.1.
Cost of generated insights: corresponding to the value of generated insights, there is an
associated cost in terms of required (or additional) computational power, energy consumption,
production, and distribution of hardware (e.g., sensors), and others. This is closely related to the
general sustainability considerations outlined in D1.2 and a field of ongoing research activity.
Flexibility: Flexibility refers to the ability of the utilized technology and realized deployment to
adapt to different tasks related to sustainable coverage (e.g., upcoming sensing requirements due
to new use cases, availability of new technology). This can be captured by the cost (monetary and
resources) associated with the required change and by the complexity induced with the change
(grade of re-use of components). The respective challenge is to balance the cost of generated
insights and the associated value over the whole lifecycle.
The indicators mentioned above serve as input to the Hexa-X key values “sustainable 6G” and
“6G for sustainability”. Additional indicators for sustainability are discussed in D1.2, with further
consolidation across technical work packages planned for D1.3.
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4 Requirement analysis of use cases
Based on the definitions of KPIs and capabilities presented in the previous Chapter, we discuss
the requirements (both, KPIs and required functionality) of our targeted use cases in the following.
According to the methodology outlined in Chapter 2, use cases are grouped into two categories:
sustainable coverage in IoT environments (Section 4.1) and dependability in I4.0 environments
(Section 4.2). Each use case is briefly summarized (based on deliverables D1.1 and D1.2) before
its specific requirements are detailed and discussed.

4.1

Sustainable coverage in IoT environments

This section provides an analysis of the use cases that target sustainable coverage as their core
concern and discusses respective requirements. The use cases discussed in the following are earth
monitor, autonomous supply chains, IoT micro-networks for smart cities, and immersive smart
cities, as introduced in D1.1 and D1.2.

4.1.1

Requirements for earth monitor

Earth monitor use case belongs to the Sustainable Development family of use cases that have
been defined in D1.1 and D1.2. It aims at contributing to meet the United Nation Sustainable
Development Goals, by providing a near-to-real time monitoring of earth, by providing 6G
sustainable coverage.
For the special-purpose of this use case, a massive deployment of energy-autonomous sensors
connected to the network via 6G is envisaged.

4.1.1.1 Definitions of targeted KPIs and key values in the use case
A high-level description of KPIs and capabilities for sustainable coverage is provided in Chapter
3. In the following, we extend this description for the core targeted KPIs and capabilities
considered in this use case.
Value of generated insights: the earth monitor use case must improve the knowledge and the
protection of the earth through sensing. The information gathered by sensors will help improve
sustainability for other activity sectors, such as protection of crops for agriculture. Such
improvement can be quantified through a KPI counting the amount of data per day that is
collected for the purpose of environment protection. Earth monitor should track longer-term
changes such as global warming, hence, a target periodicity KPI and a latency KPI, in the order
of magnitude of a day, should be sufficient. Earth monitor should be able to detect potential issues
or threats, and provide the location of the identified area, with a target position accuracy KPI of
around 10 m2. For threat detection (e.g., earthquakes, tsunamis), the target periodicity and latency
needs to be adapted to the respective application scenario.
Cost of generated insights: the earth monitoring functionality itself, must not be wasting
resources, otherwise it would jeopardize the aforementioned efforts regarding earth protection.
More precisely, the sensor device must reach a KPI of energy autonomy near to 100%. It must
be a zero-energy device using energy-harvesting (harvesting either renewable energy such as solar
energy, or energy that is available and already used for another purpose such as RF energy of ongoing wireless communications, or vibratory energy from machines) to power itself and having
an energy management circuit to deal with variations of available sources of energy (by storing
energy and delivering it when needed). A KPI of sensor device cost ranging from the cost of a
passive radio-frequency identification (RFID) tag to an electric meter connected with 2G, should
be reached. Finally, sensor device energy efficiency should be close to infinite, in the sense that
the device should self-power and should work with zero external energy provision.
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Flexibility: the already deployed equipment (6G radio access network, smartphones, robots, and
non-terrestrial networks) for other use cases, must be flexible enough to be also used,
simultaneously, for the earth monitor use case. This is essential to guarantee that earth monitor
remains as an ultra-low-cost connectivity solution. A KPI counting the number of dedicated
detectors deployed especially for the sole purpose of detecting the sensor device should be
minimized. Indeed, the already deployed equipment (6G radio access network, smartphones,
robots, and non-terrestrial networks) for other use cases, must be flexible enough to detect the
sensor device and be used for earth monitor use case as well. Hence there should be no need to
deploy dedicated detectors. On the device side, flexibility is also a requirement. A KPI of
percentage of sensor devices that are collected when out of service to get recycled, should
reach nearly 100%.

4.1.1.2 Targeted KPI and KVI ranges
Table 2 below lists the KPIs and the target ranges. The achievable trade-off between cost and
value of generated insights captured by the KPIs serves as a potential KVI for the Hexa-X value
“6G for sustainability”.
Table 2: Targeted KPI ranges for earth monitor.

KPI
amount of data per day that is
collected related to the environment
Periodicity of reports
Latency

Value of
generated
insights

Position Accuracy
Cost of
generated
insights

Energy-autonomy of sensor device
Sensor device energy efficiency
Detectors’
energy
efficiency
degradation due to listening sensors
Sensor device cost

Flexibility

Recycling or repurposing of sensor
device

% of detectors of sensor devices
being 6G network equipment and
devices already deployed for other
use cases.

4.1.2

Targeted ranges
Multiplied at least by a factor of 10 in
2030 compared to 2020.
At least 1 per day.
(Significantly) less than 1 day, depending
on application scenario.
Positioning accuracy down to 10m²
(environmental threat)
~100%
Infinite (Sensor is fully energy
autonomous)
~zero
Between the cost of a passive RFID tag
and an electric meter connected with 2G.
~100% of sensor devices recycled
~100% of sensor devices’ usage checked,
with sensor devices being withdrawn if
their data is not used, to avoid excessive
production and deployment.
~100%. ~100% reuse of existing
equipment and avoiding ~0 additional
deployments.

Requirements for autonomous supply chains

Autonomous supply chains use case belongs to the Sustainable Development family of use cases
that have been defined in D1.1 and D1.2. It aims at contributing to meet the United Nation
Sustainable Development Goals, by optimizing the production of goods towards reduced waste,
at all stages of the lifecycle.
For the special-purpose aspect of this use case, the massive use of 6G-connected micro tags on
goods is considered.
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4.1.2.1 Definitions of targeted KPIs and key values in the use case
A high-level description of KPIs and capabilities for sustainable coverage is provided in Chapter
3. In the following, we extend this description for the core targeted KPIs and capabilities
considered in this use case.
Value of generated insights: in the autonomous supply chain use case, 6G should enable other
economic sectors (all production activities) to reduce the waste management and optimize the use
of resources, including energy efficiency. A KPI could be the energy saved thanks to autonomous
supply chains. A KPI density of micro-Tags of up to several dozen per cube-meter, should be
reached. A KPI of position accuracy should be at least in the order of magnitude of 1 meter.
Cost of generated insights: in the autonomous supply chain use case, 6G must not be wasting
resources. 6G-connected micro tags on goods must reach a KPI of energy autonomy close to
100%. A KPI of micro-tag cost in the order of magnitude of the one of a passive RFID should
be reached. KPI of energy efficiency degradation at the detector (network equipment and other
6G devices) due to their listening to sensor devices, should reach near to zero. This is equivalent
to saying that most of the energy consumed by the detector is consumed for its other main use
case (smartphones, base stations, etc. should spend much less energy to detect micro-tags than for
their main usage, i.e., data transmission, data reception, etc.).
Flexibility: as for the earth monitor use case, deployed equipment should be flexible enough to
be used simultaneously for the autonomous supply chain use case. This is essential to guarantee
autonomous supply chain remains as an ultra-low cost connectivity solution. A KPI counting the
number of special pieces of equipment deployed especially for the purpose of detecting the
micro-tag of nearly zero should be reached. The wireless equipment (6G radio access network,
smartphones, robots, and non-terrestrial networks) that is already utilized for other use cases,
should be reused for this use case. A KPI of percentage of 6G-connected micro tags on goods
that are collected when out of service to get recycled, should reach nearly 100%.

4.1.2.2 Targeted KPI and KVI ranges
Table 3 below lists the KPIs and the target ranges. As for the “earth monitor” use case, the
achievable trade-off between cost and value of generated insights captured by the KPIs serves as
a potential KVI for the Hexa-X value “6G for sustainability”.
Table 3: Targeted KPI ranges for autonomous supply chains.

Value of
generated
insights

Cost of
generated
insights

Flexibility

KPI
Energy saving of the supply chain
(“traditional” supply chain energy
consumption - “new” supply chain
energy consumption)
Micro-Tags density
Position accuracy
Energy-autonomy of Micro-Tags
Micro-Tags energy efficiency
Detectors
energy
efficiency
degradation due to listening MicroTags
Micro-tag cost
Recycling of Micro-Tags

Dissemination level: public

Targeted ranges
>0

Up to several dozens per meter cube.
In the order of magnitude of 1 meter.
~100%
Infinite (fully energy autonomous)
~zero

~ Passive RFID tag cost.
~100%
~100% of Micro-Tags’ usage
checked, with Micro-Tags being
withdrawn if their data is not used, to
avoid excessive production and
deployment.
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% of detectors being 6G network ~100%. ~100% reuse of existing
equipment and devices already equipment and avoiding ~0 additional
deployed for other use cases.
deployments.

4.1.3

Requirements for IoT micro-networks for smart cities

The growing number of IoT devices deployed in smart cities enables their use for applications
such as pollution control, traffic control, energy management and crowd monitoring.
Consequently, the number of devices that will need to communicate with each other and with the
network is expected to increase exponentially [YXX+19]. When designing network architectures
capable of supporting these deployments, the need will arise to limit the energy consumption,
simplify the management, and design new resource allocation algorithms while simultaneously
keeping the number of base stations communicating with the distributed IoT devices under
control. In 6G, the challenges can be met through the deployment of highly dynamic, self-adaptive
micro networks leveraging high frequency ranges and innovative communication paradigms to
increase the achievable data rate and lower the latency. The focus of the research efforts in the
coming years is expected to be on requirements of 6G-enabled massive IoT micro networks and,
specifically: system architectures, paradigms, interoperability issues, energy efficiency,
intelligence, spectral efficiency, secrecy and privacy, affordability, and customization.
Architecture. A possible architecture of 6G-enabled massive IoT can be mainly composed of
cloud servers, edge servers, and terminal IoT devices, with computing and storage functions
located at edge servers, which additionally can provide services for heterogeneous IoT devices
within the communication range. Due to the expected high amount of spectrum for high frequency
bands, 6G IoT in smart city environments should be adapted for high frequency bands. This means
that the signals are likely to be severely attenuated, calling for cooperative relaying, thus resorting
to relay nodes. The emerging challenge of spectrum scarcity and overloading of cellular base
stations can be addressed using such relay nodes in terms of spectrum and energy efficiency. In
order to improve spectral efficiency, several frequency bands can be used concurrently, in multiconnectivity fashion, in the relay node rather than resorting to the traditional concept of specifying
one channel on a specific band at a time.
Paradigms. The proliferation of IoT devices raises the question of effectively discovering devices
and resolving queries for the content and information they provide. New search mechanisms are
therefore required to identify devices based on their content and reduce the number of queries
and/or filter out irrelevant answers, without potentially losing information. One possible direction
is represented by multiresolution context-based algorithms to query the IoT scope, according to
given preferences and contexts that can be tightened or relaxed depending on the application
goals. This approach would be more effective in complex scenarios in which heterogeneous peers
can interact, and swift context changes can take place.
Resource allocation. 6G is expected to foster the adoption of intelligent, self-adaptive IoT systems
to lower the computational complexity and human intervention. The resource allocation necessary
to effectively support these systems without lowering the network performance must however
resort to novel optimization techniques or AI-supported approaches. Currently, most of the
existing work focuses on the massive data transmission required for static tasks and resort to
standard optimization techniques and heuristics. However, as emergent application demand grows
in scale and complexity, AI techniques based on ML and statistical regression techniques have
been explored as alternatives to solve wireless resource allocation problems.
Secrecy and privacy. With data of almost any type being collected by IoT devices, privacy and
confidentiality threats are expected to be a problem in future 6G networks. Strong encryption
techniques for collected events as well as data may prevent attacks on the configuration state
which can cause serious security problems to IoT systems and their users. The development and
deployment of IoT devices and applications should rely heavily on intrusion prevention and
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detection, while offering the smallest possible attack surface. Any specially designed security
solution to protect sensitive and confidential information stored on IoT systems must however
take into consideration the power-constrained nature and limited computational capabilities of
these devices, focusing on prevention and remote monitoring.
Intelligence. The analysis of data collected by IoT systems poses a tough logistical problem since
the transfer of huge volumes of data can clog even the best engineered network architecture. An
emerging model called Federated Learning is set to overcome the limitation of centralized systems
and on-site analysis when considering ML implementation on IoT devices. These limitations
include the high latency and cost involved in the retrieval of data from IoT devices, as well as the
concerns for data privacy and security. Federated Learning is a privacy-preserving decentralized
approach, which is designed to store raw data on remote devices and involve local ML training
while eliminating data communication overhead and aggregating locally computed model
updates. Federated Learning was thus developed to move the training task to the device itself,
while federating local models, and preventing privacy-sensitive information from travelling
between devices and cloud. Federated Learning can thus enable the introduction of micronetworks of potential different ownership and with a potentially external security management
sharing parts of the infrastructure with wide area networks, without concerns for the transfer of
these data across infrastructure of different ownership.
Energy efficiency. Notwithstanding recent efforts at optimizing the energy consumption for IoT
devices, the short lifespan of batteries and the difficulty at powering these devices with renewable
energy solutions can have a negative impact on the seamless communication of data toward the
backend. Solutions like intelligent device sleeping strategies, adaptive RF energy management
strategy based on the integration of data and energy, cluster-based routing or local processing
allowed by Federated Learning can definitely lower the impact of excessive energy consumption
and maximize network resource utilization.
In massive IoT scenarios, the techniques to improve spectral efficiency can be effectively coupled,
for example, with the Simultaneous Wireless Information and Power Transfer (SWIPT)
technology, which relies on the fact that the RF signal carries both energy and information, and
thus energy harvesting and information decoding from the same received RF signal can be
achieved. It should be noted that a challenging aspect of SWIPT in IoT networks is the fast decay
of energy transfer efficiency over long transmission distances. This motivates the deployment of
a pervasive micro-network.

4.1.3.1 Definitions of targeted KPIs and key values in the use case
For this use case, the following KVIs gathered in KVI clusters as defined in D1.2 are targeted (in
relation to the requirements listed above). As remarked in D1.2 for these KVIs, their
quantification is still to be defined.
•
•

Deployment time and flexibility: these KVIs can be addressed through the architecture and
paradigms aspects. Energy efficiency is also a factor that leads to easier deployment, requiring
less time, cost, and effort to provide adequate power supply.
Trustworthiness: this KVI is related to the secrecy and privacy, and to the “Intelligence”
requirements.

4.1.4

Requirements for immersive smart cities

The accurate and real-time digital representation of a city can be realized with the deployment
of massive twinning to urban areas. This deployment can enhance the sustainability in the
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direction of enhancing city liveability (urban living conditions assessment computed by large
weighted parameter sets). The massive use of digital twins3 (DTs) for different city sectors:
•
•
•
•
•

infrastructure (e.g., roads, railways, buildings, networks, transport, energy, water, gas, etc.)
ambience/environment (e.g., climate, air quality, etc.),
healthcare aspects,
education/culture issues,
stability/safety,

can generate insights and, in conjunction with means that influence the physical world, can
manage, and optimize city flows. Twinning all these city sectors will stress the networks and push
for development and deployment of 6G network.
The DT city model, together with real-time feedback from the physical world, will be a powerful
tool for the evolution and planning of future smart cities, by enhancing and making more efficient
their various operations. An interactive spatio-temporal 4D digital map of the city can be used to
manage and plan utilities such as public transport, heating, garbage, piping, cabling, buildings,
etc., or to connect the different parts of a factory, inspect how they work and steer in detail. Some
aspects of immersive smart city are the digitalization, optimization and electrification of air
quality, public transportation, personal healthcare with the use of various wearable devices, waste
handling, digital classes for education purposes, management of hospital resources and stuff as
well as the management of water and heating systems.
This use case will be realized mainly in an urban environment. The type of deployment varies,
since twinning will be held in different places like hospitals, schools, universities, houses as well
as highways, railways, metros, and industries around the city. For this reason, macro and micro
cells will be used depending on the situations. Furthermore, there will be interactions between
different segments and components such as end-user devices, small cells, edge cloud, core, and
cloud.
Immersive smart city model can be materialized by monitoring multiple sensors (i.e., IoT),
collecting data (data ingestion), analysing data (data management and analysis), visualizing,
making decision and then simulating. Humans, different sensors (i.e., IoT) and various devices
will be the main involved actors that will interact with each other and with the environment to
materialize the immersive smart city vision. For instance, in the case of twinning the air quality,
multiple sensors placed all over the city will exchange information in order to succeed a good air
condition, prevent possible hazards, and assess the effectiveness of measures. Similarly, in the
case of twinning the public transport and citizen flows, cameras and other IoT sensors will
interact, monitor on real time, and forecast the actuation and flows of citizens as well as traffic
congestion across the city. Information taken from the latter twinning is very useful for optimizing
the route planning of the autonomous vehicles.
The effective management of all different city sectors, at various time scales, opens technical
challenges, possibilities from a societal perspective, and business opportunities. Technical
challenges are associated with aspects related to the volume of traffic that needs to be transferred,
the associated time scales and reliability, etc. Societal value lies in the potential of perceiving,
predicting, and managing hazards or other less critical situations. Business opportunities occur
for operators and other ICT players, by assisting cities in the accomplishment of their goals. An
immersive smart city will be a dynamic system of systems with many constituting elements such
as people, infrastructure, and events.

3

The Digital Twin is a virtual replica of a physical asset or process that connects to and receives data from the latter.
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4.1.4.1 Definitions of targeted KPIs and key values in the use case
DTs can be built for each of the city sectors that were described above and form a general DT city
model. Human and AI operators can explore the rich data and simultaneously modify to manage
and schedule activities, effectuating changes and tasks through actuators and controllers in the
network.
Some challenges that need to be addressed for materializing immersive smart cities are the
pressure of the network for supporting twinning functions, the possible low latency and high
reliability in conjunction with the high capacity and large volume. The transfer of vast amounts
of data within certain time limits (from ultra-low latency to vehicles or health, to “near” real-time)
will be also challenging. In parallel, the highest possible levels of sustainability are called for,
while trustworthiness will be demanded by citizens.
High capacity, connection density and data rates. In order to twin the city flows, high traffic
capacity and data rate transmission will be needed to support the various demanding services that
will be held concurrently for the vast number of users of a city. The peak and average data rate as
well as the connection density and the total traffic capacity will increase to support the massive
twining of all the application areas of the city with all the demanding multi-user tasks.
Service availability. The different applications and services of an immersive smart city will
become established in our society. Additionally, some of these applications are referring to
sensitive, serious, and demanding areas like healthcare and different utilities. So, service
availability will become more important. The fraction of the number of devices for which a
service can be delivered with a certain availability, the minimum interruptions of the service due
to events or mobility, and the network durability over time are some crucial aspects.
Sustainable urban development. As it is mentioned, the deployment of massive twinning to city
areas will increase the sustainability from all perspectives. The management of air quality,
garbage flows, traffic (emissions), etc. will cover the environmental perspective, the management
of industrial flows, transportation, utilities will cover economic perspective and the twining in
education sector, etc. will cover the social perspective. Immersive smart city will create the ability
to visualize and sense the state of the physical world of the city and as a result boost sustainability,
e.g., by enabling people to “visit” tourist attractions or attend local events without the need for
physical travel.
Trustworthiness and dependability. Massive twining demands the transfer of a vast amount of
data to be combined and analysed for various purposes and tasks, so the trustworthiness of the
network is crucial. The data that will be collected is either personal or public. The protection and
privacy of data should be guaranteed so that citizens will trust the wireless networks and feel
secure. So, the three indicators for KVIs of trustworthiness, safety, confidentiality, and integrity,
should be measured and improved during the 6G research period. Dependability on the other
hand, which is related to the coverage of the network, the latency of data transmissions, and
probability of error, is a key quality for managing city flows.

4.1.4.2 Targeted KPI and KVI ranges
Table 4 lists relevant KPI and the respective targeted values. For the targeted key value
trustworthiness, measures in addition to applicable dependability attributes are to be defined
within the scope of this project.
Table 4: Targeted KPI ranges for immersive smart cities.

KPI
Traffic capacity

Value
Up to 1000 Mbps/m2

Connection density

Up to 107 device/km2
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Data rates
Service availability

10-100 Gbps
Up to 99.9999%

Embedded devices

Up to trillions

4.2

D2D connections without the
interaction of human beings
[Rajatheva20, You21].
Peak data rates [AHG+20].
6G communication service
reliability [ZY20].
6G networks can support that
much embeddable devices
[Wikström20].

Dependability in I4.0 environments

In this section, we discuss the use cases collaborative robots, digital twins for manufacturing, and
telepresence, with the latter focusing on telepresence videoconferencing and telepresence robotics
in I4.0 environments. Extending the description of the use cases in D1.2, more detailed
requirements and target KPI ranges are defined based on the definitions in Chapter 3. Relevant
aspects of the flexible manufacturing use case are included in collaborative robots and digital
twins for manufacturing, which is why this use case is not discussed further within WP7. For an
overview of the flexible manufacturing use case, the reader is referred to deliverable D1.2.

4.2.1

Requirements for collaborative robots

The use case focuses on I4.0 environments in the automation domain. In these environments,
there is a move from fixed and static production lines to a flexible, modular production of goods
with high degrees of customization and individualization of the manufactured product. As an
enabler, industrial robotics technologies evolve from traditional industrial robots to co-bots to AIenabled robots with high or full autonomy. Collaborative robot systems sense, perceive, plan and
control independently towards a common goal (e.g., production step in a production process) and
without explicit instructions from a human. These collaborative robot systems are further
expanded by an increased share of Autonomous Guided Vehicles (AGVs), mobile robots, and
drones that blur the border between logistics and production processes within modular flexible
production cells.
Within the I4.0 environment, a multitude of communication services over different networks
(private managed and public networks, fixed and wireless) are used for connectivity for a single
machine, among machines in a production cell or among different production cells. When
interacting with a production cell or moving in-between different production cells, dependable
collaboration between robots relies on dependable communication. Additionally, when
collaborating on a common task (e.g., multiple robots carrying a good), dependable and
deterministic, low latency connectivity among the collaborating entities is the basis to ensure
synchronization of actions and reactions. Examples for common tasks are multiple robots carrying
a large object, or mobile robots creating and updating a common map of the environment in realtime. Due to the need of pursuing common tasks and collaboration, dependability includes
computational aspects up to the application, thus, with a cross-layer and E2E perspective.
In addition to collaborating robots, humans are involved in different roles within the deployment
and consume respective services: they might assist certain tasks and thereby directly collaborate
with robots and machinery, or they perform observation and assist in optimization of processes.
These unstructured environments require robots to always adapt their behaviour accordingly,
either to ensure worker safety or to evade obstacles – this includes adapting movement speed,
potentially halting or delaying operations, task re-assignment, or choosing different movement
trajectories. Humans thereby interact with the system both directly (e.g., through mobile or
mounted HMIs or jointly working with robots on the same production item) and indirectly (e.g.,
through their actions being sensed by the system).
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Especially, the close collaboration of human and machine raise the demand of additional
technologies, such as mixed-reality and complex digital replicas of the production cell, leading to
an increase in communication, as detailed further for the “telepresence” use case in Section 4.2.3.
A scenario exemplifying the relations between the two use cases could be, e.g., the case of remote
programming and/or control of a collaborative robot; in this case, distant users would need to
share a common scenario including virtual, possibly multi-modal, reconstructions of the elements
that are physically present only in the remote environment and their status/actions (robots, tools,
human operators, etc.) to manage HMI appropriately.

4.2.1.1 Definitions of targeted KPIs and key values in the use case
A high-level description of KPIs and targeted key values for the collaborating robots use case is
already provided in D1.2. In the following, we extend this description based on the definitions in
Chapter 3 for the core targeted KPIs and identify candidate KVIs for the core values and
capabilities considered in this use case.
Dependability: dependability in the case of collaborative robots needs to be considered from an
E2E perspective of the respective application. Characterizing the dependability of the application
and, consequently, its productivity, requires consideration of all involved services (e.g., for
communication and computation, as outlined in Section 3.2). In addition, the application itself
can be realized such that specific resilience criteria are met by, e.g., adaptivity or redundancy in
resource utilization. As part of the research in Hexa-X, we extend the model of dependability to
include additional KPIs that capture the cross-layer and cross-function E2E dependencies in the
I4.0 use cases to enable application-specific fault tolerance.
Table 5 details the pre- and post-conditions (i.e., required functionality) for the realization of a
collaborative robots use case as outlined above and a mapping to key dependability attributes as
introduced in Chapter 3. Maintainability and integrity are not detailed in the table, given that these
are targeted by all functional aspects. For availability, target QoS focus for the categories
(maximum sustainable) data rate, latency, and jitter are shown. More detailed target values for
availability, the underlying target values for data rate and latency (here: round trip time) are
provided in Table 6.
Table 5: Functional aspects of the collaborating robots use case and the key dependability targets of
the respective aspect (marked with X).
data rate
Communication in self-organized
groups
Synchronization among participants
On campus communication
Signalling of alarms and incidents
Video stream transmission
Device condition / behaviour
monitoring through control data
analysis in edge clouds
Communication with fixed
installations / infrastructure
Inform other robots /AGVs about
obstacles in dynamic environments
AGV traffic control and
management
Geo-fencing
Mobile manipulation

Availability
latency
X
X

Reliability
jitter
X
X

X

X

X
X
X

X

X

X

X

X

Safety

X
X

X

X

(X)

X
X
X

(X)

X

X

X

X
X

X
X

Positioning accuracy and integrity: for safety-related aspects (e.g., especially in humanmachine interaction), the integrity of the position estimate is a key concern. For other aspects of
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collaborating robots in the scope of I4.0, the targeted accuracy and integrity can vary depending
on the autonomy of entities and their speed/degrees of freedom. An AGV, for example, may rely
on additional sensors (e.g., laser scanners, cameras) during transport of goods. Additionally,
information about orientation or a vertical axis might not be required at all. When involving
drones, these requirements become more stringent, and additional information on orientation and
the vertical axis is required. In the case of mobile robots collaborating on a specific task, the
positioning and orientation information needs to be highly accurate and synchronized among
collaborating entities. In this case direct wireless links used for communication between entities
can further assist in cooperative positioning, utilizing the integrated sensing capability.
Localization and mapping: collaboration among robots can include the creation of a common
map of the (dynamic) environment, as outlined above. This common map can be used to enhance
their route selection in real-time, i.e., one AGV detects an obstacle, the others can react by finding
another path to the destination, resulting in more cost- and energy-efficient AGV fleet
management. Decoupling the control intelligence from the AGV platform requires low and
deterministic latency from the communication service, but at the same time enables the physical
platform and control intelligence to evolve separately from each other. This can contribute to
simpler hardware architecture of the robot device and longer operation time with one battery
charge, for instance.
Maximum sustainable data rates: we need to consider connections that must fulfil determinismor dependability-related requirements as outlined above and different types of traffic flows when
discussing target KPI values for data rates in this use case. In Table 6, the required round trip
times and data rates for different aspects of the use case are detailed.
Trustworthiness: the dependability attributes security, safety, and integrity act as indicators for
the Hexa-X key value trustworthiness. For example, the privacy of (sensitive) process data is to
be guaranteed in all aspects of the system, be it communication between endpoints or
processing/storage as part of compute-as-a-service or AI-as-a-service functionality of a 6G
system. Additional requirements can arise from monitoring and assurance regulations, e.g., to
ease identification of the root cause of a failure or to identify potential privacy and integrity issues.
Flexibility: indicators for flexibility are the dependability attributes reliability and maintainability
and their KPIs (e.g., Mean Time to Failure and Mean Time to Recovery), especially when
considered from the E2E perspective. This includes the ability of the application or overall system
to adapt to changes based on its design and the capabilities of the utilized services, i.e., its
resilience. From an architectural perspective, the efficient integration and utilization of existing
devices, networks, and services (“brownfield”) is a requirement in many (existing) production
facilities and scenarios, given the long lifetime of industrial equipment. An evolution from 5G to
6G is expected by industrial stakeholders: “Ongoing and upcoming investments of industrial users
in 5G applications, equipment, and infrastructure must be protected and 5G deployments need to
be able to evolve into upcoming next generation technology.” [ACIA21-1].

4.2.1.2 Targeted KPI and KVI ranges
Target KPI ranges for the use case and its main aspects are summarized in Table 6, based on
[22.804] and the underlying input from (among others) 5G-ACIA [ACIA-19].
Table 6: Targeted KPI ranges for aspects of the collaborating robots use case.

Round Trip Time (sensor to controller to actuator)
Reliability (Packet Error Rate within latency reqs.)
Data Rate
Packet Size
Covered distance (from an Access Point)
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Collaborative
Robots

Mobile
Robotics

1-50 ms
10-9
kbits/s
<1500 Byte
<100 m

50 – 500 ms
10-9
kbits/s
<1500 Byte
campus
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Movement speed of the user
Time critical handover support
User Equipment Density
Energy Efficiency (user equipment battery lifetime)
Positioning accuracy

4.2.2

<10 m/s
No
<5 per m2
n/a
<1 cm

<10 m/s
Yes
1 per m2
relevant
<5 cm

Requirements for digital twins for manufacturing

The use of DTs continues to grow in I4.0 environments, leading to Massive Twinning. It will
enable us to go beyond the current levels of agility of production, enabling more efficient
interaction of production means to encompass a larger extent of the respective processes, and also
to achieve the transfer of massive volumes of data, and, often, extreme performance and
reliability. In the realm of production and logistics, DTs can be used for many beneficial
applications. For instance, the following sub-cases can be identified [D1.2]:
(a)
(b)
(c)
(d)

Managing infrastructure resources.
New products need to be designed and automatically be linked to their DT.
The cooperation among multiple DTs in a flexible production process will also be needed
Another practical usage of digital representations is to follow the history through “digital
threads”: the history of every part of the system can be used to learn to predictively schedule
maintenance.

Using DTs for manufacturing demands low latency and high reliability, and with several devices
needing continuous monitoring due to growing adoption of DTs, traffic capacity is expected to be
much larger than envisaged for similar services in 5G. Moreover, the highest possible level of
efficiency - not only in terms of spectral efficiency, but also operational and production efficiency,
price/bit, CAPEX/OPEX, return of investment etc. (i.e., the investment must be justified not just
from technical point of view but also commercially) - is needed for increasing the chances of
commercial success. The highest possible levels of trustworthiness will also be needed (which are
associated to the levels of performance, dependability, security, resource efficiency/cost) to
ensure adoption at scale.
In general, massive twinning (D1.2) in manufacturing means a collection of DTs that enable a
real-time and accurate 4D (space and time) digital representation of the industrial manufacturing
environment. This means that the DTs cannot be static but dynamic and must constantly, with an
update frequency that depends on application needs, reflect the current state of the physical world
(including e.g., current position of moving objects). It is assumed that ML/AI is a fundamental
building block for many aspects in this use case, adding additional requirements with respect to
data collection and processing.

4.2.2.1 Definitions of targeted KPIs and key values in the use case
In this section, we describe the KPI and KVI definitions in Chapter 3 in further detail from the
standpoint of the DTs for manufacturing use case.
Dependability: DTs that are used for optimizing operations on the factory floor need to have upto-date information delivered to it, necessitating dependability in the communication link. KPIs
that are relevant to dependability in this use-case are broadly classified into two classes, namely
network and application service KPIs. New KPIs that are specific to the DT such as fidelity are
also included. They are as follows.
Network KPIs:
•
•
•
•
•

Determinism: Latency and jitter
Network service reliability as an error rate, e.g., as defined in [22.261]
Coverage
Data rates, achievable, outage & peak
Connection density
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Traffic capacity
Energy efficiency
Fidelity: how close fit there is between the virtual asset and the physical asset

Application service KPIs:
•
•

Service availability: Fraction of time that the QoS requirements are met
Service reliability: Mean time between failures.

Positioning accuracy and integrity: Accurate and timely location information is critical in
ensuring high DT fidelity so that any predictions made using the DT are useful and improve the
overall system performance. We expect the target accuracy to be as stringent as the application
that the DT will be used for.
Trustworthiness: Aspects such as security, privacy, and compliance with ethical frameworks
need to be taken into account for a DT that is deemed trustworthy. For instance, with privacy, the
DT cannot reveal any information that violates human privacy such as location of individuals
without human consent. This is relevant in use-cases where human assist robots in manufacturing
on the factory floor. Here, the DT can factor in human health and welfare into account, by for
instance, assigning tasks and rest breaks based on health and recovery-related parameters such as
heart rate, calories burnt, age, quality and duration of sleep etc. In this scenario, storing
identifiable data may not be allowed or is even considered illegal. Special care must be taken
when we use ML/AI, as it has powerful capabilities of identifying single individuals indirectly.
Similarly, if DT is controlling manufacturing where human workers are involved, ethical
frameworks need to be complied with and special care must be taken that all the worker rights are
followed also from ethical standpoint, including diversity.
Flexibility: Factories of the future are expected to be flexible and reconfigurable enough to
manufacture different types of products within the same day. We therefore expect the DT to be
flexible enough to accommodate different manufacturing environments while not compromising
on accuracy. Flexibility has several aspects, namely scalability, transferability, and composition.
Scalability refers to the ability to maintain a large number of independent DTs with only a nominal
increase in complexity and overhead. DTs are also expected to be transferable, in that it should
be easy to create new DTs using common framework and creation principles. Lastly, possibility
to create compound DTs of larger entities using DTs of components of this entity is essential.
E.g., a factory DT is created out of DTs of robots, products, production lines, environment, etc.
within the factory.

4.2.2.2 Targeted KPI and KVI ranges
DTs are used for a variety of use cases with different requirements. Requirements in terms of
targeted KPI ranges for I4.0 related use cases are summarized in Table 7.
Table 7: Target KPI ranges for the ‘DT for manufacturing’ use case.

KPI
Latency

Value
0.1ms – 100ms

Jitter

10us-10ms
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Comments
Depending on the service.
Lower bound obtained for use
cases such as motion control.
Upper bound for use cases such
as process and asset monitoring.
Both values taken from
[22.104]
Taken as 10% of the latency.
Depending on the service.
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Reliability

10-1 – 10-8

Position accuracy
Data rates

cm-level
Peak 10-100 Gbps, average
1-10 Gbps
Upto 100 UEs over a service Obtained from [22.104] for the
area of 50m x 10m x 10m motion control service
(length x breadth x height)
(Sub-)Linear increase in
computational complexity
and overhead with respect to
the number of DTs/sensors
in maintaining the digital
twin
99.99% - 99.999999%
Depending on the service.
Lower bound obtained for use
cases such as motion control.
Upper bound for use cases such
as process and asset monitoring.
Both values taken from
[22.104]
1 day to 100 years
Depending on the service

Connection density

Scalability

Application service
availability

Application service
reliability

Network layer packet reliability
[22.261]. Depending on the
service
For objects in the system

Targeting the key value “trustworthiness”, security and privacy of the DT is to be realized
according to industry standards and best practices in the respective use case. Defining quantitative
measures for security and privacy is an area of ongoing research.

4.2.3

Requirements for telepresence

Hexa-X D1.2 sketches the use-case families “immersive telepresence for enhanced interactions”
for example as fully merged cyber-physical worlds in Section 4.2.4, from robots to co-bots as
“Interactive and cooperative mobile robots use case” in Section 4.2.5 and the Section “Local trust
zones for human & machine” drafts an example of a “Cyber-Physical Environment”.
Presence is the human sense of being in an environment. Telepresence is the human experience
of presence in an environment by means of a platform which exchanges data with humans via
bidirectional communication links. There is a mixed reality (MR) continuum from real world to
augmented reality (AR), to extended reality (XR) to virtual reality (VR). Virtual reality (VR) is a
simulated environment in which humans experience telepresence. The term holography is used in
the sense of the AR, XR and VR referring to stereoscopic imaging. Telepresence is characterized
by two functionalities, namely vividness and interactivity.
Vividness is the characteristic richness of an I4.0 environment that depends on how the computing
and communication platform represents the I4.0 environment to human senses. The capabilities
of the computing and communication platform are determined by the number of sensors and
actuators (number of different multiple data streams simultaneously processed and
communicated) and the sensor and actuator resolutions (sampling rate, data quantization).
Interactivity is the extent to which humans contribute to changing a facilitated I4.0 environment
in real-time. Interactivity is determined firstly by the performance characteristics of the computing
and communication platform and secondly by adherence to agreed dependability parameters.
Figure 4-1 describes the application of vividness and interactivity for I4.0.
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Figure 4-1: Parameters influencing telepresence.

Telepresence for I4.0 does not tolerate any vividness or interactivity degradation making
dependability a mandatory requirement for the computing and communication platform for I4.0.

4.2.3.1 Use case description
Telepresence videoconferencing (holographic telepresence for I4.0) and telepresence robotics
(tactile Internet) use cases are exemplarily defining important technical requirements of
computing and communication platforms for I4.0.
4.2.3.1.1

Telepresence videoconferencing (holographic telepresence)

3GPP defines following use cases for user equipment transmitting A/V data to a computing and
communication platform for a VR environment in TR [26.918]: Social media VR, Learning
applications, VR calls, User generated VR, and Communications in Virtual Worlds.
In addition, TR [26.918] defines use cases for user equipment receiving A/V data from a
computing and communication platform for a VR environment:
•
•
•
•
•
•

Event broadcast and multicast
VR streaming
Libraries distribution of 360-degree A/V data
Live services consumed on a Head-Mounted Display (HMD)
Cinematic VR
Highlight region(s) in VR video

Table 8 comprises technical parameters of stereo and full 3D telepresence videoconferencing like
field of view (FOV), pixels per degree (PPD) and frames per second (FPS) which determine
communication link performance characteristics. For comparison: Microsoft’s Hololens 2
supports 47 PPD, [65°] horizontal FOV and 120 frames per second.
Table 8: Telepresence video parameters impacting data rates and bounded maximum latency.

Parameter

Stereo

Full 3D

Human field of view (FOV) vertical / horizontal

135° / 120°

175°/ 160°

Pixels per degree (PPD)

[60]

[60]

FOV resolution in Megapixels per human eye

58

100

Colour depth in bits

24

24

Maximum motion-to-photon (MTP) latency

[20 ms]

[20 ms]

Minimum frames per second (max frame latency MTP/2) [100]
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Maximum data processing latency (MTP/2)

[10 ms]

[10 ms]

In holographic telepresence, the user equipment captures, processes, communicates and displays
A/V data that are experienced from multiple points of view and get transmitted to the computing
and communication platform. Multimodal telepresence adds digital senses where sense is defined
as any of humans’ capabilities, as seeing, hearing, smelling, tasting, or touching, to perceive data
from or to the human body. Holographic telepresence demands much higher sustainable data rates
and bounded maximum latency than stereo or full 3D telepresence and precise synchronization
of multiple data streams.
3GPP SA1 Rel-18 starts to study holographic type communication services (study item FS_HTCS
[S1-202254]) looking into use cases like holographic-type communication services with different
hologram display technologies (e.g., point cloud, image array, etc) and with multiple concurrent
data streams.
4.2.3.1.2

Telepresence robotics (Tactile Internet)

3GPP TR [22.891] defines the use case as "extremely low latency in combination with high
availability, reliability and security which defines the character of the Tactile Internet". The usecase makes the communication network an extension of the human sensory and neural system,
with a latency of 1 millisecond or less giving the impression of an instant response. Haptic
interactions include tactile sensing (touching surfaces) or kinesthetic sensing (sensing movement
of the human body).
Important KPIs for telepresence robotics are availability, reliability, and recoverability. A human,
operating a robot that interacts with robot surroundings, must constantly maintain full control of
the robot under the prevailing circumstances. Delay in force feedback from a remotely operated
telepresence robot makes the operation of the robot impossible. Similarly, delayed visual
feedback from an AR/VR headset causes nausea. Thus, dependability is mandatory for the
computing and communication platform implementing I4.0 VR.
3GPP SA1 Rel-18 starts support of tactile Internet in 5GS (study item FS_Tlin5GS [S1-202283]).
The objective of FS_Tlin5GS is to study use cases for tactile internet to achieve immersive real
time experience with the integration of haptic feedback: the feeling when touching a surface (e.g.,
pressure, texture, vibration, temperature), and kinaesthetic feedback: forces (e.g., gravity, pull)
that act on muscles and joints in an actuator such as an arm, contributing to a sense of position
awareness.
The IEEE working group P1918.1 tactile Internet [Hol18] specifies the use cases teleoperation
and immersive VR which are applicable to I4.0. Teleoperation lets humans immerse into a remote
environment to perform tasks. A teleoperation platform communicates sensor data such as video,
audio, force, torque, position, or speed via a communication network implementing a control loop
between sensors and actuators with demanding QoS requirements. In the immersive virtual reality
use-case, humans interact with virtual entities in a remote environment where the virtual entities
represent real physical world objects. This interaction requires ultra-low latency.

4.2.3.2 Definitions of targeted KPIs and key values in the use cases
The performance of the communication service is described by the dependability attributes and
the corresponding measures as defined in Section 3.2.1. Additional communication service KPIs
for telepresence are:
•
•

Maximum bounded latency: deliver data on or before a specified point in time, bursts are
possible
Motion-to-photon (MTP) latency: latency between the physical movement of a human's head
and the updated picture in the VR headset.
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Motion-to-sound (MTS) latency: latency between the physical movement of a human's head
and updated sound waves from a head mounted speaker reaching ears
Maximum bounded time interval: deliver data within specified and generally small arrival
variance
Data flow synchronization: data of two or more data flows arrive in a coordinated in-time/ortime guaranteed way

4.2.3.3 Targeted KPI and KVI ranges
As a starting point for looking into 6G requirements, studies and technical reports of 3GPP and
IEEE working groups dealing with aspects of the telepresence use cases are analysed in the
following.
4.2.3.3.1

Telepresence videoconferencing (holographic telepresence)

In TR [22.891], 3GPP defines in chapter 5.32 “Improvement of network capabilities for vehicular
use-case” that the network must support 4K/8K immersive interaction for users with following
performance (requirements regarding Jitter for video are still to be defined):
•
•
•
•

Average end user data throughput in DL or UL: 50 to 120 Mbps
Maximum end-to end latency: 7.5 ms
Maximum latency over the air: 1.5 ms
Maximum speed: 100 km/h

In TS 22.261 3GPP specifies for VR environment support with 8K video and data throughput of
1 Gbps:
•
•

Motion-to-photon (MTP) latency of 7 to 15 ms
Maximum motion-to-sound latency of 20 ms

3GPP Rel-17 studies the Support of Immersive Teleconferencing and Telepresence for Remote
Terminals (ITT4RT) and operation points for 8K VR 360 Video over 5G (8K_VR_5G):
•
•
•
•

Video call with MOS Score 4: maximum network latency of 80 ms
Cloud gaming expert gamer Mean Opinion Score (MOS) 4: maximum network latency of 15
ms
Virtual Desktop-Infrastructure (VDI), Remote Desktop Services (RDS) or Windows Virtual
Desktop: maximum latency for responsiveness of digital pen: 9 ms
AR/ VR threshold to avoid motion sickness (less than 20 ms total delay): maximum network
latency of 7 ms

Holographic telepresence preliminary technical parameters assuming raw data (no optimization
or compression), full colour and a frame rate of 30 fps are gathered in Table 9 below. There is a
need to differentiate how the term holography is used: in the sense of the AR, XR and VR referring
to stereoscopic imaging or optical holography where a hologram is the representation of a
diffracted holographic field (amplitude, phase). Here the latter is used.
Table 9: Data stream synchronization, throughput, and latency needs for holographic telepresence
[Pey11].
Number of data streams
Max data throughput
Max bounded latency

4.2.3.3.2

4K/8K
2 (A/V)
35 – 140 Mbps
15 to 35 ms

AR/VR
12 (tiles)
25 Mbps to 5 Gbps
5 to 7 ms

Holography
1000s (angles)
4 to 10 Tbps
1 to 7 ms

Telepresence robotics
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The telepresence robotic use case with 8K 360° video, mixed reality and multi-sensory remote
tactile control requires a maximum motion-to-photon (MTP) latency of 10 ms and 0.5 ms for
remote tactile control, a bandwidth of greater than 50 Mbps up to Gbps and a reliability of
99.9999% for remote tactile control for one device [Abi21]. The IEEE Tactile Internet Standards
Working Group [Hol18] works on the development of standards for the tactile Internet and
describes the tactile Internet use case with dependability performance characteristics like
availability, latency, reliability, and scalability. Availability is deﬁned as the probability that a
given interface is available for user-plane or control-plane communication service. Reliability is
deﬁned as the capability of transmitting a protocol data unit (PDU) within a predeﬁned time
duration with high success probability. The end-to-end latency is deﬁned as the one-way delay to
successfully deliver an application layer data packet between two tactile Internet devices.
Scalability is deﬁned as the maximum number of devices that can be supported without
compromising the availability, reliability, and latency requirements. Table below comprises
dependability related parameters.
Table 10: IEEE WG P1918.1 KPI Requirements and Trafﬁc Characteristics for the TI Use Cases.
Use case

Data traffic
type

Teleoperation

Haptic UL
Audio DL
Video DL
Haptic DL
Haptic UL
Audio DL
Video DL
Haptic DL

Immersive VR
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Burst size per
degree of
freedom
(DOF)
2 to 8 B
100 B
1.5 kB
2 to 8 B
2 to 8
50 B
1.5 kB
2 to 8

Reliability

Max latency

Average data
rate (packets)

99.9 %
99.9 %
99.999 %
99.9 %
99.999 %
99.9 %
99.999 %
99.999 %

5 ms
10 ms
10 ms
1 to 50 ms
1 to 10 ms
20 to 20 ms
10 to 20 ms
1 to 10 ms

1 to 4 kbps
5 to 512 kbps
1 to 100 Mbps
1 to 4 kbps
1 to 4 kbps
5 to 512 kbps
1 to 100 Mbps
1 to 4 kbps
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5 Analysis of the State of the Art
In the following, the State of the Art (SotA) addressing the requirements identified for sustainable
coverage and dependability in I4.0 environments is analysed, motivating the planned
contributions stated in Chapter 6.

5.1

SotA for sustainable coverage

As explained in Section 3.3, by “sustainable coverage” Hexa-X brings spatial coverage into focus
by directly addressing sustainability aspects and capabilities, indicated by energy efficiency,
increasing inclusiveness and acceptance, utilization of local intelligence, cost, when solutions to
increase coverage are considered. The key indicators for this ambition are listed in Section 4.1:
value of generated insights, cost of generated insights, and flexibility.

5.1.1

Repurposing of existing infrastructure

While network densification is targeted already by 5G networks to increase coverage, it may fall
short of achieving massive deployments, as the ones envisioned in 6G, due to the likelihood of
increased inter-cell interference. It can also be argued that, in rural areas, such densification is
hardly economically viable. In such a case, a combination of time-division duplex (TDD) Massive
MIMO operation, dense distributed network topology, and user-centric transmission can be the
solution, as advocated by [NGO17] and [INT19]. This results in macro-diversity from distributing
many base stations and the interference cancellation from cellular Massive MIMO. Additionally,
user-centric data transmission suppresses the inter-cell interference and contributes to reduce the
front-haul overhead.

5.1.2

Energy efficient low EMF exposure network operations

Wireless networks are experiencing an unprecedented growth in terms of traffic, service types
and requirements. Therefore, an increased coverage with pervasive network access is needed to
accomplish all the goals promised by B5G/6G networks in terms of several KVI/KPI, as discussed
in Section 4.1. Moreover, the massively increased number of connections due to, e.g., IoT
scenarios, could increase network energy consumption if proper measures are not adopted. Also,
specific regulation bodies continuously monitor and update Electromagnetic Field (EMF)
exposure limits at different frequencies [ICNIRP] due to uplink and downlink communication,
especially when new technologies are deployed. These limits, along with the methods to evaluate
the exposure, are taken into account by the operators during deployment and operation phases.
From a network deployment and optimization point of view, this gives rise to new trade-offs in
future mobile networks, comprising a joint study of energy efficiency, KVI/KPI (e.g., data rate,
latency, etc.) pervasive coverage and low EMF exposure. Indeed, for instance, while a stricter
regulation leads to a decreased EMF exposure, it can also dramatically impact the quality of
service [GAL21] perceived by end users, thus being incompatible with the KPI/KVI identified
for future 6G networks. Several use cases are worth being investigated in such a context, from
pure communication perspectives to communication-compute networks. In the context of edge
computing, a particular focus to application computation offloading from mobile/sensor devices
to nearby edge servers will lead to a stronger link between communication and computation
resources in 6G network and services (AI/ML at the edge, AR/VR, etc.).
Some seminal works started investigating the EMF exposure from a deployment and hardware
design perspective [ZHAO16], [THO16], [MAT18], [CHI20]. The authors in [ZHAO16]
investigate the power density property of the phased arrays of mobile devices at 15 and 28 GHz,
with specific attention to Federal Communications Commission (FCC) [FCC10] and ICNIRP
limits, to derive the maximum allowed transmit power. In [THO16], the authors study the EMF
exposure in the case of array antennas for user equipment.
Dissemination level: public
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The authors of [MAT18] study a simulation-based method to optimize a MIMO 5G network
operating at 3.7 GHz, with respect to power consumption and EMF exposure. [CHI20] presents
the problem of network planning, using a weighted function of gNB installation costs and 5G
service coverage as objective function. Besides network deployment, also the optimization of
network operations can help targeting network performance while guaranteeing low and/or
regulation compliant EMF exposure.
From an energy consumption point of view, there has been a surge of interest in computation
offloading strategies aimed at reducing devices’ energy consumption under performance
constraints (e.g., latency, data rate) and vice versa [YAN18], [LIU19],[Li19], [MER20],
[LIAO21], [YANG20], [ZHOXIA20]. [YAN18] considers an association problem in a fog
computing Device to Device scenario, to enable devices to offload tasks among each other. The
issue of controlling a maximum delay in dynamic scenarios is addressed in [LIU19], where the
authors introduce a probabilistic constraint on the length of the communication and computation
queues. In [Li19], a scheduling strategy is devised to find a trade-off between task completion
ratio and throughput, hinging on Lyapunov optimization. In [ZHANG18] a dynamic resource
allocation algorithm that minimizes the average weighted sum of energy consumption and
execution delay under constraints on queue and battery stability is proposed, exploiting energy
harvesting capabilities [PRI09].

5.1.3

Low- or zero-energy devices

Zero energy, sustainable networks can exploit ambient backscattering technique [LIU13]. Indeed,
one can envisage to make a sustainable development of massive IoT by introducing radio
frequency (RF) tags in beyond 5G networks [GAT19], to develop services based on the detection
of tags close to customers. Such tags would be battery-free, and powered by a solar panel, heat or
motion [RAC19]. In addition, detection techniques are need, as proposed in [FAR20].
Radio frequency (RF) based wireless energy transfer (WET) is a promising technology for
powering massive IoT scenarios, as it provides the energy over-the-air using the so-called power
beacons (PBs). RF-WET not just reduces frequent battery replacements but also can sustain the
operation of battery-less devices [MAH20], [LOP21b]. WET links suffer from low end-to-end
conversion efficiency and the RF energy harvesting (EH) circuits demand a significant amount of
incident power compared with information decoders. In that front, energy beamforming (EB)
represents a strong candidate to improve the incident power at the EH devices without necessarily
increase the transmit power [LOP21b].
Future works can incorporate the concept of sustainable/green WET, where PBs produce their
own energy from renewable sources instead of fuel-based generators or batteries that must be
manually charged/replaced. In this context, PBs can also trade/exchange energy with their
neighbours over links with higher conversion efficiency, such as laser power beaming or wired
connections, distributing the energy budget when needed and avoiding power outages.

5.1.4

Collaborative beamforming, CSI-free strategies

Optimal EB strategies require an instantaneous channel state information (CSI) acquisition which
may consume a substantial portion of the harvested energy. The benefits of respective strategies
vanish quickly in massive IoT deployments [LOP19] and/or when CSI acquisition is too costly
[LOP21]. As an alternative, one can use the first-order statistics of the channel which vary much
slower and are less prone to estimation errors to design low-complexity EB strategy as it was
shown in [LOP20a]. Besides, statistical CSI becomes asymptotically optimal in scenarios with
strong line-of-sight (LoS) components, which is extremely relevant in dense deployments
[LOP20b].
Recently, power beacon positioning algorithms have emerged as an alternative solution to banblind spots and homogenize the energy availability of the network. For instance, in [ROS21] the
authors studied the optimal deployment of PBs to satisfy a probabilistic energy constraint outage.
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Therein, the authors optimize the PBs’ positions to maximize the foreseen minimum average
incident RF power, since neither CSI nor devices’ positions information was available. This work
promoted distributed deployments over the installation of a central PB radiating with high power;
hence, overcoming the distance-dependent loss by bringing the PBs closer to the worst-positioned
sensors without increasing the transmit power. Notice that, the transmit power is not only limited
by the hardware capabilities of PBs, but also by international regulations whose concern is
avoiding human exposure to high electromagnetic radiation levels. Besides, in [LOP21a] the
authors proposed a novel CSI-free rotary antenna beamforming WET scheme to power a large set
of EH IoT devices. A rotary-based PB was considered here, since energy beamforming by itself
becomes an unfair approach as the IoT devices in the minima of the radiation pattern will collect
little, if any, energy. The power control mechanism was design to: i) fairly optimize the WET
process at each angular position when devices’ positions information is available; and ii) prevent
the RF radiation from exceeding safety thresholds in terms of specific absorption rate (SAR).

5.1.5

Coexistence of Non-3GPP and 3GPP networks

The cooperation and offloading between 3GPP and non-3GPP technologies, such as WiFi, has
long been the object of research. However, with B5G and 6G networks expected to dramatically
increase the data traffic demand, the system capacity of existing mobile networks is faced with a
great challenge. Two potential solutions are envisaged to achieve a high data rate. One is to
develop new techniques to improve the spectrum efficiency [BOJ19], while the other way is to
better exploit the available spectrum, such as the unlicensed spectrum and the millimeter-wave
band [CHE17]. In particular, enabling D2D communications over unlicensed channels is a
promising approach to support high data rate services and boost the system capacity. Previous
works have looked at the fair coexistence when D2D networks share the unlicensed spectrum
with Wi-Fi networks [Zin18], more recently the attention has shifted to the definition of powerefficient (terminals need to continuously probe the channel status on the unlicensed spectrum) as
well as spectrum-efficient allocations [YIN21].

5.1.6

Mechanisms and interfaces for Intent-based direct wireless
connectivity

Intent and trajectory prediction has been studied for intelligent transportation problems
[Lefevre14], with results being applicable in the context of B5G/6G. The prediction of vehicle as
well as of pedestrian movements is crucial for the development of safety procedures for selfdriving vehicles. To model the complex temporal dependencies, techniques based on Bayesian
filters [Keller14] or Kalman filters [Ju20] have been used, although there are promising datadriven approaches, such as those based on recurrent neural network architectures, e.g., long shortterm memory (LSTM) [Alahi16, Saleh20].
One the one hand, the above methodology requires precise positioning attainable through lidar or
cameras. On the other hand, intent-based trajectory forecast need not be so precise as with
pedestrian possibly getting in vehicles’ way because the idea is to exploit the prediction for direct
wireless connectivity which has considerably more margin for errors.

5.1.7

Balancing D2D/D2I resource assignments

There is a vast body of work on resource assignment for D2D communication and for mixed
D2D/D2I, or relay-based, communication. Research aims at modelling the assignment of
orthogonal resource block (RB) chunks for either uplink, downlink or “sidelink” communications
in each cell. The goal is to maximize the overall system throughput while attaining a favourable
signal-to-noise-and-interference ratio of both D2D and D2I links.
The techniques usually found in the literature use either game-theoretic approaches [Song14] or
mixed integer nonlinear programming, e.g., [Zulhasnine10] among others. In most case the
problem is NP-hard, and low-complexity algorithms are sought [Yu14] [Tang16] [Tan19].
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Optimal resource allocation

In case of a problem in industrial environment, e.g., robot failure, flexible resource allocation and
redistribution of functionality, can increase the system robustness and flexibility in the direction
of succeeding sustainable coverage. There are many studies in literature related to optimal
resource allocation, task allocation and functional placement in manufacturing and multi-robot
systems [CSZ+18, GM04]. However, due to the distributed, heterogeneous and complex nature
of multi-robot systems, succeeding an optimal solution is not trivial.
Optimizing the sequences of tasks and resource allocations through the system, can be handled
by using computerised optimization algorithms [ZSB19]. The algorithms usually found in
literature dealing with this problem are particle swarm optimization, simulated annealing
algorithm, generic algorithm, fuzzy algorithm, machine learning and soft computing techniques
[Tag12, BO15, ZYL+18]. In the case of complex systems with multi-task, big data-based
situations, there has been studied algorithms like, matrix-coded generic algorithm based on hybrid
operators, swap-shuffled leap-frog algorithm to propose a resource allocation model, multiobjective generic algorithm for task allocation in cloud-based disassembly line [JYC16, SGS16].
Finally, some hybrid algorithms who achieve good results are the hybrid algorithm based on
particle swarm optimization and simulated annealing, an algorithm based on machine learning
and fuzzy optimization and more [Joz06, HGJ+13, Son14].

5.2

SotA for dependability

As defined in Section 3.2 and discussed for selected use cases in an I4.0 environment in Section
4.2, “dependability” is a key requirement to ensure productivity from an application perspective
and, thus, mechanisms to quantify and realize/increase dependability are a core concern for WP7.
The following sections outline areas of research and the respective gaps that are to be targeted in
WP7 to achieve dependability in I4.0 environments: control-communications-codesign, error
identification, aspects of system architecture design, and quantification and monitoring of (endto-end) dependability.

5.2.1

Control-Communications-Codesign

Until 5G, communication systems were focused on human-centred applications (video, audio,
web, etc.). With 5G, for the first time also efforts towards optimizing M2M (machine-to-machine)
type communications were made as many use cases do not involve humans anymore. However,
while human perception only differs slightly comparing one human with another (same video
resolution, similar audio quality, display of text, etc.), machines have an extremely diverse set of
requirements as described in Chapter 4. In these scenarios, an important aspect to keep in mind is
the common small blocklength (small packets) of machine-type transmissions because traditional
information theory is applicable only to a limited extent on small blocklengths [Han2020], typical
of URLLC. URLLC, one of the main pillars of 5G, is targeted to serve highly demanding realtime applications, in which the reliability of packet delivery is required to be high (>99.9999%),
while the latency must be very low (1ms). The reliability comes at a high resource cost
[Ohmann2015], which severely limits spectral efficiency and consequently, scalability.
Besides communication aspects, enabling complex ecosystems such as Industrial scenarios, will
also be possible thanks to the pervasive deployment of computation resources into wireless
networks. This paradigm, known as fog/edge computing (Multi-access Edge Computing with the
ETSI terminology [ETSI MEC]), represents a key technology pillar to enable a plethora future
services, from AR/VR, to training and inference of AI/ML models close to the end users (or
verticals), thus with reduced energy consumption and/or latency. However, it also comes with
several drawbacks and challenges, such as: i) Edge computation and storage resources are limited
with respect to the central cloud; ii) Requests are heterogeneous in terms of performance
requirement (as already mentioned); iii) Computation/learning/inference related reliability should
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be taken into account for a complete view of the system performance. Therefore, when an
application is run at the edge, the whole procedure can encounter different adversarial events,
among which we can identify the following (possibly dynamic) impairments: i) Unstable wireless
connection (e.g. a deep fading, blockage, bandwidth shortage, etc.), leading to packet losses or
higher power expenditure to counteract, for instance, a current deep fading, typical of high
frequency bands such as mmWave and sub-THz; ii) Unavailability of computation resources (e.g.
resource shortage, CPU/memory unavailability, etc.); iii) Decreased performance of the
application (e.g. in terms of latency, accuracy, etc.). One of the challenges in this complex
ecosystem is to devise resource allocation strategies (involving radio, computation and
application aspects) able, e.g., to reduce the communication burden (e.g., energy consumption,
bandwidth), without sacrificing application related performance in terms of latency, accuracy,
reliability, etc.
In this direction, a joint view of radio, computation, and application related resources (i.e.,
communication, computation and control) is a promising perspective. From this point of view,
preliminary works have proposed methods to enable computation offloading (e.g., for learning
and inference) with a reduced resource usage, without compromising the performance in terms of
latency, accuracy, reliability, etc. For instance, in the context of edge computing, multiconnectivity has been studied as a way to improve communication efficiency while guaranteeing
target performance in terms of service latency and/or improve reliability or vice versa [BAR17],
[DIP19], [ELB19]. Other solutions take into account data/training model representations (e.g.,
quantization) to explore trade-offs between resource utilization (bandwidth, power, etc.) and
learning performance (e.g. in term of latency and accuracy) [ELG21], [BEN21], [WEN20],
[MER21]. The possibility of reducing the communication resource utilization, without
comprising the performance of the specific applications (with their extreme diverse
requirements), is then an interesting research direction. Finally, semantic and/or goal-oriented
communications may be investigated in this context to improve effectiveness following the
approach suggested in [CAL2021].

5.2.2

Error identification

In industrial scenarios, mission reliability has emerged as a new KPI [Hos18]. It demands that
during certain execution periods no communication failure is tolerated. Hence,
identifying/avoiding the first error is mandatory [Avi04]. This is especially challenging with
uncertain trafﬁc arrivals, which is common in URLLC [Nav20]. In case of error, the unexpected
situation must be handled to ensure the trustworthiness, dependability, and security of the system.
ML algorithms have highly contributed to early and accurate fault detection and prediction,
having minimum downtime [XYG+18, WWI+16].
There are many studies using SotA ML methods for fault detection and diagnosis within industrial
environments. Popular ML algorithms include artificial neural networks (ANNs), support vector
machines (SVMs), principal component analysis (PCA), convolutional neural networks (CNNs),
restricted Boltzmann machine (RBM) and auto-encoders (AE) [AMN+19].
Dynamically changing environments and different machine working states impose significant
challenges to ML-based fault detection, prediction, and prevention. As a result, there is a great
demand of reliable, accurate real-time transmission, computation, and security, due to the
increased level of interconnection among the different subsystems of I4.0 era and Industrial IoT
[XYG+18, RG17].

5.2.3

System architecture design

In 3GPP 5G system (5GS), a variety of technology components have been developed and
standardized to address the challenging URLLC service requirements for industrial automation in
future factories. These technology components are comprised of various enhancements ranging
from system architecture, core network technology to radio access network techniques. As an
example of system architecture enhancement, virtual 5G based Time-Sensitive-Networking
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(TSN) bridges enable 5G to operate as a typical TSN bridge transparent to the TSN applications
executed in the end station. 5G exposure function framework enables certain 5G internal features
to be accessible to external network functions/entities for more efficient operation of 5G system
along with the rest of networks provisioning the end-to-end URLLC [22.804, 22.832]. In
particular, some industrial-automation-specific application functions interfacing with 5GS
exposure function are under the development for the current 5GS release. Moreover, enhanced
5GS with better support of edge computation and non-public network (NPN) architecture are also
under the development with an objective to more efficiently address the use cases in the factory
of future. Support for multicast-broadcast services (MBS) are also under standardization in 3GPP
Rel-17 and beyond with the aim to efficiently provide mobile broadcast services, such as mobile
TV to 5G UEs. It is envisioned that the technology components developed for MBS can also be
beneficial for use cases requiring multicast or broadcast communications in industrial automation.
Due to the challenging service requirements, and considering the specific operation environment
of industrial communications, it is an interesting research problem on how to make best use of
these various technology components as well as possible enhancements thereof to support use
cases in the factory of the future with optimal energy and spectrum efficiency.

5.2.4

Quantifying and monitoring E2E dependability

The E2E dependability of services is of utmost importance to industrial manufacturers. As
detailed for the use cases in Section 4.2, dependability of the overall system and its E2E services
directly impacts productivity. It is influenced by the dependability of the utilized services and
subsystems and the resilience of the E2E services. For rather simple, homogenous network
deployments, certain requirements in terms of availability and the underlying QoS targets can be
addressed by technologies and corresponding protocols such as Deterministic Networking
(DetNet) or TSN, when limited to the communication service. However, provisioning dependable
E2E services and applications over a multitude of (heterogenous) communication and
computation services as envisioned for 6G requires a quantification and monitoring of cross-layer
effects on dependability. This is especially challenging when it comes to, e.g., the effects of
mobility (both, controllable, e.g., in case of AGVs and potentially uncontrollable, e.g., humans),
and the compute resource placement and distribution, including the impact of virtualization and
the achievable degree of isolation between tenants [Rei19]
An important aspect that enables ultra-flexible/distributed topologies is the virtualization of
functions (either compute, i.e., edge clouds or communications, i.e., slicing). It is unclear from a
practical perspective, how virtualization affects the dependability and architectural evolution
from 5G to 6G in industrial environments. One aspect for further studies are the limits of isolation
capabilities of virtualized network functions and (mobile) applications and potential guarantees
with respect to resources such as computation time (as part of the E2E RTT) or dependability
attributes (e.g., reliability, availability).
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6 Planned contributions and WP7 work plan
With this report, WP7 publishes its first deliverable D7.1 summarizing the work of task T7.1
“Gap Analysis on Special-Purpose Functionality”. Within the scope of this task, active from
March till June 2021 as indicated in Figure 6-1, WP7 further analysed the representative use cases
introduced in D1.1 and D1.2 and detailed their requirements with respect to dependability and
sustainable coverage. The respective tasks T7.2 and T7.3 started in May (M5) and contributed to
the analysis of the State of the Art and the refinement of planned contributions (i.e., the work
plan) in Hexa-X WP7 as outlined in this section. Both tasks will be active until one month prior
to the end of the project, contributing to two additional deliverables: D7.2 due in M16 and D7.3
due in M29. In addition, a dedicated task T7.4 on Digital Twins and Human Machine Interaction
(HMI) building on the foundation developed in T7.2 and T7.3 is starting with the submission of
this first deliverable, as further discussed in Section 6.3.
To align the work across the three technical tasks T7.2, T7.3, and T7.4, task T7.1 will have a
second phase starting in January 2022 and lasting until April 2022. During this phase, the task
will mainly deal with the alignment of WP7 with other technical work packages in Hexa-X and
with the end-to-end view from WP1 and refine the technical work plan accordingly.
Consequences of this alignment and refinement will be reported together with intermediate results
from the technical tasks and plans on demonstrations and PoCs in D7.2, due in April 2022.
WP7 is concluded in M29 (May 2023) with the publication of the final deliverable D7.3, detailing
the technical contributions and results from the demonstration/PoC activity in WP7.

Figure 6-1: WP7 tasks and deliverables during the Hexa-X project duration.

In the following section, the planned contributions for each of the technical tasks are outlined,
motivated by the requirement analysis of the use cases and the analysis of the State of the Art.

6.1

Flexible resource allocation in challenging environments
(T7.2)

This technical task will address ultra-flexible resource allocation procedures in challenging
environments populated by mobile devices with special requirements and in need of coverage.
Several use cases and approaches will be investigated within the context of Task 7.2, as detailed
below.
The need for flexible resource allocation stems from the bandwidth crunch that users are
experiencing in traditional radio bands. While it is expected that the availability of new radio
bands will alleviate this problem, we still need new techniques for flexible resource allocation,
i.e., by rethinking MAC-layer resource allocation and exploiting joint resource allocation at
traditional and mmWave/THz frequencies to enhance throughput when required and when
allowed by environment. In view of this goal, AI/ML-based algorithms can be of support, e.g., by
leveraging specific communication patterns of devices. This approach is potentially of great
impact in Smart City contexts, where large numbers of IoT devices are expected to be deployed
and will compete among themselves and other UEs for the available bandwidth. A promising
technique is provided by Federated Learning (FL) for IoT devices to collaboratively learn optimal
resource allocation given traffic demand. FL is a distributed collaborative AI approach to perform
data training by coordinating multiple devices with a server placed, e.g., at the edge, without
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sharing actual datasets. FL has the added benefits of protecting data privacy, since the raw data is
not required at the server but is kept at local devices: only local updates to the model initiated by
the server are then uploaded to the server.
A strategy to maximize the overall system throughput while attaining a favourable signal-tonoise-and-interference ratio is to leverage both D2D and D2I links. A useful tool to identify
situations suitable for direct wireless communication is by inferring user intent, i.e., the prediction
of communication needs based on trajectory and monitoring and sensing in I4.0 setting. This can
enable AI-assisted application-specific resource assignment, e.g., the placement of application
components to be investigated in Task 7.4 and its execution platform. Further, it can lead to the
choice of communication mechanism and access technology, such as D2D/D2I.
Another approach that will be investigated leverages the temporary decoupling and remerging of
device-based networks (e.g., including temporary instantiation of some network function on
sensors). Tools for the study are system-level simulations (e.g., impact of ML/AI approaches),
potentially enriched with real-world monitoring data obtained from both, the application and the
network.
Similarly, AI can be used to manage interference by new nodes / moving nodes / sub-networks in
machines in nearby areas, by exploiting pseudo-cyclic structure of machine-type communication.
AI-based learning is thus essential and – with this – prediction of interference of nearby sensors
and adaptation of transmission scheduling. This will ensure that connectivity can be provided to
machines and vehicles being integrated in cellular networks, especially when applied to lowpower, low-range underlay networks in closed environments, controlled by a gateway node which
provides control signalling to the cellular network.
Another use case of interest studies trajectory, resource, and spectrum planning through system
simulations in challenging environments. In this case, various industrial components like AGVs,
robotic arms, humans (with AR glasses) and access points, are working together (regular
operation) and something unexpected happens. For instance, the occurrence of an upgrade to the
functionality of one of the components of the net or the case where one AGV gets out of order
and the functionality is been redistributed to the others in an orchestrated manner. Additionally,
it can be studied the case where a fault happens and the human user who is also connected in the
system, tries to conduct remote repair.
Figure 6-2 describes the planned software design of this use case. In particular, Open-Source
MANO4 (OSM) is the orchestrator which is closely related with the various services available on
the system, the diagnostics and the resource allocation stage. Diagnostics collect metrics and KPIs
for anomaly detection (will be developed for task 7.3). Resource allocation algorithm is
responsible for succeeding optimal reallocation of the functionality of the various industrial
devices and robots in the case of an unexpected situation (will be developed for task 7.2).
Openstack5 or Kubernetes6 will be used for automating the deployment and management of the
running services. Openstack is an open-source cloud computing infrastructure, which deploys
Virtual Network Functions (VNFs) and virtual networks at the infrastructure and Kubernetes is
an open-source system for automating deployment, scaling, and management of containerized
applications. Using an open-source distributed event streaming platform like Kafka7, information
can be accumulated from the infrastructure, VNFs or containers, applications and services, with
the utilization of probes. Robots' services are split into two categories. One category includes the
resident services (black), which are related to robots' specific sensors (e.g., cameras, wheels) and

4

Open Source MANO (OSM): https://osm.etsi.org/

5

OpenStack: https://www.openstack.org

6

Kubernetes: https://kubernetes.io/docs/concepts/overview/

7

Apache Kafka. https://kafka.apache.org
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the second category includes the non-resident services (orange), which are related to the standalone computational services, that can be executed both to the robots or to the nearby fog/edge
server. Moreover, Wi-Fi Access Points will support robots and end users if applicable. There will
be robot to robot communication (Wi-Fi Mesh) and robot to service communication (Wi-Fi).
Finally, AR/VR user will communicate with Applications and Services via rest calls for remote
repair (as will be studied for task 7.4).

Figure 6-2: Software design of extreme performance in handling unexpected situations in industrial
contexts through B5G/6G enablers demonstrations.

This task will also target novel zero-energy devices, with the challenges of making the network
and devices smart enough to detect them without increasing EMF and energy consumption,
applying novel transmit/receive beamformers. In this context, robust ambient backscattering
communication will be explored in order to detect if a UE is nearby. The strategy will aim at
creating hot spots for tags and good spots for readers using Polarization-based Reconfigurable
(PR) tags. Possible applications will target earth monitor and autonomous supply chains. Tools
selected for this part of the research are simulation and implementation, possibly targeting
demonstrations.
Resource allocation will also be addressed in novel demanding industrial scenarios which require
flexibility, high reliability, and low latency. In this context, prediction and control of
communication needs to be available as much as possible in advance. The planning of resources
can be based on propagation environment, UE trajectories, QoS requirements, assisted also by
DTs. A trade-off to be investigated is between total energy consumption and radio performance
with battery powered devices like drones. Additionally, the impact of mobility of nodes should
be evaluated, using controlled node mobility also as a tool to improve performance. The tools to
be used are (internal) system-level simulators to assess the performance of the proposed concepts
in full network, in addition to Ray-tracing tools, and ML frameworks in support of the simulation
work.
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Dependability in I4.0 environments (T7.3)

The technical task T7.3 deals with mechanisms and enablers for high dependability in I4.0
environments, focusing on application-specific E2E dependability and respective cross-layer
measures. This includes an evolution from control-communications-codesign to communicationcomputation-control-codesign, means for error identification, enablers from the system
architecture design perspective and methods for the quantification and monitoring of E2E
dependability.
Control-Communications-Codesign: A Communication-Computation-Control-Codesign
approach (e.g., “semantic communications and goal-oriented communications” [CAL2021]) will
enable to use less wireless resources without compromising the performance through a cross-layer
view (involving communication, computation, learning/inference, etc.). Considering the specific
requirements of the application (e.g., learning/inference performance, latency, etc.) can enable the
optimization of radio (e.g., tx power, bandwidth, etc.), computation (e.g. CPU scheduling) and
learning related (e.g., data representation) resources in order to reduce the communication burden
and enable a specific goal with desired performance. Also, novel ways to specify/determine/set
the QoS (robustness of transmission and latency) are worth to be investigated, e.g., adapting the
QoS for each data packet, such that the more important a packet is, the more resources will be
spent for transmitting. “Nice-to-have” packets will get less priority and may be transmitted with
a high spectral efficiency [Sch2020]. One approach is to approximate the required QoS through
the Age of Information (AoI) or more broadly spoken, Context Awareness. This keeps control
and network domains separate because the AoI is a (novel) application-centred network metric
and can therefore be implemented more easily [Wang2020, Scheuvens2020, Han2020].
Other works have suggested that the required QoS can also be determined through running a
virtual copy of the application under investigation in the network and determine the “value” of a
packet through calculating the potential control state discrepancy reduction that a certain packet
would have if it were to be transmitted [Eisen2019, Ayan2019]. This approach entails a very tight
and challenging interaction between network and application, yet produces optimal results in the
trade-off “network resource usage” vs. “control utility”.
Error identification: To tackle the identification of errors, a mathematical framework is
applied that underpins dependability theory for the performance analysis of dependable
industrial radio systems and captures the time-varying characteristics of wireless channels under
the notion of “Mission Effective Capacity”. This describes the throughput supported by the
failure-free wireless channel throughout the mission duration while satisfying the delay
constraint. This subject will be studied in a multi-connectivity uplink setup, where a user
equipment (UE) is connected to a set of BSs, while communication failure may occur by virtue
of quasi-static Rayleigh fading. To ensure dependability in industrial environments, key
parameters are being identified and monitored (e.g., throughput, latency, but also applicationlayer indicators), and in case of a problem like faults in the network, robotic devices, or
functionality, specific actions must be triggered. Various metrics and KPIs are collected and fed
to analysis algorithms that detect anomalies in the performance of the service and detect the root
cause of such anomalies. An anomaly detection algorithm and diagnosis system for an industrial
infrastructure will be developed with the intention of handling unexpected situations like faults
and errors in the network, the devices or functionality. The infrastructure will consist of a set of
robots, cooperating for a task (regular operation), and B5G/6G connectivity. This contribution
will be demonstrated as part of a PoC realization.
System Architecture Design: The following research directions are planned for novel system
architecture design:
•

An efficient radio resource management framework for industrial communications is to be
studied. Specifically, network adaptation to an evolving industrial environment while keeping
ultra-reliability and low-latency will be investigated, optimized resource allocation taking
into account different cast types envisioned in the industrial communications will be
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performed, and a radio-aware DT for industrial environments will be developed that enables
optimized radio resource allocation.
Optimized Deployment Strategies, such as advanced edge computation architecture along
with NPN supporting different unicast, multicast and broadcast industrial communications
will be studied and recommended for selected use cases. The developed DT concept will
therefore provide an application execution environment guaranteeing high levels of privacy,
user transparency, and availability.
Spectrum efficiency is one major KPI when deploying E2E dependable URLLC services.
However, this is especially important in sub-6GHz frequency as bandwidth is scarce and has
beneficial propagation properties at these carrier frequencies. One approach that alleviates the
issue of spectrum scarcity is the usage of mmWave technology because low spectral
efficiency can easily be sacrificed at 26GHz or 60GHz. However, as mmWaves propagate
fundamentally different from sub-6GHz frequencies, this topic needs to be thoroughly
studied.

Quantifying and Monitoring E2E Dependability: A model for information relevance from an
application’s perspective will be derived (this is also expected to aid the codesign-approach
outlined earlier). This model can then be used in networking and application decisions, e.g.,
trajectory planning, placement of computation/logic, selection of algorithm/working mode
(assisted vs. autonomous), selection of D2D vs D2I communication path, and the planning of
handovers. For this, relevant probes/metrics for E2E monitoring functionality must be derived
with potential applications in root cause analysis/audit. Respective results from the error
identification works outlined above are extended to be applicable to the E2E use case, and
additional meaningful data sources, e.g., positioning and mapping data (WP3) are considered.
This work is extended in Task 7.4 in the scope of the trustworthy execution platform (c.f. next
section).

6.3

Digital Twins and novel HMIs (T7.4)

As part of Hexa-X`s vision of a converged human, digital, and physical worlds, DTs and new
concepts for Human-Machine interaction are developed. They are key enablers for a new
generation of agile HMIs, e.g., needed for a smooth and safe human-robot interaction, and highly
personalized services as personalized and precision medicine. Extreme requirements on privacy
preservation and the availability of connectivity have to be met.
The developed DT concept will therefore provide an application execution environment
guaranteeing high levels of privacy, user transparency, and availability.
The DT will enable critical (industrial) applications, including:
•
•

•

Mobile multi-sensor HMI concepts for enhanced human-machine and human-CPE interaction
exploiting multiple sensors and biosensors, e.g., by uncovering preconscious intention,
monitoring stress, alertness or focus, verifying understanding of commands;
networked multi-user HMI and collaborative HMI, where several humans can simultaneously
interact with the cyber-physical environment (CPE) exploiting multimodal human-CPE
interfaces. This includes the uncovering of preconscious intention, while moving in real-time,
and the design of layered real-time mashups spanning digital, physical and human systems;
accompanying DTs, where personal DTs collaborate to achieve the high required levels of
privacy, data protection, and user control. Data processing, analysis, (AI-based) insight
generation and human in the loop approaches for unexpected situations are executed locally.

Concepts for authorisation, communication, and control (including synchronisation), and security
of collaborating DT will be developed and demonstrated as well. Task 7.4 will only start after the
submission of this deliverable. Thus, details will be presented in upcoming deliverables as
outlined at the beginning of this chapter.
Dissemination level: public

Page 48 / 57

Hexa-X

Deliverable D7.1

7 Next Steps
This report serves as foundation for the work to be conducted in the technical tasks within WP7
over the coming months, as outlined in Chapter 6. Based on the in-depth analysis of selected use
cases and their requirements, the definitions of targeted KPIs, capabilities and core values, and
the analysis of the State of the Art, planned contributions for technical tasks T7.2 and T7.3 are
reported and initial thoughts for T7.4, due to start after submission of this report, are outlined.
As a concrete next step, the analysis of use cases and the definitions and refinements of KPIs,
capabilities, and targeted values contained in this report will be further aligned across technical
work packages within WP1. The results of this alignment will be reported in Deliverable D1.3.
All technical tasks in WP7 will continue the refinement of their contributions and report
intermediate results in Deliverable D7.2, to be published in April 2022. This report will include
results on the collaboration with other technical work packages on aspects related to utilization
of positioning and sensing capabilities (WP3), AI/ML (WP4), architectural enablers for flexible
topologies (WP5), and orchestration of resources (WP6), especially within the envisioned
demonstrator/PoC. For these topics, dedicated workshops with the respective work packages and
potential external stakeholders are planned in the coming months.
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