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Executive Summary 

This report is the second deliverable of project Hexa-X work package four (WP4) “AI-driven 

communication and computation co-design”, building on D4.1 providing a comprehensive picture 

on the intermediate solutions provided by the technical tasks in the work package, i.e., T4.2 and 

T4.3 giving also an update on the demonstration activity. 

The network performance enhancement using AI/ML in 6G is discussed in detail going through 

various technical enablers mostly coming under T4.2. The main broad topic covered is radio 

access network performance improvements over classical design methods, This, therefore 

includes radio access network with the familiar KPIs in terms of bit error rate, spectral efficiency, 

as well as beamforming and resource allocation improvements. This also provides a discussion 

on the improvements in E2E network operations and management. 

6G as an efficient AI platform is investigated taking technical enablers under T4.3 under the 

themes; seamless and pervasive in-network AI operation, scalable solutions for distributed AI 

applications and communication & compute resource allocation. These discuss common technical 

enablers under each. 

AI/ML as an enabler for 6G network sustainability is analysed under both T4.2 and T4.3. The 

lower complexity is a key aspect here. The results are reported under sustainability by complexity 

reduction, frugal ML and learning semantics. 

Privacy, security & trust in AI-enabled 6G provides work in T4.3 in the areas of federated learning 

and privacy, explainable AI and design and implementation of Fed-XAI algorithms. 

The status of demonstration activities - federated eXplainable AI (FED-XAI) is also discussed. 

The progress of the work carried out in WP4 till now is given with respect to different project 

targets considering both T4.2 and T4.3. The down selected KPIs/KVIs along with various 

technical enablers addressing those are also given. 
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1 Introduction 

Hexa-X is one of the 5G-PPP projects under the EU Horizon 2020 framework. It is a flagship 

project which develops a Beyond 5G (B5G)/ 6G vision and an intelligent fabric of technology 

enablers connecting human, physical, and digital worlds. Relevant information has been 

documented in D4.1 “AI-driven communication & computation co-design: Gap analysis and 

blueprint” [D4.1]. This report is the second deliverable of work package four (WP4) “AI-driven 

communication and computation co-design”, led by tasks T4.2 - “AI-driven air interface design” 

and task T4.3 - “Methods and algorithms for sustainable and secure distributed AI” based on 

scenarios KPI/KVI identified in D4.1 and further refined. It focuses on the technical areas related 

to applying AI/ML to networking and concentrates on associated technical enablers to be 

investigated within WP4, as well as on the current results obtained. 

1.1 Objective of the document 

The purpose of this document is to discuss concrete details of the application of Artificial 

Intelligence (AI), including, but not limited to, Machine Learning (ML) mechanisms in 6G 

systems and provide intermediate solutions. The report, therefore, delves into a detailed 

investigation of relevant technical enablers and their performance and validations, which can be 

considered as a midpoint achievement of WP4. 

Input is yielded from deliverables: D1.1 “6G Vision, use cases and key societal values”, D1.2 

“Expanded 6G vision, use cases and societal values –including aspects of sustainability, security 

and spectrum”, D2.1 “Towards Tbps Communications in 6G: Use Cases and Gap Analysis”, D6.1 

“Gaps, features and enablers for B5G/6G service management and orchestration” and D7.1 “Gap 

analysis and technical work plan for special-purpose functionality”.  

The resulting guidelines provided by these deliverables are intended to direct the work in the 

following tasks of WP4, namely, task 4.2 (T4.2) “AI-driven air interface design” and task 4.3 

(T4.3) “Methods and algorithms for sustainable and secure distributed AI”. The outcomes of the 

work presented in this deliverable is consolidated in Chapter 7. 

1.2 Structure of the document 

The document is structured in the following way:  

Chapter 2 explores network performance enhancement using AI/ML in 6G focusing on two main 

research design targets, i.e., i) radio access network performance improvements over classical 

design methods and ii) improvements in End-to-End (E2E) network operation and management. 

Chapter 3 presents 6G network as an efficient AI platform, where the following topics are 

covered: i) seamless and pervasive in-network AI operation; ii) scalable solutions for distributed 

AI applications and iii) communication and compute resource allocation. 

Chapter 4 discusses AI/ML as an enabler for 6G network sustainability featuring the topics of: i) 

sustainability by complexity reduction; ii) frugal ML and iii) learning semantics for effective 6G 

communications. 

Chapter 5 investigates data privacy, security & trust in AI-enabled 6G, elaborating on the topics 

of: i) security and privacy for Federated Learning (FL), ii) explainable AI (XAI), iii) design and 

implementation of federated XAI (Fed-XAI) algorithms and iv) detection and classification of 

cybersecurity anomalies in 5G network. 
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Chapter 6 gives an outline about demonstration activities to be carried out in WP4 (FED-XAI 

demo). 

The document concludes and provides overall guidelines in Chapter 7. 
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2 Network performance enhancement using AI/ML in 

6G  

In this section, the emphasis is on how AI/ML-based solutions enhance the network performance 

in a quantifiable way. The presented solutions will contribute to the expected performance 

improvements of 6G to effectively manage the network communications at radio and architectural 

resources with the help of deep learning. The first part of the section focuses on link-level 

enhancements, where the performance gains are quantified in terms of Bit Error Rate (BER)/ 

Block Error Rate (BLER) improvement, channel estimation error reduction, complexity gain, bit 

rate or spectral efficiency improvements, flexibility improvement, and improved mobility 

support. In addition, there are also proposed solutions for building resilience against nonlinear 

distortion, with the help of ML. In the latter part of the section, the focus shifts to the network-

level aspects. In particular, proposals solutions to improve E2E operation and management via 

AI/ML-based predictive orchestration and automated User Plane Function (UPF) scaling using 

distributed AI. The performance gains achieved with these solutions can be quantified in terms of 

latency, network energy efficiency, and inferencing accuracy. 

2.1 Radio access network performance improvements over 

classical design methods 

This subsection presents the ML-based link-level enhancements, the considered scenarios ranging 

from individual links to distributed MIMO systems. The primary focus areas are solutions for 

reliability improvements, bit rate improvements, and dealing with nonlinear distortion. 

2.1.1 Communication reliability improvements 

2.1.1.1 LiDAR aided human blockage prediction for 6G  

With the use of higher frequencies and more antennas in the transceivers, use of very narrow 

beams is feasible in 6G. At these frequencies, the link ispredominantly depending on the line-of-

sight beam. Human blockage has been identified as a significant degrading factor to such links 

[MRR17], particularly in indoor scenarios, where large and dense crowds are present. Such 

blockages dynamically disrupt the link, because of movements of people. If such movements can 

be monitored, it is possible to predict the blockage before it happens and avoid transmission 

during blockage period. The target of such prediction is to improve reliability of the link, reduce 

link failures while supporting mobility and adapting to dynamics of the environment. Such 

monitoring capability can be enabled by exploiting vision-like sensors, which can capture the 

environment dynamics in a detailed manner. Light Detection And Ranging (LiDAR) sensors 

appear as an interesting sensor candidate, which is able to capture rich 3D environment data, while 

preserving the user privacy as such data cannot be used in facial recognition opposed to camera 

images. Therefore, this method utilises infrastructure mounted LiDARs to monitor indoor activity 

and use currently measured sensor data to predict dynamic human blockages. We propose an E2E 

solution, which comprises detection of humans, tracking of humans, then predicting their 

trajectories and, finally, evaluating the future blockage possibility using simple ray-casting 

techniques. Figure 2-1 gives an overview of the system. 
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Figure 2-1: Three-stage system for detection and tracking, trajectory prediction and blockage 

detection. 

The proposed method uses point cloud processing to extract dynamic points from the LiDAR 

data, then cluster them to identify humans and track them in between the LiDAR frames based on 

the method proposed in [KMM19]. Then the trajectory history of each human is used to predict 

the future path using a long short-term memory (LSTM) based network [KKA21]. Finally, the 

predicted human positions and cluster bounding box information from point cloud processing are 

used to evaluate the future blockage probability in a future prediction window using a ray-box 

intersection technique used in computer graphics [WBK+05]. We used two types of bounding 

boxes, namely the axis-aligned bounding boxes (AABB) which bounds the object with max and 

min values in each axis and oriented bounding boxes (OBB) which also includes the rotation of 

the object in each axis. The system was evaluated (Figure 2-2) with synthetic LiDAR data for 500 

scenes with 10 humans, where trajectories are generated such that the humans start randomly from 

a point in the circumference of a 12.5 m radius circle and walk towards the antipodal position on 

the circle avoiding collisions with each other. For this blockage prediction problem, the accuracy 

means correctly identified LoS windows and NLoS windows out of all the prediction windows 

considered. Further, precision and recall were considered as the classifier output quality measures. 

Precision is defined as the number of true positives over the number of true positives plus the 

number of false positives and recall is defined as the number of true positives over the number of 

true positives plus the number of false negatives. Here, the precision indicates the fraction of 

blockage windows correctly predicted from all the  predicted blockage windows while recall 

indicates the fraction of blockage windows correctly predicted from the true blocked windows. 

The F1 score gives the harmonic mean between precision and recall and a high F1 score means a 

better predictor. The results reflected that the method can predict future blockage events with an 

accuracy of 87% with a precision of 78% and a recall of 79% for a prediction window of 300 ms, 

when the sensors are operating at 10 Hz.Further details are available in the associated paper 

[MRL21].  This implies that the method can identify incoming blockage events well in advance 
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and notify to the communication system to act by either beam change or avoid transmission during 

the blockage period. 

 

Figure 2-2: Evaluation metric score (accuracy, precision, recall and F1 score – all metrics in range 

[0,1]) vs. prediction window size (no.of sampling time instances) for the simulated data. 

2.1.1.2  Graph neural network-based access point selection in cell-free massive 

MIMO systems 

In a cell-free system, multiple APs serve a single user in nonorthogonal time frequency resources 

to achieve diversity gain and improve spectral efficiency. Hence, the AP selection in initial access 

and mobility management plays a crucial role in improving the latency when achieving the 

mobility support KPI targets. Compared to the large scale fading based AP selection algorithms 

used in [NTD+18], [DK20], which requires measurements of the signal strengths of all identified 

APs, AI/ML can be leveraged to predict the candidate APs based on the very limited number of 

measurements performed by the user equipment (UE). The idea is that the AI/ML method 

employed being able to learn the shadowing  

due to static features of the environment. This enables more accurate AP selection compared to 

the proximity-based AP selection, i.e., selecting the APs neighbouring to the strongest AP [BS20]. 

By representing a cell-free network as a heterogenous graph, a graph neural network (GNN) can 

be used to predict the candidate APs, given there are a limited number of signal strength 

measurements from known identified APs. Once the UE is connected to the AP with maximum 

Figure 2-3: Graph NN architecture for AP selection. 
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signal strength (master AP) it has identified, master AP can request signal strength measurements 

to a known set of neighbouring APs via radio reconfiguration signalling. Based on the received 

measurements, a GNN trained to predict the candidate APs with comparable signal strength to 

the signal strength of the master AP can be used for AP selection. Figure 2-3 illustrates the 

architecture of the proposed GNN which is based on GraphSAGE, an inductive graph 

representation learning platform presented in [HYL17]. To make the AP embeddings independent 

from input features of the UE, graph convolutions are performed on two different graphs, where 

one includes only the AP nodes (𝒢𝐴𝑃) , while the other graph includes both AP and UE nodes 

(𝒢𝐴𝑃−𝑈𝐸). After obtaining the AP input feature vectors (X𝐴𝑃) based on the measured signal 

strength between APs, N graph convolutions are performed on 𝒢𝐴𝑃 to obtain final embeddings of 

AP nodes (Z𝐴𝑃). For the 𝑀graph convolutions on 𝒢𝐴𝑃−𝑈𝐸, the input feature vectors of the UE 

nodes (X𝑈𝐸) along with Z𝐴𝑃 forms the input feature set for both UE and AP nodes, respectively. 

Here, to obtain X𝑈𝐸, along with the signal strength of the master AP, two additional signal 

strengths of the APs closest to master AP are used. Finally, the candidate AP prediction is 

formulated as a link prediction task on 𝒢𝐴𝑃−𝑈𝐸 based on the obtained final embeddings of the 

APs and UEs (𝑍𝐴𝑃−𝑈𝐸).  

Figure 2-4 illustrates the precision and recall of the link prediction task for cell-free systems with 

100 APs and 50 APs. Furthermore, two scenarios are considered depending on the number of 

neighbouring APs considered for the link prediction task i.e., 𝑐𝑈𝐸. In this simulation, the signal 

strength between the master AP and the candidate AP is being less than 10dB, this is used as the 

criterion for the AP selection. From Figure 2-4, it can be observed that when 𝑐𝑈𝐸  =  10 the 

proposed method achieves a precision of 80% and a recall of 69% for both cell-free systems with 

100 and 50 APs. Achieving a high precision in predicting the candidate APs, including the APs 

of which the signal strength has not being measured, using a limited number of measurements is 

illustrative of the potential of an AI/ML based predictive AP selection algorithm to reduce latency 

in initial access and mobility management in a cell-free network. More details about the proposed 

algorithm and the implementation are available in [RRL21]. 

Figure 2-4: Precision and recall of the GNN based AP selection on a cell-free system with 100 

[(a)] and 50 [(b)] APs. 
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2.1.1.3 AI based compressed sensing for beam selection in D-MIMO 

6G wireless communication systems are expected to be able to operate at high frequencies in the 

mmWave range, where beamforming is a necessary technique to improve reliable coverage. Base 

Stations (BSs) with multiple antenna elements can focus antenna characteristics to specific 

physical directions towards individual UEs to increase received power in both directions. Finding 

the best beam in all situations is a cornerstone of the beamforming problem, which appears both 

at initial beam search and at beam tracking/update. At initial beam search when the UE has no 

connectivity to the network, it must scan all possible beam directions to find the best one. The 

problem can become even more severe in Distributed massive MIMO (D-MIMO) settings where 

there are a large number of APs (typically more than UEs) each with a couple of transmit antennas 

and possible beam directions. 

Independent of beamforming, the compressed sensing or compressive sensing (CS) theory is a 

relatively newly explored scheme, which has found its application in different areas more 

recently, e.g., imaging applications or in radar signal processing. CS is a signal processing 

technique which says that if a signal is sparse in some domain, then the signal can be fully 

reconstructed from fewer number of measurement samples, than what would be required by 

sampling theory. Being sparse means that the signal contains a lot of zero elements when it is 

expressed in a certain domain or basis.  

In the case of (distributed) massive MIMO mmWave systems the radio propagation on multipath 

channels is known to be very sparse and only several beams may be able to reach a UE out of 

hundreds. In the application of CS in beam selection, the APs can transmit the same reference 

signal in all directions using the same time frequency resource and varying the transmit power 

allocations in a few combinations. The UE needs to measure only the composite received signal 

from all directions, it does not have to identify beams individually. The best beam direction(s) 

and corresponding channel gains can be determined using CS computation done either at the UE 

or at the network. 

 

Figure 2-5: CS-based scanning reduces the number of measurements M significantly compared to 

scanning N physical beams. 

Explaining CS in an algebraic way, we can formulate the CS problem as solving an under 

determined set of linear equations. Let {𝒅𝒊} represent measurement vectors of length N, which 

maps to beam power allocation patterns, x is a vector of length N mapping to channel power loss 

(see Figure 2-5) due to large-scale propagation and yi is one measurement representing received 

power aggregated from all beams. One measurement is formulated as 𝑦𝑖 = 𝒅𝑖
𝑇𝒙, while all M<<N 

measurements yield 𝒚 = 𝑫𝒙, where D is the dictionary matrix of size (𝑀 × 𝑁). 

In this case, sparse decoding is typically formulated as 

𝑎𝑟𝑔𝑚𝑖𝑛�̂�‖�̂�‖𝑝    𝑠. 𝑡.   ‖𝑫�̂� − 𝒚‖2 < 𝜀,    0 ≤ 𝑝 < 2   (Eq 2-1) 

Where ‖. ‖𝑝 is the p-norm. There are multiple algorithms for finding a good sparse solution, e.g., 

using LASSO l1 regularisation: 
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𝑚𝑖𝑛�̂�‖𝑫�̂� − 𝒚‖2
2 + 𝛾‖�̂�‖1  (Eq 2-2) 

CS theory formulates requirements on dictionary D, however these are often asymptotical 

properties. On the other hand, there are many good choices, e.g., random matrices with i.i.d. 

Gaussian or Bernoulli entries. D-MIMO deployments are expected to operate with very high 

number of beams from different APs, where finding the best dictionary D for beam selection 

efficiency is even more important. 

In these scenarios, beam pattern distributions are not uniform and local environment statistics can 

be utilised. In particular, it is possible to optimise the dictionary D for a given environment to 

reduce the number of required measurements. This study aims to propose ML/AI techniques to 

learn the dictionary and evaluate the potential gains in terms of required measurements and, 

consequently, energy efficiency. 

Initial analysis has been performed based on the open DeepMIMO dataset, with 4 access points 

and 32 horizontal beams on each of them. That means 128 beams altogether with 128 

measurements if sequential scanning is used. Figure 2-6 below shows results for 3 solutions. One 

with random dictionary and iterative sparse decoding using LASSO. The other two scenarios 

show the results with a dictionary trained for the local environment and sparse decoding 

performed with either the iterative optimisation or the fully NN-based sparse decoder (e.g., 

LISTA). Application of these techniques enable smaller beam scanning times, better resolution 

for beam predictions, which leads to improved mobility reliability KPIs. 

 

Figure 2-6: The ratio of the predicted best beam being in Top3 best beams with different number of 

measurements required (128 beams to scan sequentially). 

2.1.2 Bit-rate & spectral efficiency improvements 

2.1.2.1 Constellation shaping  

The primary target of each new wireless communications system generation should be a higher 

bit rate for the end user, and one key method for achieving this is to enhance the spectral 

efficiency. This is also the case for 6G, and its AI-native air interface. There are various ways in 

which ML-based solutions can aid in achieving this goal, both in the physical layer, as well as on 

the network level. 

One such method is removing the need for transmitting pilot symbols within the waveform 

[KHH+22]. Namely, as opposed to 5G and earlier network generations, where the receiver must 

be provided so-called Demodulation Reference Signals (DMRSs) for channel estimation and 

consecutive equalisation, an AI-native air interface can be trained to operate without such pilots. 
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This naturally removes the overhead they incur as all the Resource Elements (REs) can be used 

to carry useful / payload data. 

The mechanism or technology for engaging in pilotless transmissions is based on constellation 

shaping, where the geometric shape of the complex-valued constellation is learned. Figure 2-7 

illustrates this on a conceptual level. In this example, an, otherwise, conventional Orthogonal 

Frequency-Division Multiplexing (OFDM) transmitter is assumed, with the exception that the 

bits are mapped to symbols using the learned constellation. In addition, a small convolutional 

neural network (CNN) is added to the transmitter inverse fast Fourier transform (IFFT) output in 

order to reduce the out-of-band emissions, due to a nonlinear power amplifier (PA). It is crucial 

that this CNN operates in time-domain, as PA-induced nonlinear distortion is better modelled as 

time-domain phenomenon (for further discussion regarding the suppression of out-of-band 

emissions, please refer to Section 2.1.3.1). 

 

Figure 2-7: E2E learning for constellation shaping and emission reduction. 

The complete transmission link is trained E2E, which can be done with supervised learning. This 

requires a differentiable model between the bit source and the receiver output, including the 

transmitter, multipath channel, and the receiver. The training is done based on the binary cross 

entropy loss between the transmitted bits and the detected bit estimates. With this, the transmitter 

and receiver are incorporated into a single E2E model and can thereby learn jointly the 

constellation shape and the required receiver-side processing for detecting the modulated bits. 

Note that such E2E learning is feasible only offline, and any post-deployment training requires a 

somewhat different training procedure, such as utilising reinforcement learning (RL) for the 

transmitter side, and supervised learning for the receiver side [AH18]. This will introduce a 

certain amount of intermittent overhead, the exact amount of which is dependent on the 

relationship between the training and deployment environments and hence very difficult to 

quantify. 

Figure 2-8 shows an example of a learned constellation for a multipath scenario, as well as the 

achieved uncoded BER. The training is carried out with the TensorFlow library, where the full 

link is implemented as an E2E model. This also includes the channel model, which is based on 

precomputed channel coefficients generated under an urban micro (UMi) simulation scenario. In 

these results, the transmitter PA is operating near saturation. The proposed ML-based solution is 

compared to two baselines: 

• A practical receiver, which estimates the channel from pilots using least squares, and interpolates 

it linearly over the whole slot (extrapolation of the channel estimate beyond the last pilot symbols 

is done with the nearest neighbour rule). The symbol estimates are obtained with linear minimum 

mean square error (LMMSE) equalisation, after which the soft bits are calculated using the log 

Maximum A-Posteriori (log-MAP) rule. 
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• A genie-aided receiver, which has perfect channel knowledge, and performs LMMSE 

equalisation followed by log-MAP demapping. 

Both benchmarks utilise a conventional Quadrature Amplitude Modulation (QAM)-OFDM 

waveform with 2 OFDM symbols per slot (14 OFDM symbols) dedicated to pilot transmissions. 

It is evident from Figure 2-8(b) that the learned pilotless scheme is superior to the benchmark 

schemes in terms of the achievable spectral efficiency, as it achieves a lower BER with less 

overhead. The pilotless operation is made possible by the learned asymmetric constellation shape, 

shown in Figure 2-8(a), which the receiver can use for blind detection of transmitted symbols. 

The lower BER of the learned scheme is mostly due to the nonlinear distortion within the RX 

signal, which the baseline schemes are not capable of suppressing. In a linear communication 

system, the throughput gains stem purely from the reduction in pilot overhead [KHH+22, AH21]. 

Altogether, these findings, therefore, demonstrate the potential of an AI-native air interface in 

reducing BER, improving the spectral efficiency and reducing the signaling overhead over the 

current systems. Hence, this solution directly addresses the target KPIs such as BER gain, more 

efficient resource utilisation, and rate gain. 

 

 
(a) 

 
(b) 

Figure 2-8: (a) An example of a learned constellation shape, and (b) the corresponding BER under 

a nonlinear PA. 

2.1.2.2 Neural network and machine learning aided channel (de)coding for 

constrained devices 

Context 

The availability of efficient Forward Error Correction (FEC) mechanisms is a key enabler for the 

development of Ultra-Reliable Low Latency Communications (URLLC) and/or Internet of 

Things (IoT) scenarios. These use cases typically impose strict constraints, e.g., in terms of energy 

consumption, available computing power, latency, hardware cost, which tend to favour the use of 

short packets (datagrams of a few tens of bits to a few hundreds of bits) and require the definition 

of low-complexity coding/decoding algorithms. 

AI/ML techniques are expected to play an important role in future generations of communication 

networks and have naturally been applied to channel coding and notably to the short block length 

regime, e.g. [NML+18], [YLL19], [GCH+17]. However, AI/ML-aided linear block coding 

approaches usually face two main categories of challenges: the curse of dimensionality and the 

differentiability (or lack thereof) of the model (more generally, all the properties of the model 

with regard to the training e.g., convexity, smoothness, separability, etc.):  
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• The curse of dimensionality is a well-known phenomenon in ML, related to the fact that 

the feature space of a problem increases exponentially with its dimensionality, making 

the training data sparse and therefore non-statistically significant and/or the required 

amount of training material prohibitive. A similar phenomenon, called the "curse of 

codeword dimensionality", occurs in the context of the physical layer (PHY) when one 

tries to train a model with larger blocks of information. Indeed, when learning a 

communication scheme with blocks of dimension 𝑘, the number of possible input words 

is 2𝑘, which grows exponentially with 𝑘 and can therefore quickly become a prohibitively 

large number. In other words, it become difficult to learn large code as the code-words 

space increase exponentially with the block length [OH17], [ASR+20]. Practically, the 

solution space of codes longer than a few tens of bits cannot be evaluated exhaustively. 

 

• NN models in the domain of PHY layer can potentially present several non-

differentiability issues, owing to the propagation channel, the digital modulation, the 

extensive use of finite field (e.g., GF2), discrete variables (parity-check and generator 

matrices) and related modulo arithmetic (e.g., XOR operator). This poses the question of 

the compatibility of all the model’s layers with regards to ML techniques, such as gradient 

descent that requires, among other things, the differentiability of the loss function with 

regards to all the trainable model parameters.  

Proposed approach: 

 

Figure 2-9: Proposed approach, modelling the transmission chain as an auto-encoder. 

We propose to design and optimise linear block codes and decoders modelled jointly in an auto-

encoder model. Specific structures are employed, as it will be detailed, to circumvent 

aforementioned challenges of curse of dimensionality and differentiability and allow for the 

training of relatively important size of code (around a hundred bits). A simplified view of the 

proposed auto-encoder model is described in Figure 2-9.  
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The encoder is rigorously defined as an explainable model of a linear block encoder. To ensure 

operation differentiability with regards to the code’s generator matrix parameters, the XOR 

operation is represented as a product of bipolar inputs (0 mapped to +1 and 1 mapped to -1). The 

inputs represent binary data words and the generator matrix is discretised using a differentiable 

approximation of the step function. The encoder output is modulated according to a Binary Phased 

Shift Keying (BPSK) constellation mapping. 

A simulated Additive White Gaussian Noise (AWGN) channel model is adopted, defined as an 

identity function and an addition with a vector of noise. This model has a single non-trainable 

parameter, the noise variance, and is thus differentiable with respect to the encoder parameters. 

The demodulator output is fed directly from the channel and outputs Log Likelihood Ratios 

(LLRs) to the decoder according to the standard LLR formula for BPSK modulation [BM14]. 

The decoder is derived from the Belief Propagation (BP) algorithm [PS08]. This is an iterative 

decoding algorithm, based on message passing between variables nodes and parity check nodes 

of a Tanner Graph. The variable nodes correspond to LLR values of the individual bits of codes, 

while the control nodes correspond to parity check equations of the code. The proposed 

implementation, named Gated Neural BP (GNBP), is based on a Recurrent NN (RNN) model 

with a cell that executes a weighted sum product algorithm. Such weighting mechanism has 

shown to improve the decoding performance of short to medium sized codes when compared to 

standard BP decoders. 

Parity-check and generator matrices of the code (𝐻, 𝐺) used in this model are derived from a 

single set of real parameters 𝑊𝑔 hosted by a model entity named bridge model. At each update of 

𝑊𝑔, 𝐻 and 𝐺 are recomputed following a deterministic procedure. 𝑊𝑔 is first quantified using a 

differentiable step function mapping negative parameters to 0s and positive parameters to 1s. The 

resulting parameter set is shaped into a 𝑘 by (𝑛 − 𝑘) matrix 𝑊. 𝐺 is constructed by the 

concatenation of a 𝑘 by 𝑘 identity matrix with 𝑊 and H by the concatenation of the transpose of 

𝑊 with a (𝑛 − 𝑘) by (𝑛 − 𝑘) identity matrix. Using this so-called standard form, we ensure that 

encoder and decoder are always matched so that the training procedure can “focus” on finding 

performing coding and decoding scheme (not trying to match a decoder to an always changing 

coding scheme). 

Training and dataset: 

As described above, without making assumptions on the model, training a coder-decoder system 

requires datasets that spans all possible input messages. For a (63,36) code, i.e., 36 bits messages 

coded as 63 bits codewords, this represents roughly 70 billions different messages. Obviously, 

this is completely impractical. To train the proposed model, we exploit the symmetry and linearity 

properties of the model which allow training on a drastically reduced dataset: the base of 

messages, i.e., 36 linearly independent messages, e.g., one-hot vectors. 

To the best of our knowledge, this is the first solution proposed to learn linear block codes without 

facing the curse of dimensionality. Additionally, the product operator used in both encoding and 

decoding phases is shown to become both strictly convex and linearly separable when considering 

this reduced dataset, which is a key requirement for training such model. Thus, the proposed 

model is both scalable and fully differentiable allowing for the joint training of a code and 

associated decoding scheme.  

Performance: 

As shown in Figure 2-10, the proposed model is shown to provide significant gain when compared 

to code from the literature such as Bose-Chaudhuri-Hocquenghem (BCH) codes associated with 

BP or Neural BP (NBP) decoders. The performance gain is expected to be coming from both the 

choice of a performing code and the use of jointly trained NBP-like decoder reducing the impact 

of potential cycles in the Tanner Graph of the code. 
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Figure 2-10: Initial results: promising coding schemes. 

2.1.2.3 Deep learning for location-based beamforming 

6G BSs are likely to comprise a great number of antennas, continuing the transition to actual 

massive MIMO systems that started with 5G. The choice of the used precoders is of paramount 

importance for massive MIMO systems, since it allows to focus energy on the right users in order 

to maximise their Signal to Interference plus Noise Ratio (SINR). 

Determining appropriate precoders can be done in several ways. The channel can be estimated by 

means of the devices sending pilots, the estimate being then used by the BS to choose the 

precoder. Alternatively, the BS can test sequentially several beams and choose the one resulting 

in the highest received power at the user. Such a beam search strategy has been preferred for 5G. 

However, beam search can be very time consuming when using a large number of antennas at the 

BS, resulting in a large number of beams to test. Knowing a priori where users are located could 

greatly reduce the computational burden, since the device location is tightly linked to the optimal 

beam to use. Indeed, one could choose the precoder using only the location information, without 

requiring estimating the channel nor testing a high number of beams. This approach is known as 

Location-Based Beamforming (LBB). However, existing LBB methods [MDE10, YM15, 

KCT+16, AME18] assume the existence of a LoS path. In the NLoS case, the proposed methods 

do not perform well. 

In order to overcome this limitation, we propose to train a deep NN to directly learn the 

location/precoder mapping. However, classical NNs are not well suited to such a task, because of 

their spectral bias [JGH18] which prevents them from learning functions containing high 

frequencies (whose output vary rapidly with respect to their input). This is explained by the fact 

that the dynamics of gradient descent leads to an error that is exponentially decreasing at a rate 

inversely proportional to frequency [TSM+20]. However, it is possible to use a special kind of 
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layer called Random Fourier Features (RFFs) in order to avoid this issue [TSM+20]. The proposed 

NN is, thus, structured in a particular way in order to be able to learn functions of high spatial 

frequency (see Figure 2-11), i.e., functions whose output (the precoder here) varies rapidly with 

respect to their input (the location here). A classical Multilayer Perceptron (MLP) using Rectified 

Linear Unit (ReLU) nonlinearities is used after an RFF layer. The input to the network is the 

location 𝐥 of the user and its output 𝐰 is the predicted precoder. The network is trained using a 

database comprising user locations and the corresponding channels: {𝐥𝑖, 𝐡𝑖}𝑖=1
𝑁𝑡𝑟𝑎𝑖𝑛 , and a cost 

function expressed as 1 −  
|𝐰H𝐡|²

‖𝐡‖²
 which measures the complement of the correlation between the 

precoder and the channel. 

 

Figure 2-11: Proposed NN structure. 

The proposed network has been assessed empirically on synthetic channels taken from the 

DeepMIMO database [A19]. A set of 10,000 channels are used for training data and obtained 

results (on test data not used for training) as shown on Figure 2-12, where it is compared in terms 

of correlation with classical LBB methods [MDE10, KCT+16]. As seen in Figure 2-12, the 

proposed method allows to obtain appropriate precoders for users everywhere in the considered 

area, whereas classical LBB methods allow to get good precoder only for users in LoS. Moreover, 

the proposed method is also compared (in terms of Cumulative Distribution Function - CDF of 

the correlation) with a classical deep learning approach without RFF (MLP). Results are shown 

on Figure 2-13, where it is seen that using an RFF layer allows to greatly improve the correlation 

performance, since much more locations exhibit a high correlation between channel and precoder 

(yellow areas on the figure), even in NLoS. These results are encouraging and show the potential 

benefit of using deep learning for LBB. More detailed explanations and a more thorough analysis 

of the obtained results is available in the associated paper [LYP+22].  

In the future, it would be interesting to assess the proposed method on real measured channels, as 

well as in conjunction with a location estimation method (here the location has been assumed 

perfectly known). Moreover, the structure of the NN could be optimised considering the physics 

of signal propagation, in order to enhance the frugality of the proposed NN. The distribution of 

the RFFs as well as their form are potentially impacted. 

 

Figure 2-12: Comparison between a classical LBB method (left) and the proposed one (right) in 

terms of correlation between the precoder and the channel (the higher the better). 
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Figure 2-13: Comparison in terms of CDF of the correlation between the proposed method (RFF), 

classical LBB approaches and with a deep learning approach without RFF (DL). 

2.1.2.4 Machine learning aided beam management  

To compensate for the coverage issues in using mmWave and above bands, dense deployment of 

APs is suggested. However, it is not always necessary to maintain all the APs in a fully functional 

state to provide the required Quality of Service (QoS). Setting redundant APs to a sleep mode 

with low power consumption helps to improve the overall power consumption of the network. In 

coordinated multi-point serving scenarios, the involved APs are required to perform initial access 

procedures like the beam sweep using a common time-frequency resource set. Otherwise, beam 

search of an AP would interfere with the data transmissions of other APs. The turned on “sleep-

state APs” would have to wait for the next shared beam-search opportunity to perform the beam 

sweep. 

In such scenarios when these “sleeping-APs” are reanimated, they have to wait for the beginning 

of a common initial access period and this causes an additional delay component. However, users 

may require additional radio resources instantly to maintain reliability in high-throughput low-

latency applications. The sleep-state APs should be able to contribute to the network as soon as 

they are “woken”, i.e., when normal functionality is restored. 

A Deep Contextual Bandit (DCB) based novel approach is proposed to perform instantaneous 

beam selection for a recently restored AP using some information from its neighbouring APs. 

With this approach, a newly woken AP can instantaneously start serving the users. The DCB 

model consists in each AP learning to characterise its environment through the beam choices 

made by the neighbouring (active) APs, and therefore, learning to map a given set of beam choices 

made by its neighbours to one of its beams. This beam information is shared among APs via 

backhaul links though a local processing and controlling hub called Central Processing Unit 

(CPU). For the example, as depicted in Figure 2-14, the model in the Sleeping AP (SAP) would 

predict the beam by taking b1 … b5 as the input.  
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Figure 2-14: An example system model containing active “primary” APs (PAPs) and dormant 

SAPs.  

The proposed approach was simulated in an indoor office environment. The simulation 

environment shown in Figure 2-15 is modelled using appropriate material properties in a 

commercial ray-tracing software. The green dots represent possible user locations and the red 

cubes denote the locations of six APs. The channel data used in the ML problem is generated 

using ray-tracing. 

 

Figure 2-15: Modelled physical environment considered for the simulation studies. 

The performance of the DCB model can be gauged by analysing regret which compares the action 

taken by the DCB agent against the optimal action in terms of resulted SNR. Therefore, a lower 

regret would imply better performance compared to a higher regret. The DCB model in a single 

SAP is trained in two scenarios which contains 4 and 5 PAPs, respectively. Figure 2-16 shows 

the evolution of the regret incurred by a DCB agent over the training episodes. The DCB model 

in the 5 PAP case performs better compared to the 4 PAP case with a regret measure around 4% 

compared to the 4 PAP case due to the more beam information available in the 5 PAP case.  
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Figure 2-16: Regret incurred by the contextual bandit model during training. 

2.1.3 Designs accounting for nonlinear distortion 

NNs are well-suited for modeling nonlinear input-output relations, meaning that they can be 

readily applied for mitigating many types of hardware impairments. Therefore, ML-based 

solutions can be used to build 6G radio networks that are natively resilient against such 

impairments. Instead of designing the system to avoid hardware impairments, one can train the 

devices to operate under the distortions, which can result in lower device costs and higher energy 

efficiency. One prominent source of hardware impairments is the transmitter PA. This section 

describes two solutions for learning to operate under PA-induced nonlinear distortion. 

2.1.3.1 TX-side CNN for reducing PA-induced out-of-band emissions 

ML-based solutions are also well-suited for introducing resilience against hardware impairments. 

In a fully AI-native air interface, the transceivers can be trained to deal with hardware 

impairments, instead of avoiding them entirely. This represents a paradigm shift from the 

conventional thinking and can improve the power efficiency as well as reduce device 

manufacturing costs. 

The E2E trained link in Figure 2-7 is a potential way in which ML can be used to add resilience 

against PA-induced nonlinear distortion. As already mentioned in Section 2.1.2.1, this is achieved 

by introducing a small CNN to the transmitter IFFT output, where the crucial aspect is that this 

CNN is operating on time-domain signals since this corresponds to the physical phenomena it is 

modelling [KHH+22]. Note that a relatively small CNN is considered here as it is expected that 

it is utilised primarily on the mobile terminal side. Altogether, the CNN has two layers and 32 

parameters in total. 

The weights of the CNN should be learned jointly with the other parts of the transmitter, as well 

as the receiver, by training the complete system in E2E fashion. In order to ensure that a generic 

scheme is learned, the training is done using several randomised PA responses, which prevents 

the transmitter from simply learning to pre-distort the waveform for an individual PA. Moreover, 

in addition to the typical approach of using the binary cross entropy as the loss function, now the 

out-of-band emissions at the PA output should also be incorporated to the loss term. This results 

in a transmission scheme which also minimises such emissions, in addition to the cross entropy. 

To illustrate the benefits of such a learned transmitter, Figure 2-17(a) shows firstly the BER of 

the different schemes under a fixed Signal-to-Noise Ratio (SNR). It is evident that the learned 

system with the TX CNN achieves the lowest BER when the backoff is small (this is the most 

nonlinear operating point of the PA). However, when the nonlinearities are less severe, the benefit 

of the CNN diminishes, as expected. Figure 2-17(b) shows the Adjacent Channel Leakage Ratio 
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(ACLR) of the learned waveform, compared to a conventional QAM OFDM waveform, measured 

at the PA output. Here, ACLR is defined as the ratio of the power of the in-band desired signal to 

the power of the out-of-band emissions. The effect of the TX CNN is  again clear, as it achieves 

clearly superior ACLR compared to the other schemes. Altogether, these findings show the 

benefits of ML-based processing when dealing with hardware impairments, contributing to the 

project target KPIs of BER gain and more efficient resource utilisation via facilitating more 

accurate detection of distorted signals and reducing the out-of-band emissions. 

 

(a) 

 

(b) 

Figure 2-17: (a) BER of the different schemes with respect to the PA input backoff when the SNR is 

fixed at 24 dB, and (b) ACLR of the different schemes with respect to the PA input backoff. Note 

that here the PA backoff is defined with respect to unit variance, i.e., it represents the power of the 

PA input signal (not to be confused with PA backoff with respect to 1dB compression point). 

2.1.3.2 ML/AI empowered receiver for PA non-linearity compensation 

With 6G the usage of higher carrier frequencies is envisaged, compared to the existing cellular 

technologies. Transmission at higher carrier frequencies provides new opportunities for larger 

spectrum allocations. However, transmission at higher frequencies is more challenging, due to 

the impact of hardware impairments, such as oscillator phase noise and PA nonlinearities, on the 

performance of communication systems, see Figure 2-18. In [FS20], it has been shown that an 

ML empowered receiver can compensate the impact of oscillator’s phase noise. The design of 

PAs at these frequencies is challenging since, on the one hand, the energy efficiency of the PAs 

decreases as the carrier frequency increases. On the other hand, the output power of the PAs 

decays at high frequencies. Using ML techniques to model and compensate for the PA 

nonlinearities at the receiver, higher distortions can be tolerated, hence the PA output backoff can 

be reduced, leading to higher output power and more energy efficient operation of the 

transmitters.  

       

(a)                                          (b)                                  (c) 
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Figure 2-18: Received equalised Discrete Fourier Transform (DFT)-s-OFDM modulated symbols 

subject to different levels of PA nonlinearities: (a) ideal PA (b) nonlinear PA with 2 dB back-off (c) 

nonlinear PA with 0.8 dB back-off. 

 

 

Figure 2-19: Schematic diagram of a radio transceiver with ML empowered receiver to compensate 

for PA nonlinearities.  

A neural network(NN)-empowered receiver algorithm is developed for compensating transmitter 

PA nonlinearities using an ML demapper as outlined in Figure 2-19, where NN models are trained 

based on logged data from a link simulator. The ML demapper computes the soft bits to the 

decoder based on the equalised received symbols. The designed ML demapper is composed of a 

multi-layer fully connected NN, where the inputs are the real and imaginary parts of the equalised 

symbols and the estimated SNR, and the outputs are soft bits corresponding to each bit of a 

received symbol. The performance evaluations of the legacy demapper and the ML demapper 

subject to PA nonlinearities using BER performance metric based on link simulators is presented 

in Figure 2-20. The performance of the legacy demapper in the presence of linear PA is shown as 

an upperbound on the link performance. 

 

Figure 2-20: The bit error rate (BER) of links with legacy demapper and NN- demapper in 

the presence of linear PA and nonlinear PA with 4 dB back-off. 

The NN-empowered receiver can enable more nonlinear PA operations, and hence can improve 

energy efficiency of the transmitters. This would help to operate 6G transmitters in more energy 

efficient operating point. 
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2.2 Improvements in E2E network operation & management 

This subsection presents the AI/ML as a way forward to enhancing the network communication 

in 6G systems. It is presented predictive solutions regarding improvements on orchestration 

aspects and decentralised solution to improve the scaling of the architectural components. 

2.2.1 AI/ML-based predictive orchestration 

The last decade has seen a great rise of AI/ML, from Deepmind [YSH+20], virtual assistants (e.g., 

Alexa or Siri), self-driving vehicles (Tesla Autopilot [DC17] or comma’s AI [SH16), to Sophia 

[HMG+12] or neural networks as YOLO (You Only Look Once) [RDG+15], or frameworks as 

Tensorflow [TF22] among many others.  

The adoption of these AI/ML techniques is also impacting on the telecommunications scope 

[AIML21][OWY+21], and with the advent of 6G, the worthiness of AI/ML is expected to increase 

even more, evolving from connected things to connected intelligence [TRS22]. One of the areas 

on which AI/ML is expected to impact is the services Management and Orchestration (M&O), 

and more specifically, providing predictive capabilities that can be implemented by relying on 

AI/ML functions, as envisaged in the Hexa-X M&O architectural design [D6.2].  

The usage of AI/ML functions can help to deal with the increased complexity of 6G networks 

[SHH22]; e.g., AI/ML techniques can help when, due the large number of involved variables, 

designing orchestration algorithms in the traditional way becomes extremely difficult. So, to 

support the regular M&O capabilities (e.g., fulfilment, assurance and artifacts management), 

management functions can make use of AI/ML techniques for managing, optimising and 

controlling the services deployed on the network, as well as to take decisions regarding actions to 

be performed at the infrastructure layer, network layer and service layer (e.g., scaling,  placement, 

or services migration).  

An example of this increase of complexity in 6G networks is the integration of the extreme-edge 

domain [PML+19][F220]. In this case the M&O system is envisaged to provide continuum 

orchestration [RCV+22][TS22][CZK21], i.e., the orchestration function will cover from the end 

devices domain (which can be massive in number) through the edge, until the central cloud, with 

all the related cloud nodes in between (see Figure 2-21). 

 

Figure 2-21: Continuum Device-Edge-cloud management orchestration. 
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The integration of the extreme edge is a challenge itself, since the environment encompasses a 

variety of extraordinary number of devices, whichy could be highly volatile and heterogeneous. 

In such highly complex context AI/ML can be used to process the big amount of data coming 

from different infrastructure sources (extreme edge or cloud) [YW22] and finding cross-relation 

hidden pattern, to trigger different orchestration actions.  

In 6G there will be a need for an efficient algorithm capable of orchestrate the entire infrastructure 

with such high number of devices, as well as the large amount of generated data. There are two 

approaches to implement such algorithms, either reactive or proactive [LML14]. A reactive 

solution is when via threshold-based the system automatically reacts to the requested demands, 

while proactive solutions can rely on using AI/ML techniques to predict future demands in the 

system and to arrange resource provisioning in advance. The goal in a proactive solution is to 

start generating predictive insights that can flag potential issues before they become a problem, 

while a reactive solution will start solving the problem once it has already detected. In predictive 

orchestration, the capacity of providing additional resources before the actual demand makes 

avoiding the delay during resource allocation, and it is more efficient than reactive orchestration 

as shown in [ZLH+19]. 

6G needs to support mass deployments and mission critical interaction [MBM+20]. Automotive 

applications will depend on the 6G extreme performances (e.g., almost zero perceived latency 

[RDS21][CGY+22]), this is where AI/ML techniques applied to proactive orchestration will 

contribute to reduce service instantiation time, among others. In order to get this, AI/ML 

algorithms need to gather the useful data, and process and analyses them to predict future 

scenarios. Such prediction can be useful for reliability purposes when potential hazards could 

emerge from connectivity failure. For instance, in predictive orchestration, link redundancies, 

QoS handling, offloading, etc. can be better guaranteed if they can be predicted. 

Predictions can be performed relying on the well-know AI/ML paradigms: supervised learning 

[STS16], unsupervised learning [Wit14] and reinforcement learning [DS21]. Commonly used 

AI/ML models for prediction are RNN (in general) or LSTM (a specific type of RNN) [She20]. 

The common approach is typically focused on time series forecasting [DS21], in order to make 

predictions based on historical data. Since predictions are based on past trends and patterns, by 

analysing complex historical data, proactive orchestration can be performed. 

Advanced monitoring and analytics mechanisms are essential to perform predictive orchestration 

strategies. These mechanism should be enabled to access to both: infrastructure metrics and 

application data, in order to support decision making based on correlating data from these 

different domains. Combining such data can lead to finding a hidden patterns, e.g., in the users 

behaviours, which can be used to efficiently provision or allocate resources. 

2.2.2 Distributed AI for automated UPF scaling in low-latency 

network slices 

Current research trends in AI are focusing on the distribution of AI, moving inference models 

and/or model training from a centralised location in the cloud closer to where the data are 

generated, towards the edge of the network or even at the extreme edge. The final aim of this 

approach is to reduce the communication overhead, average latency and, thus, mitigate the 

network congestion and, in some cases, the energy consumption. In [ZCL19], a survey that 

investigates the different edge, hybrid and cloud solutions has been conducted.  In particular, 

some aspects have been evaluated: the reduction of communication overhead, the accuracy of the 

ML solution, the convergence time and so on, underlying the advantages and disadvantages for 

each solution. In some specific cases, the communication was reduced up to the 87%. For 

instance, having different Multi-access Edge Computing (MEC) locations where the model is 
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only inferred, would save a certain amount of bandwidth and thus energy, because data is not sent 

to the central entity for the inferring process. However, this research trend is omnipresent in the 

B5G/6G network, where a plethora of mechanisms like Federated Learning (FL) will be part of 

the communication generation.  

In the context of the B5G/6G network, this architectural enhancement is a potential technical 

enabler to improve the efficiency and the level of automation for orchestrating the B5G/6G 

network slices and virtual functions in use cases requiring low E2E latency. For example, taking 

into consideration an edge application, where different UEs are moving with different patterns to 

different locations, becomes a challenge to estimate a priori the UE(s) geographical position. This 

could cause a fluctuation of the network traffic with the consequences of a fluctuation of the usage 

of resources in a given edge location. 

The standardisation bodies are focusing towards this direction as well, adopting either centralised 

or more distributed solutions for data analytics functions, with the aim of enhancing network 

automation and data-driven closed-loop control in the next generation communication networks. 

In particular, 3GPP has specified in Release 17 - among several architectural enhancements - a 

distributed version of the Network Data Analytics Function (NWDAF) [TS23.288], the core 

network function capable of collecting and elaborating monitoring information from different 

sources, i.e., the NFs, the Operation, Administration and Management (OAM) system or even 

external sources, for data analytics purposes. Such pieces of information can be related, for 

example, to specific UEs, (mobility, communication pattern, etc.), NFs, network slices, or the 

network as a whole. From an architectural perspective, as depicted in Figure 2-22 multiple 

distributed and geo-localised entities of NWDAF could be deployed at the Edge Compute Nodes 

to collect and analyse data related to specific geographical areas, while a centralised NWDAF 

instance can receive only aggregated data from the distributed entities  

 

Figure 2-22: Architectural diagram of NWDAF data collection and aggregation. 

Therefore, each distributed NWDAF, serving a specific geographical area, dramatically reduces 

the data communication and latency overhead, as well as the processing load, with respect to the 

fully centralised solution.  

In this context, we propose an application of the distributed analytics concept, as provided by 

multiple collaborating NWDAFs. In particular, the proposed solution adopts AI techniques to 

trigger the pre-emptive auto-scaling of local UPFs, placed at the network edge in support of low 

latency communication services. A single UPF instance can handle multiple Protocol Data Unit 

(PDU) sessions, however the resources of a UPF instance are finite. As traffic load increases, to 

avoid degradations in service caused by finite resources, more UPF instances can be deployed 

and started, and likewise, an idle UPF instance can be terminated when the traffic is low. 

Optimal auto-scaling is an excellent candidate for AI application, in particular a distributed 

approach which moves away from today’s highly structured, controlled, and centralised 

architecture to a more flexible, adaptive, and distributed network of devices. A distributed 

NWDAF instance can be deployed in a strategic location with the ability to autonomously monitor 
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the network in the target geographical area. In parallel, an AI agent, also deployed in distributed 

edge computing resources, will consume and process the data from the NWDAF, apply the AI 

algorithm and models, and control the respective UPF scaling as depicted in the Figure 2-23. In 

general, within the Edge Compute Node the local NWDAF collects data from the UPF and it 

exposes to a monitoring entity. This entity not only collects the data from NWDAF, but also from 

other sources if any. Then, after a pre-processing, an AI agent performs a decision about the pre-

emptive auto-scaling operation on UPF itself (Figure 2-23).  

 

Figure 2-23: Closed-loop pre-emptive auto-scaling of UPF within Edge Compute Node. 

To use such models, UPF load information available from the NWDAF, including CPU, memory, 

and disk usage, can be supplemented with user plane data like bandwidth, latency, packet loss, 

etc., as well as UE-related information (mobility, position, etc.) to get accurate predictions of 

future network conditions. In the distributed NWDAF, including user plane data into predictive 

analysis model training is expected to greatly increase the achievable accuracy of actual network 

conditions, however it raises several issues including security, privacy and data flow issues that 

would occur if implementing a standard centralised optimisation model. The proposed solution 

aims to validate the reduction of the orchestration time, affecting the accuracy and latency of 

inferencing process. However, these two KPIs could have affect to the network energy efficiency, 

depending on the number and type of edge compute nodes. 
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3 6G network as an efficient AI platform 

The main goal of the research presented this chapter is to enable and enhance the global operation 

of AI services over the radio network, considering computing capabilities as a native part of future 

networks. The solutions presented address most of the KPI relevant for AI-driven communication 

& computation co-design. In Section 3.1, we describe methods to increase the availability of ML 

inferencing at the UE by improved mobility solutions, to increase reliability by accounting for 

low-quality connections, and to increase overall availability and reliability.  Section 3.2 focuses 

on scalability for the anticipated applications that require a dense deployment of user devices and 

network equipment and proposes solutions for the demanding communication of AI agents 

distributed over massive deployments. Finally, communication and compute resource allocation 

to orchestrate 6G systems (e.g., power, bandwidth) with a connect-compute perspective is the 

topic of Section 3.3.  

3.1  Seamless and pervasive in-network AI operation 

In this section, we present results that enable and enhance the global operation of AI services over 

the radio network.  By putting the UE in the focus, we show how a UE carrying a local ML model 

can seamlessly exploit the knowledge of large parts of the network, for example for inferencing 

tasks (Section 3.1.1), how the UE can prepare for offline operation in an anticipated network 

impairment case (Section 3.1.2), and finally how to implement distributed learning schemes 

where computation-intensive training is processed in the cloud and only small adjustments are 

handled at the edge devices (Section 3.1.3). 

The results in this section address the following target Key Performance Indicators (KPIs): AI 

agent availability, reliability, and latency for resilient communication and compute network 

services for distributed AI applications in large scales, network and UE energy reduction by 

workload offloading and learning/inferencing task delegations, as well as improved inferencing 

accuracy. 

By the results in this Section, we can increase the availability of ML inferencing at the UE by 

improved mobility solutions, increase reliability by accounting for low-quality connections and 

allowing AI agents to hand over their local information before an anticipated connectivity 

impairment, increasing overall availability and reliability. We can also mitigate latency issues due 

to radio handovers by association to different AI agents in mobility events. 

Better signal processing models at the UE level improve spectral efficiency and, thus, network 

efficiency. These improvements are balanced by an increased computational cost due to model 

learning, resulting in a major trade-off. However, this additional computational burden can be 

reduced by using efficient NN hardware and the sharing of hardware at data centres and/or BSs. 

We also support more accurate signal processing models at the UE side for a better spectral 

efficiency. 

3.1.1 AI-as-a-Service - enabling a UE to seamlessly exploit 

network knowledge 

This section addresses the problem of how to enable a UE carrying a local ML model (obtained 

by e.g., training a NN) seamlessly exploit the knowledge of large parts of the network, useful to 

its locally undertaken inferencing tasks, by attaching to/ detaching from different learning systems 

across multiple operator areas. By "learning system" we refer to any structure involving one or 
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multiple AI agents deployed across a network coverage area (by a single or multiple network 

operators). Examples are centralised learning, FL, transfer learning, and distributed learning. 

To the best of our knowledge, state-of-the-art in-network learning implementations prevent 

seamless exploitation of network knowledge by a UE, due to several challenges, both related to 

the communication medium particularity and to the communication and compute resource 

availability, as documented e.g., in [CGH+21], [LYX+20]. In summary, these in-network learning 

system operation issues are (with emphasis on FL as an exemplary learning structure): 

• Lack of robustness to mobility events, e.g., UE mobility, but also mobility of the 

coverage-providing mobile network entity, e.g., an Unmanned Aerial Vehicle (UAV) 

with an AP mounted to it.  

• Possible unexpected temporary or long-term learning system pause, due to the 

unavailability of an AI agent (e.g., a FL aggregator). This may occur due to a detected 

security attack, for example a data poisoning attack, compromise/ hijack of the entity 

hosting the aggregator (such as an edge cloud server) or simply hardware/ software errors. 

• UEs/ members of the learning system experiencing low-quality connectivity to the 

network node collocated with the FL aggregator. Such low-quality connectivity may 

occur due to resource contention or due to e.g., deep signal fades experienced during the 

(iterative) FL model training period. 

• Increased model training (or, aggregation, in case of a FL setup) latency, due to the lack 

of available compute resources at the AI agent side, or, in the existence of learning 

"strugglers" in case of FL, i.e., UEs of low capability being unable to produce their local 

model updates in a timely fashion. 

To address such issues, the proposed solution is based on the availability of an AI Information 

Service (AIS) and its corresponding AI API, implemented over a network interface, which is 

interoperable across multi-operator network deployments. The AIS and its API will enable a user 

via a user interface or a client application to request a parameterisation of the device's locally 

available learning model from the network, given a number of performance requirements set by 

the user, the client/server application or a UE profile. Section 6.3.2 of [D5.1] explains a signalling 

flow for requesting and delivering a ML model satisfying AI agent selection criteria provided by 

an AI consumer (e.g., UE). As it can be seen there, apart from the AIS consumer, the involved 

entities are the ones of the AI repository function and the AI policy enforcer, as defined in [D4.1]. 

From a methodology/ algorithm perspective, the design goal is to route an inferencing task to the 

most relevant and available AI agent with a maximum tolerable E2E latency and energy 

consumption level. To achieve this, two solution components relate to: (i) user device (or 

machine, such as a robot) association to a radio node providing coverage, this radio node being 

in proximity to an AI agent hosting an ML model relevant to the inferencing task requested by 

the end user (or machine) (ii) matching the metadata of the AI agent revealing the purpose of the 

hosted ML model to the ones of the task; the degree of the similarity of the response to the request 

parameters is critical to the success (in terms of user requirements translated to demanded 

inferencing accuracy, consumed energy and end-to-end latency) of the inferencing query. 

With respect to an exemplary scenario, where the requesting user device/ machine can 

simultaneously connect to multiple network nodes carrying AI agents, instead of a single network 

attachment point for requesting a specific model, each of a multitude of network nodes may have 

its fully trained model available within an AI agent. In an Intelligent Transport System (ITS) 

context, this may, for example, correspond to neighbouring vehicles deriving models based on 

their local observations and possibly combined with information from other sources (e.g., other 
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vehicles, the network, edge nodes, road side units, etc.). In this case, the data structure describing 

the task and model (e.g., NN) I/O features and characteristics (filtering criteria) which aims to be 

sent as part of the message body of a request to the AIS is the following: i) description of a use 

case; ii) required input features to the trained (NN, etc.) ML model in the UE; iii) required output 

features to the (NN, etc.) ML model in the UE; iv) required characteristics of the (NN, etc.) ML 

model in the UE (e.g., number of NN layers, NN nodes per layer, number of NN inputs, number 

of outputs, size per input/ output data point - in bits, maximum latency, etc).  

This data structure (AI agent selection filtering criteria) may be announced, for example through 

a broadcast or multicast connection to neighbouring nodes, to any suitable recipient within range 

in case of non-availability of the AIS. The respective signalling framework appears in Figure 3-1 

below. 

 

Figure 3-1: Signalling flow for requesting/delivering of new relevant ML models from a multitude 

of nodes per some filtering criteria.  

The proposed solution is applicable to safety and dependability-critical environments 

(automotive, industrial automation and others). KPIs of specific interest are: flexibility, mobility 

support, AI agent availability, AI agent reliability. 

3.1.2 Network impairment resilience of autonomous agents 

For critical applications, it is important to increase resilience towards connection problems on the 

AI agent side. Abnormal bearer session release (i.e., bearer session drop) in cellular 

telecommunication networks may seriously impact the QoS of mobile users. Even worse, 

autonomous devices, vehicles and robots can critically depend on radio communication and it can 

be necessary to prepare edge devices for periods with reduced connectivity. 

The latest ML technologies based on high granularity, real-time reporting of all conditions of 

individual sessions, give rise to data analytics methods to predict quality issues ahead of time. 
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Connection quality can drop due to fading phenomena or due to congestion events at higher 

layers. It would be of interest for a predictive ML-based time series analysis solution to be able 

to differentiate the root cause of these QoS drops so that appropriate counter measures can be 

taken in each case, in connection to the explanations of these predictions as we describe in Section 

5.2.2. 

For example, time series analysis combined with ML can be used to predict session drops well 

before the end of session. Towards this end, we collect labelled training data from developer 

mobile applications and build predictive ML models by using the data rate and network 

measurement time series. 

In our preliminary experiments, we trained our models using tree ensembles, logistic regression 

and support vector machines. All these models share the favourable property that the model 

consists of a small set of vectors or constants and the prediction function of a single event has 

minimal compute cost. These models can be implemented on a mobile device with minimum 

power consumption. Key new element in our solution is the use of Fisher kernels over the dynamic 

time warping distance of time series [DVB15]. In this method, the model consists of a set of 50-

200 sample events. The prediction is computed by an appropriate, normalised linear model of the 

distance over the individual time series. 

We use a data set that contains recordings of personally owned smartphones with 565 GB raw 

data in 2383 log files, 6090 hours logged (254 days) of: 

• detailed sensor data (most of the data): accelerometer, heat etc.;  

• phone and network provider properties: Android version, phone type etc.; 

• locations when available; 

• cellular network data: signal strength, IDs, network events; 

• network data: wifi and mobile; signal strength, IDs etc.; 

• implicit network data: ping time, packet loss etc.;  

• target features: call events, user call drop labels, high level network drop events. 

We consider all available logs of frame error rate, signal power, handover, Transmission Control 

Protocol (TCP)/ Internet Protocol (IP) message and service packet information, and even Global 

Positioning System (GPS), gyroscope. We log events of call drop and lost network connection. 

For modelling, we also collect normal events, e.g., calls normally terminated by user or partner. 

To train our call drop models we get the last 30 seconds of the calls. We assign “dropped call” 

labels to the last x seconds of the dropped calls. The variable x is 5 seconds in the last model, but 

we tried other settings too. Every second in the interval is a training/ testing data point, with the 

target variable “dropped” or “no problem”, and with lots of features reflecting signal strength, 

proximity etc. up to that time.  

The variable x is to be considered as how much time the model looks ahead in time, answering 

questions like “according to the data measured up to this point, is a call drop to be expected within 

the following x seconds?”. 

We also drop the last y seconds of the time series, because they correlate with the target variable 

too much (e.g., users move away the phone from their ears when experiencing sound problems, 

resulting in a huge change in proximity or light sensor values - these are to be considered as the 

direct effects of a call drop, and not related to the root cause).  

Figure 3-2 shows how the selected measure of accuracy, the Area Under The curve (AUC) of the 

best model changes as the function of the time before the end of the session if we vary how much 

we use data from the very end of the session. We drafted three types of models, using only signal 

strength features, using all the available features, and using everything except the signal strength. 
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Figure 3-2: Experimental results for predicting dropped calls, using features for signal strength and 

other smartphone sensors. Horizontal axis shows prediction time before the actual drop, in ms, while 

the vertical axis shows prediction quality in term of AUC. In the three graphs, from left to right, we 

cut the last 0, 1000, and 2000ms of the data at the end of the sessions, since in the last seconds, user 

interaction may already be the result of the perceived connection loss. Correspondingly, the 

contribution of the sensor information gets lower as we cut the end of the session. 

In general, accuracy of the model (AUC) becomes slightly better for larger time periods ahead, 

up to 5 seconds. Dropping misleading sensor values also helps.    

The methods above use discrete time points to train and test a model. We are also experimenting 

with methods using the time series as a whole, checking e.g., the similarities between the signal 

strength curves measured and the curves of the dropped calls, but these are not yet discussed here. 

3.1.3 Distributed low-complexity model learning 

Several IoT use cases, such as metering for smart cities or smart sensors for Industry 4.0, require 

the use of many autonomous battery-powered devices, which need to be both low-power (battery 

life of at least 10 years to avoid repeated replacement) and low-cost (around $1-10) to be widely 

adopted. Such constraints imply the use of low-power and cheap hardware. Often, those same 

devices face challenging propagation environments, e.g., water meters deployed in pits, parking 

sensors in underground premises, inventory (depth) sensors in warehouses, etc. For such devices, 

running pre-trained models – or inferencing – seems realistic, thanks to the availability of low-

power Neural Processing Units (NPUs) and current research on low-complexity models 

[LDL+21, NML+18]. However, extensively training those models on the same hardware is likely 

unfeasible or too energy consuming. Distributed learning schemes where computation-intensive 

training is processed in the cloud and only small adjustments are handled at the edge devices are 

therefore of interest.  

In this work, we explore a scheme where a constrained UE device is assisted by computation 

resources hosted by the network to perform a complex signal processing task using neural 

networks. As shown in Figure 3-3, we further consider the task of equalizing an OFDM modulated 

frame using paired models and transfer learning techniques. In this approach, the constrained 

device hosts 3 NNs 𝑀𝑐, 𝑀𝑠 and 𝑀𝑡 that contribute to the channel equalisation task: model 𝑀𝑐 is 

assumed to be a complex equalisation model that, once trained, captures a broad spectrum of 

channel and hardware impairments while model 𝑀𝑡 is a simpler model, e.g. Zero Forcing 

Equalizer, that capture simple channel dynamics. The rationale of using two models of different 

complexity lies in the assumption that the underlying phenomenon we are trying to model has 

dynamics of different order of magnitude, e.g., we expect power amplifiers non-linearities or IQ 

channel imbalance to vary little while the phase of propagation paths is random. We envision the 

𝑀𝑠 model to capture such fast dynamics while 𝑀𝑐 is also capable to capture slower dynamics, at 

the expense of an increased complexity. Finally, 𝑀𝑡 is a transfer model that parameterises parts 
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of 𝑀𝑐 using 𝑀𝑆's output after training. Different strategies are considered to convert the result of 

learning the simpler model and its outputs into a parameterisation of the more complex model, 

including a direct reparameterization of 𝑀𝐶 using the output of 𝑀𝑡 and the weight-freezing 

strategy [SM-01], where model 𝑀𝑡 selects a subset of 𝑀𝐶 parameters eligible for retraining.  

 

Figure 3-3: Overview: channel estimation with transfer learning. 

One common aspect in the proposed approaches lies in the distribution and scheduling of the 

learning tasks and the retraining policy. As illustrated in Figure 3-4, when the pilot signals are 

first received, the UE trains and executes 𝑀𝑠 to perform initial communications and transmit 

received pilot signals and a subset of data to a computation resource in the cloud. This 

computation resource oversees the initial training of the complex model 𝑀𝑐 and of the training of 

the transfer model 𝑀𝑡 using the channel estimate produced by the simple model. Once the 

parameters of the models are learned, those are sent back to the UE for exploitation. 
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Figure 3-4: Delegation of the training task to cloud-based computation resources. 

As shown in Figure 3-5, following this initial phase, the UE initially uses (trains & executes) 𝑀𝑠 

upon receiving frames. If the processing of the data reveals errors in the frame, e.g. invalid CRC 

or abnormal noise estimate at the demodulator, the UE may execute the transfer model 𝑀𝑡 to 

parameterize 𝑀𝑐 and attempt to better equalise the received frame. Subsequent errors in the 

processing may trigger a request from the UE to a computation resource for the retraining of 𝑀𝑡 

and 𝑀𝑐, as illustrated in the initial phase.  

 

Figure 3-5: Model exploitation & retraining policy. 

The objective of this distributed learning scheme is to improve channel equalisation performance 

by allowing constrained devices to exploit complex models, whose training is unfeasible due to 

computation or energy consumption limitations. By allowing a local update of the complex 

equalisation parameters through transfer learning, the approach balances the channel equalisation 

performance with the cost of transmitting data and parameters to and from in-network 

computation resources. 

3.2 Scalable solutions for distributed AI applications 

Many of the use cases envisioned in 6G networks require dense deployment of user devices and 

network equipment for coverage, communication reliability or other reasons. The communication 

of AI agents distributed over these massive deployments may be demanding on the network in 

various ways. This section introduces several aspects of handling large population of AI agents 

depending on the actual task. In Section 3.2.1 the problem of straggler mitigation is addressed in 

FL architectures, where data is naturally distributed among the wireless devices, and a joint model 

is trained collaboratively by sharing gradients or weights. In large FL systems both data sharing 

requirements and communication capabilities can be highly uneven, which can slow down the 

training process. In Section 3.2.2, the deployments of Spiking Neural Networks (SNNs) and 
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neuromorphic architectures are analysed, as, in general can be very efficient for mass deployment 

of distributed AI due to inherent sparsity of communication. Section 3.2.3 considers an in-network 

Radio Access Network (RAN) AI application of multi-cell multi-user MIMO, where the 

beamforming for large number of users must be solved with limited observability (centralised 

training and distributed inference) as an enabler for scalable application of the algorithm. 

3.2.1  Federated ML model load balancing at the edge 

Given a large number of heterogeneous sensors connected to FL nodes at the edge, the goal is to 

provide a low latency and high quality distributed ML service. In the use case scenario of Figure 

3-6, a variety of sensors are connected to AI compute nodes through radio BSs. For accurate and 

low latency operation, each AI node needs access to sensors of most types, and the connection 

load needs to be balanced. Based on the Timing Advance (TA) information, the connection of 

sensors to AI nodes can be reconfigured; however, in addition to handover costs, the state of a 

sensor may also need to be migrated to the new AI node. In our experiment, we propose a method 

to dynamically rearrange the connection structure. 

In our proposed dynamic reconnection solution, our goal is to provide load balancing to remedy 

potential hot spots and data type diversity to ensure quality balance for the federated learners. 

Load and diversity balance is necessary to make sure each node can equally contribute to the FL 

task dynamic load rebalancing by reconnecting sensors to nodes in the radio network if (i) load is 

uneven or (ii) some nodes receive insufficient variety of data for serving local models, for 

example when certain crucial type of sensor is not connected to a FL node.  

 

 

Figure 3-6: Left: a FL hot spot with too much data (top) and an insufficient data with one type 

(camera) missing (bottom). Right: a reconnection decision causes state migration between the 

bottom AI agents. 

When processing mobile sensor streams with highly skewed and nonstationary data distributions, 

data processing nodes might receive imbalanced load both regarding amount and type of sensors. 

Two negative impacts of imbalanced connection patterns are slow tasks that delay the completion 

of the whole stage of computation, and uneven knowledge of the environment resulting on 

suboptimal model learning and prediction.  

To mitigate imbalanced connection patterns, an adaptive, on-the-fly reconnection algorithm is 

proposed that continuously recomputes improved connections, given the observed distribution, 

by taking both radio physical constraints and state (e.g., metadata, past aggregated values, features 

computed in sliding windows, etc.) migration costs into account. We note that trade-off between 

cost of strugglers versus state migration is key in our proposed solution. 
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Exact solution to load balancing is a bin packing problem, hence the exact solution is 

computationally prohibitive. 

We propose a dynamic reconnection method to associate sensors to AI nodes, by a heuristic load 

balancing solution, which includes a new histogram counting function for the federated AI 

components. Our solution for a simplified setup is descried in [ZSB+21] based on [G14], who 

formalised and developed partitioning functions for stateful operators based on a combination of 

consistent and explicit hashing.  

For improving balance with minimal necessary migration, our method is a heuristic combination 

of an explicit partitioner for top imbalance and a random partitioner for connecting the remaining 

sensors producing roughly the same load. We observe imbalance when either of the following 

conditions hold, with experimentally selected values of the load factors c 1 and c 2 : 

• Sensor load exceeding c1 times the average load, measured sensor data load in the vicinity 

of a given node (data hot spot); 

• Less than c2 times the average number of a given sensor type in the vicinity of a given 

node (data type imbalance). 

Whenever either of the two thresholds are violated, a reconnection action is initiated. 

For a reconnection decision, we also try to make minimal modifications to the previous partitioner 

to reduce migration costs. We reuse the previous connections and rerouting only those sensors 

that would contribute to imbalance. We select an imbalance threshold that triggers the 

reconnection decision. Our method to update an existing connection pattern and prepare for a 

potential reconnection is as follows. First, we select a brute force solution for the imbalanced 

nodes. To do so, we first compute the random location for each affected sensor, which would be 

their default connection without imbalance, so that we can reduce the amount of future 

reconnections. Next, we evaluate the balance if we keep all other connections intact. Finally, we 

use the random connection function to rearrange the remaining sensors. For computing the 

random connection partners, we use consistent hashing [KR06]. The main goal is to thoroughly 

evaluate the possible selection of the heuristic parameters in our solution. 

In the initial experiment, we use generated Zipfian data, with some data sets including real 

distributions. We take 4M randomly generated four-character words, and a 4M element 

parametrized Zipfian datasets of 100K distinct items, with an exponent between 1–3. As a real 

Zipfian distribution data, we take 4M tags of LastFM music listening records. For testing the 

behaviour of the repartitioning algorithm, we consider the data in original order, and also sorted 

by tag frequency in increasing, and in decreasing order. We also generate concept drift in the form 

of changing the underlying distribution added, by concatenating multiple sequences ot the above 

types.  

We measured and compared the running time, load balance, and state migration cost of our 

partitioner to the Uniform Hash Partitioner (Hash), to our implementation of partitioning methods 

Readj, Redist, and Scan from [G14], and to partitioning strategy Mixed from [F+17]. 

Experimental evaluation based on simulation data will be added in D4.3. 

3.2.2 Scalable and resilient deployment of distributed AI  

Some AI architectures are well positioned to exploit the massive data distributed over wireless 

devices, but their design must be harmonised jointly with 6G network features to unlock their full 

potential. Biologically inspired NNs, and, in particular, SNNs, are often mentioned as the next 

generation of AI systems. SNNs typically adhere to neuromorphic computing principles, thus, are 

thought to inheriting advantages, such as fast computation and power efficiency. When used in 

conjunction with neuromorphic hardware, SNNs become particularly well suited for edge AI 
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systems even in battery-powered IoT devices. On the other hand, they pose radically different 

requirements on the communication infrastructure, which raises research questions on the 

characteristics and special requirements of AI traffic and their impact to communication network 

design. 

SNNs mimic the operation of biological neurons and their spike-based communication: in these 

NNs, all the information is encoded and communicated among the neurons as asynchronous 

binary signals (spikes) by leveraging the timing of discrete events. Examples for devices 

generating spike type of data are neuromorphic or event camera [RRK+19], [I20], artificial 

cochlea, skin [LTY+19], touch sensors or Neuralink’s brain-machine interface directly generating 

spikes as output signal. The increasing availability of such neuromorphic devices interconnected 

by next generation wireless networks will enable building large scale distributed NNs, which we 

refer to as Distributed Wireless SNN (DW-SNN). DW-SNN could help in realising the 6G vision 

of interactions among the human world (senses, bodies, intelligence, and values), the digital world 

(information, communication and computing) and the physical world (objects, organisms). 

SNNs exhibit several properties that make it an appealing computational framework to be 

considered in a wireless environment. Highly power efficient operation is a significant advantage, 

which translates to low computing requirements in constrained devices. Neural activations are 

known to be sparse in SNNs. Sparseness in spike communication leads to smaller bandwidth 

requirements, and further energy efficiency by decreasing the time of radio transmissions. Some 

of the feasibility aspects of a DW-SNN architecture will be analysed, with the aim to explore and 

showcase the potential advantages of the joint design of SNN and the communication network. 

The inherent resilience of SNNs to spike transmissions losses opens the opportunity to relax the 

communication quality requirements, and eventually, design AI-native radio transmission 

techniques based on spike communication. 

 

Figure 3-7: High level architecture of the investigated SNN system. 

We investigate the various phenomena arising in DW-SNNs by selecting a spike-based 

implementation of the well-known MNIST hand-written digit recognition problem. The 

architecture of the investigated SNN MNIST system is depicted in Figure 3-7. The model consists 

of: (i) an input layer, (ii) excitatory and inhibitory layers, (iii) an accumulator to support the 

inference decision. Excitatory neurons trigger spikes that positively contribute to other neuron’s 

potential to trigger new spikes, while spikes from inhibitory layers emit spikes to decrease this 

potential. 

In a realistic deployment, the (neural) AI agents are expected to be distributed over devices that 

communicate over shared wireless channels. For example, in use-cases like the ones of 

collaborating mobile robots aided by distributed sensor networks on a factory floor, or vehicles 

and infrastructure cooperating in traffic junctions of a smart city, the devices can be highly 



Hexa-X                                                                                                                 Deliverable D4.2 

 

Dissemination level: public Page 49 / 120 

 

localised, reusing the same spectral resources, which calls for efficient allocation of these 

resources. The aim of this analysis is to understand the impact of losses on different spike traffic 

types (like input spikes or internal excitatory and inhibitory spikes), and to consequently 

understand which types of differentiated traffic handling mechanisms can be adopted in such 

upcoming mobile systems. The aim is to significantly improve the application-level performance 

metrics, such as the inferencing accuracy. 

We consider a network model of a fully shared channel with limited capacity for spike 

communication capable of supporting different priorities for input, excitatory and inhibitory 

spikes. In this model the channel bandwidth is shared and there is a delay constraint on spike 

transmission, which results in increased loss probability for down-prioritised spikes. We focus on 

the interoperability between a priority-based network scheduling and the inhibitory feedback 

mechanisms of a SNN, both of which regarded as highly dynamic systems. This interoperability 

is simulated in three contexts: (i) a baseline scenario where all traffic types are treated equally 

without prioritisation, (ii) a case where input traffic is prioritised over excitatory and inhibitory 

spikes (which hereinafter we refer to as internal traffic) and (iii) a case where internal traffic is 

prioritised over the input spikes (Figure 3-8). 

 

Figure 3-8: Inference accuracy (left) and total neuron activity (right) in case of different spike 

prioritisation scenarios. 

We observe that prioritisation of input traffic degrades the performance in case of limited SNN 

channel capacity, where it affects the excitatory spikes required directly for classification. The 

best results on accuracy are achieved by prioritising the internal traffic, i.e., both excitatory and 

inhibitory spikes over the input, which can be attributed to two factors. First, internal spikes are 

likely to be more influential for classification accuracy than inputs, since excitatory spikes 

represent already processed information and features extracted in multiple iterations, which was 

condensed from hundreds of input spikes. On the other hand, the intensity of internal spikes is 

reduced by the input through negative feedback, thus creating a self-regulatory system, where 

internal traffic will never suppress the input completely. 

From this analysis, we found that DW-SNN accuracy remains tolerant to high spike losses, due 

to the redundant structure of SNN. It is also shown that there is a benefit for wireless networks 

supporting SNN in their ability to differentiate the treatment of SNN internal traffic with respect 

to input spikes. Having higher priority treatment for internal traffic reduces the overall neural 

activity regardless of the channel capacity allocated to SNN traffic. This policy also gives the 

highest inferencing accuracy when few channel resources are available for SNN traffic. This 

implies that, to optimally handle SNN traffic, a wireless network should be aware of the different 

classes of the transferred spikes, to be able to consequently apply different traffic prioritisation 

(e.g., QoS) and reliability methods (e.g., via different radio stack configurations, for example at 
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MAC or PHY layers) to these different spike types. In this architecture the inferencing accuracy 

can also be increased incrementally by allowing more steps to compute for the neurual network, 

which gives the flexibility of a trade-off between the accuracy and latency KPIs. 

3.2.3 Multi-agent ML for multi-cell multi-user MIMO 

In this section, the beamforming problem in multi-cell multi-antenna systems is considered. 

Achieving optimal beamforming performance requires complex inter-cell interference 

coordination in the sense that each BS should exhibit cooperative behaviour to maximise the 

signal power to a desired user, while minimising the interference power received by other users 

in the multi-cell environment. This problem poses two main challenges: i) multiple actors (or 

agents) with partial channel condition observability and ii) multi-dimensional continuous action 

space. The first challenge is a direct result of practical limitations of accessible information by 

local agents distributed in a MIMO interference-prone network, and the second challenge comes 

from the fact that multi-dimensional precoding vectors should be optimised for multi-antenna BSs 

based on a certain transmit power constraint. In general, the optimisation problems are nonconvex 

and difficult to solve using traditional approaches.  

The multi-cell, multi-user precoding problem can be seen as a multi-agent system that learns to 

coordinate transmission schemes (or action policies) in interaction with other BSs (or other 

agents). We propose a Multiagent Deep Deterministic Policy Gradient (MA-DDPG)-based 

approach that can learn an optimal precoding strategy in multi-cell multi-user MIMO systems 

under the assumptions of local Channel State Information (CSI) and no inter-cell data sharing. As 

a case study with tractable performance analysis, we consider a Multiple Input Single Output 

(MISO) interference channel (IFC) in which two BSs, each equipped with multiple antennas, 

serve two single antenna users, making the precoding problem tractable by the numerical 

methods. For instance, in this two-user MISO IFC setup, we can obtain the achievable rate region 

by using the numerical method proposed in [JLD] and derive the Pareto-boundary of the rate 

region. 

Figure 3-9 illustrates MA-DDPG model for the MISO IFC setup. As shown in the figure, BS 𝑖 ∈
{1,2} desires to send the data symbol 𝑑𝑖 to UE 𝑖. The BSs employ 𝑛𝑡 transmit antennas and each 

UE is equipped with a single receive antenna. BS 𝑖 employs a linear precoding vector 𝑤𝑖 of size 

𝑛𝑡-by-1 prior to transmission over the air, which transforms the data symbol 𝑑𝑖 to the size 𝑛𝑡-by-

1 transmitted vector 𝑥𝑖 = 𝑤𝑖𝑑𝑖. The channel from the BS 𝑖 to the desired UE and the other UE 

are represented by an 1-by-𝑛𝑡 channel vector ℎ𝑖 and 𝑔𝑖, respectively. 
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Figure 3-9: Schematic of Multiagent Deep Deterministic Policy Gradient in Multiple Input Single 

Output Inferference Channel. 

The MA-DDPG algorithm allows centralised training with decentralised execution in which local 

actors 𝜇𝜙𝑖
  with partial channel observability  [ℎ𝑖, 𝑔𝑖] can learn a globally optimal policy with the 

aid of centralised critic 𝑄𝜃
𝜇

 with global information 𝑠 = [ℎ1, 𝑔1, ℎ2, 𝑔2] at training time and 

execute the learned policy based only on partial observations at execution time. At the same time, 

the deterministic policy gradient (DPG) algorithm enables the agents to learn a multi-dimensional 

continuous policy. The MA-DDPG framework is adopted to improve the quality of the received 

signals in MISO IFC by alleviating the intercell interference. 

3.3 Communication & compute resource allocation 

This section presents a vision on how to design and orchestrate 6G systems with a connect-

compute perspective that, besides the mentioned enhancements of communication performance, 

considers computing capabilities as a native part of future networks. The goal is to effectively 

manage and orchestrate radio (e.g., power, bandwidth) and computing resources (e.g., workload 

assignment and delegation, CPU scheduling, service placement) to enable 6G as an efficient AI 

platform able to pervasively and seamlessly offer intelligence capabilities at the edge, with the 

goal of processing the myriad of capillary data continuously collected by UEs, sensors, vehicles, 

etc. As technical enablers of this vision, presented in this section, MEC and Compute-as-a-Service 

(CaaS) play a key role, together with a joint orchestration of radio and computing resources to 

enable energy-efficient and fast reliable inference, as well as the optimal placement of AI 

functionalities across intelligent network nodes. The proposed solutions target KPIs and Key 

Value Indicators (KVIs) that entail: i) energy efficiency at both devices and network side; ii) 

latency, involving both communication and computing phases; iii) Inference accuracy and/or 

reliability, properly defined depending on the specific applications; iv) Trustworthiness.  
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3.3.1 Flexible computing workload assignment (CaaS) 

In this section, the proposal is to have computing resource sharing as a native capability of the 6G 

network. APIs specialised in dispatching task delegation requests and fetching connection details 

of the in-network computing nodes available and capable of undertaking the workload are 

proposed to be open and available to any network component both at network infrastructure and 

user side. The referred computing nodes may be implemented at any suitable level, ranging from 

a distant data centre to a nearby edge cloud node and anywhere in between.  

Nevertheless, the incurred challenge is that the available computing platforms may be of varying 

complexity – some platforms may provide Common-Off-The-Shelf (COTS) standard CPUs, 

while others may consist of a highly heterogeneous setup, typically including CPUs, Graphics 

Processing Units (GPUs), Field Programmable Gate Arrays (FPGAs), custom AI accelerators and 

the like. Ideally, to facilitate ease of use for a workload delegation service, the exact configuration 

of a targeted platform would need to be abstracted from the API in order for the user to only need 

to provide service requests designed for a standardised platform.  

The CaaS related API is proposed to provide the following services: 

1. Pre-installed services: A Service Provider (SP) offers pre-installed services. The user is 

able to access pre-installed applications which are, thus, under full control of the SP. The 

SP can choose those applications which are suitable to be executed on its platform and 

will provide an optimum configuration exploiting the available resources to the maximum 

extent possible. 

2. Virtual Machine (VM) based resources: in this case, a SP offers VM services, relying on 

so-called ConfigCodes. i.e., the API provides access to an abstracted computational 

platform, which is independent of the underlying hardware and available physical 

resources. The user is, thus, developing code for such a unified architecture, which is then 

mapped onto the target platform by the SP.  

One of the candidate VM approaches builds on the solutions provided by [ETSI17]. An 

(elementary) Radio VM ((e)RVM) is introduced, comprising in particular Data Objects 

(DOs) and Abstract Processing Elements (APEs) which are connected through an 

Abstract Switch Fabric. A two steps compilation process is applied: first, the front-end 

compilation step provides so-called ConfigCodes which are related to the abstracted 

architecture in Figure 3-10. Any target platform will then perform the back-end 

compilation step to transcode the ConfigCodes to the specific available set of hardware 

resources. This approach combines code portability with execution efficiency.  

 

Figure 3-10: Abstracted architecture of a Radio Virtual Machine (RVM) [ETS17]. 
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3. Open Execution Environment: in that case, a SP offers access to a specific set of 

resources, typically comprising computational resources, memory, etc. A user would be 

required to develop code which is tailored to the specific needs of the concerned 

hardware. The usage of a different platform will likely require an adaptation of the code.  

In the specific case of CaaS being offered by edge cloud components, some of the key 

requirements are as follows: 

• Workload may be distributed across multiple local and/or distributed components to 

optimally exploit locally available compute resources; 

• a user may be moving and, thus, attaching to different (distant) edge cloud nodes in the 

future; consequently, a transfer of the compute task and/or (intermediate) processing 

results is implemented. 

The basic principles of the "follow me computer" CaaS paradigm are outlined in Figure 3-11 

below. Further details of the proposed approach and results aim to appear in D4.3. KPIs of 

relevance is the ones of AI agent availability and network energy efficiency, while KVI of 

relevance are the one of flexibility.   

 

Figure 3-11: The "follow me computer" CaaS approach in a multi-operator 6G network. 

3.3.2 AI workload placement for energy, knowledge sharing and 

trust optimisation 

Nowadays, new technologies become widely available, bringing significant improvements in the 

way applications and services are delivered to society.  Nevertheless, besides the improvements, 

a number of potential novel risks and harms are created, which are associated to the operation of 

the respective technologies. Such an example is the AI enabler, which is gradually part of all 

modern information and communication technology systems. AI delivers great benefits for 

economies and society and supports a more fair, safe, and inclusive decision-making. At the same 

time, this decision-making must be operated by nodes in a trustworthy and sustainable manner. 

Hence, there is a great need for managing the AI operations, especially in decentralised scenarios; 

this can be succeeded with the design of a novel AI management system, applicable in B5G / 6G 

architectures. 

Physical nodes, e.g., user devices or edge/cloud servers, that undertake the execution of AI 

workloads, comprising diverse AI models/algorithms/mechanisms can face trust level problems, 

traffic problems, due to the extended usage of highly-challenging services in terms of datarates, 

Workload may be split across locations, transfer may 
be initiated in case of User attaching to a different 

Edge node, etc.
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ultra-low latency machine-to-machine communications, AI-related knowledge sharing or energy 

consumption problems. Some key areas of this problem are the critical applications with safety 

and trust considerations, the Human - AI collaboration with human-in-loop when, for example, 

decision-making should stop the automated mode for a reason and a human should take charge of 

it. Another key area is the case where there may be a need of fairness appraisal when data traffic 

comes from different countries or continents assuming there are no trust zones issues, and finally 

AI services with energy footprint constraints and more.  

The main challenge is to optimise the placement of the AI algorithms to the various physical 

nodes with respect to the energy consumption of the overall network towards sustainability, the 

traffic, and the trust of these physical nodes. The research targets for this task is to investigate  

algorithms for solving optimisation problems for allocating AI models/algorithms to physical 

nodes optimally following  (meta-)heuristic techniques for low computing requirements and as a 

result, efficient (near optimal) AI placement solutions. One of the crucial aspects that need to be 

taken into consideration is the data availability, along with respective constraints on their 

movement along the various network segments. Towards utmost privacy, but also scalability, the 

placement of AI workload must consider the required data vicinity, e.g., in terms of network 

hops/available bandwidth for transferring the data, etc. Besides the above, special 

features/characteristics of AI mechanisms/algorithms, different input data models, behaviour 

models, knowledge sharing needs among nodes/segments of the network, as well as 

considerations related to trust level and more, will be taken into consideration.  

The most relevant KPIs for assessing the AI workload placement/migration are network energy 

efficiency (percentage of energy consumption reduction with the proposed AI workload 

placement algorithm compared with a baseline/random placement algorithm), AI agent reliability 

(ensure that a selected, trustworthy node, allocated an AI operation, timely respond/notify in case 

of failure, missing data, etc.), latency (AI workload placement/migration algorithm execution 

time), AI agent availability (ensure high availability of AI agents) and a relevant KVI is 

trustworthiness. 

To this end, a new functional entity for managing AI mechanisms is identified. A new network 

service will be developed on AI governance/management, foreseen for B5G/6G systems This 

work is part of an innovative approach related to managing, monitoring, and trusting of AI 

mechanisms in B5G/6G. 
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Figure 3-12: Overview of AI workload placement algorithm.  

Figure 3-12 shows our approach of solving this problem (overview of the algorithm). We are 

developing a heuristic algorithm/solution method, which takes as input the set of the AI 

algorithms/mechanisms with their computational requirements (CPUs/GPUs, Random Access 

Memory-RAM etc.),  criticality level, and their ability to split in more than one node. 

Additionally, it takes as input the set of physical nodes (cloud, MEC hosts, extreme edge nodes 

of the network) with their computational capabilities (available CPUs/GPUs, RAM etc.), 

communication capabilities (bandwidth and network links’ information), their trust level index 

which shows how safe, fair etc. it is to use them, their energy consumption index which indicates 

how energy efficient it is to use each physical node, and their data vicinity index which provides 

information related to the location of the data needed for each AI algorithm. We model the system 

as a graph of compute nodes/physical nodes.  

The set of the AI algorithms is sorted based on criticality level with the intention to allocate first 

the most critical algorithms/mechanisms. The set of the Physical nodes is sorted accordingly 

based on a fitness value which is a function of trust level, vicinity and energy consumption index. 

The algorithm distributes the AI workload to multiple nodes, taking into account the splitting 

capability of the AI workloads, and perform the allocation-distribution based on the respective 

trust level and computational requirements and capacity of the nodes. Moreover, it checks if there 
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is a node with lower trust level than a threshold and asks the user to choose if this node should be 

utilized or not. Finally, it checks with descending criticality order the physical nodes (with 

descending fitness value order) having the needed or more than needed computations capabilities 

to execute each AI algorithm. The output of the algorithm is the placement of the AI algorithms 

to the physical nodes. The results/evaluations will be provided to D4.3. 

3.3.3  Joint allocation of communication and computation 

resources for inference at the edge with low energy devices   

Learning and inferencing at the edge is a complex and challenging task from several perspectives, 

due to the fact that data must be: (i) collected by end devices such as sensors, UE. etc. (i.e., 

involving data sampling criteria), (ii) possibly pre-processed/encoded (e.g., data compression, 

quantisation, etc.), and (iii) finally processed (i.e., occupying computing resources in edge 

servers) to output the result of training or inference phases. One of the challenges lies on the fact 

that all network resources (communication and computation)) are involved and should be 

managed, possibly jointly, in order to strike the best trade-off between energy consumption, E2E 

delay (both comprising communication and computing) and learning/inferencing 

accuracy/reliability/trustworthiness. This section focuses on the inferencing phase of the edge 

intelligence paradigm [ZCL+19], with the goal of energy efficiency. Relevant KPIs/KVIs are 

energy efficiency, end-to-end latency, and inference accuracy. 

 

Figure 3-13: Scenario for dynamic edge inference. 

As an example, Figure 3-13 shows the reference scenario, in which end devices upload data to an 

edge server that runs the inference task. In this case, as briefly described in the figure, data 

experience several delays, including communication and computation buffering, as well as 

encoding, transmission and remote computation for the final inference. Also, a closed loop 

between the edge server and the source encoder of the devices is used to opportunistically shape 

data representation, based on confidence measures that the edge server eventually measures online 

and feeds back to the devices (e.g., via a downlink control channel), thus, dealing with highly 

time varying context parameters, such as wireless channels. As pointed out in [ZCL+19], there 

are several aspects to be tackled when performing edge inference tasks, and also different 
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solutions to improve the efficiency of the overall procedure. Specifically, it is possible to use 

model compression techniques to reduce the memory footprint [HPT+15], model selection 

strategies to adaptively select the inferencing model online [TMW+18], or application-oriented 

optimisation, for instance, adapting frame rate and resolution of video streaming for resource 

efficient classification [JAB+18], [RCZ+18]. Other works explore the trade-off between energy, 

delay, and accuracy [GAL21],[LCL+17], [LHO+18]. The work in [LSL+22] provides a recent 

survey and vision on the edge AI paradigm in 6G. The problem focused in this section aims to 

explore the mentioned edge AI trade-offs and involves the following control variables, to be 

jointly optimised online: i) Data encoding strategy (e.g., compression, quantisation, etc.); ii) local 

computing resources for data pre-processing; iii) uplink transmit power of end devices; iv) edge 

server CPU scheduling, being the latter shared among all users.  

As already mentioned, the aim of this study is to minimise the energy consumption of end devices, 

under system stability (i.e., finite E2E delay) and long-term constraints on the inference reliability. 

In our system, stability is achieved when both local communication and remote computation 

buffers are stable (i.e., their averages do not grow to infinity). The energy consumption of devices 

accounts for local computing energy to encode data and transmit energy to upload data to the edge 

server through the wireless connection with the AP. To this end, we formulate a long-term 

problem to deal with system dynamics, such as radio channels and data arrivals, whose statistics 

are supposed to be unknown in advance. Thanks to Lyapunov stochastic optimisation tools, we 

are able to translate the long-term problem into a per-slot program very easy to solve, which only 

hinges on instantaneous knowledge of context parameters, involving radio channels, data arrivals, 

and queue states. More technical details can be found in [MBD+22]. 

Numerical results 

We show numerical results on a CNN based edge classification task over the CIFAR-10 data set 

[Kri09]. Numerical results are shown in  Figure 3-14, which represents the energy-delay-

reliability trade-off. In particular, in Figure 3-14(a) we show the trade-off between E2E delay (y-

axis) and energy consumption (x-axis) of six different devices with different requirement in terms 

of inference reliability. We can notice how, as the consumed energy decreases, the E2E delay 
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increases. 

 

Figure 3-14: Energy delay-reliability trade-off in edge AI. 

Let us now focus on our two benchmarks, represented by the blue curve (best inference 

performance) and the green curve (worst inference performance). Here, the reliability is measured 

by the entropy at the output of the CNN, thanks to a posteriori probabilities. In particular, the 

lower is the entropy, the higher is the inference reliability. We can appreciate that the highest 

reliability (H = 0.27, which translates into around 88% accuracy, as visible in Figure 3-14(b) and 

(c) that show the time average values of entropy and accuracy as a function of iteration index t, 

respectively) comes at the cost of a higher energy consumption (for a given E2E delay), due to 

the fact that more bits per example must be transmitted. On the other hand, achieving the “green 

solution” (i.e., minimum energy consumption) comes at the cost of a very low reliability (H = 

0.88, which translates into around 45% accuracy). However, among these two ”extreme” cases, 

one can select different values of target entropy that the method is able to guarantee (see Figure 

3-14(b) with the corresponding black dotted horizontal lines), while achieving lower energy 

consumption as compared to the highest accuracy case, but a much higher reliability and accuracy 

with respect to the minimum energy case. For instance, looking at the orange curve, we can 

conclude that a very small degradation in the accuracy (around 2%) is able to guarantee an 

appreciable gain in terms of energy-delay. Similar conclusions can be drawn for the other curves. 

Future work will include the whole network energy consumption, for a holistic view of edge AI 

systems.  
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4 AI/ML as an enabler for 6G network sustainability  

AI/ML methods constitute a great opportunity that can and should be leveraged to improve 

network sustainability. In this objective, at least three different strategies can be envisioned:  

The first one is to use AI methods to improve the network’s sustainability by enhancing the energy 

efficiency of the network. The disadvantage of using learning-based method (AI) as opposed to 

the classical signal processing methods is the additional burden of training the AI model. The 

high complexity of training phase could be offset by the lower than state-of-the-art complexity of 

the inference phase. Solutions for this strategy are proposed in Section 4.1.  

The second category is to apply frugal design to AI methods for which the training phase is 

designed to be sustainable. This approach is desirable for online methods, where a certain function 

in the network requires constant update of the AI model, e.g., online fine tuning. Section 4.2 is 

devoted to this approach.  

The third direction views communications beyond reconstructing the exact symbols of the source 

at the destination. The focus here is on semantic communications, which leads to saving 

unnecessary energy consumed to recover the exact messages. In Section 4.3, we investigate this 

strategy in more details.   

4.1 Sustainability by complexity reduction  

4.1.1 Low complexity radio resource allocation in cell-free 

massive MIMO 

Radio Resource Management (RRM) is an important task in any communication network, which 

helps improve the system performance by efficient utilisation of available resources, such as 

power and bandwidth. Conventionally, radio resource allocation problems are solved using 

optimisation or heuristics-based methods, considering CSI and QoS requirements of the users. 

These methods have several challenges, such as high computational complexity and requiring 

precise CSI, resulting in sub-optimal solutions in complex and non-convex problems, lack of 

flexibility and parameter sensitivity, and inaccuracy of the model-based resource allocation 

methods (due to channel modelling issues and hardware impairments). Novel communication 

architectures such as cell-free massive MIMO networks and high-frequency communication 

systems have an increased system complexity due to the large number of antenna elements in the 

transceivers and the increased AP deployment density for a high-frequency Radio Access 

Technology (RAT). RRM becomes more challenging in such systems due to the increased system 

complexity and high dimensionality of the resource allocation problems. The aim of this section 

is to investigate the potential of AI/ML approaches to reduce the processing complexities and 

timing overheads in performing resource allocation tasks in cell-free massive MIMO networks. 

In the literature, several studies have proposed DL-based power control for cellular and cell-free 

massive MIMO systems [AZB+19, CCB+20, LSY+20, SZD18, ZNG20]. Most of the existing 

studies focus on a supervised learning approach where a model is trained to learn the mapping 

between the inputs (user locations or channel statistics) and the optimal outputs (power 

allocations) obtained by an optimisation algorithm. The unsupervised learning algorithms 

proposed in [LSY+20, RMR+21] for K-user interference channel power control problem and for 

the uplink power control in cell-free massive MIMO eliminate the need of knowing the optimal 

power allocations during model training. 
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An unsupervised learning-based resource allocation approach is proposed which does not require 

the optimal resource allocations to be known during model training as in supervised learning, 

hence it alleviates the need of generating a large dataset with thousands of samples by solving the 

computationally complex optimisation problem. Thus, the proposed approach makes the data 

preparation and model training simpler, more practical and flexible, since the deep learning model 

can be easily retrained in a changing environment over the time. Complexity gain and flexibility 

are the target KPIs where the reduced computational complexity of the ML solution and its 

flexibility in adapting to changing environments and system configurations are evaluated in 

comparison to existing optimisation-based approaches. 

One problem scenario considered is an uplink of a limited-fronthaul cell-free massive MIMO 

network with hardware impairments, where the objective is to maximise the sum throughput of 

the network. A Deep NN (DNN) which takes in large-scale channel coefficients as input is trained 

in an unsupervised manner to learn the optimal user power allocations and fronthaul capacity 

allocation between CSI and data in order to maximise the network sum throughput. Input to the 

model are large-scale channel coefficients of the users in the network, and the outputs are the user 

power allocation vector and the capacity allocation vector of the APs. The loss function for model 

training is defined as the negative value of the sum rate which is a function of large-scale channel 

coefficients and the trainable parameters θ of the DNN. This loss function is differentiable with 

respect to the trainable parameter set θ which allows training the model via Stochastic Gradient 

Descent (SGD) method. Mini-batch gradient descent approach is used to reduce the complexity 

of the SGD. In each iteration of the training, a set of channel realisations are generated from its 

distribution, and the average loss is calculated over the mini-batch. During training, the model 

learns parameters θ to minimise the loss which maximises the sum rate and outputs the power 

allocations and fronthaul capacity allocations. The DNN could be used in two modes; offline 

training mode, where the model is trained offline for a large dataset with different channel 

instances, or online training mode, where the offline trained model is retrained in each channel 

instance allowing further customisation and fine-tuning of model parameters based on large-scale 

channel inputs in each channel realisation, to further optimise the sum rate performance.  
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Figure 4-1: Sum rate performance comparison between proposed method (PowerNet_Ext) and 

baseline (optimisation-based) with and without hardware impairments in the transceivers. Dashed 

lines: Ideal transmitters and receivers without hardware impairments. Solid lines: With hardware 

impairments in the transmitters and receivers. 

 

 

Figure 4-2: Recorded CPU timing for the CVX solver and the PowerNet_Ext to produce outputs for 

100 channel realisations for different network configurations. 

As observed from Figure 4-1 and Figure 4-2, the deep learning-based method achieves similar or 

better performance to the optimisation-based resource allocation (geometric programming 

approach) with a significantly lower time-complexity. The time-complexity of the DNN does not 

drastically scale with the number of users and APs as the optimisation-based algorithm. While 

the time complexity of the optimisation-based algorithm exponentially scales when the number 

of APs or users are increasing, the time complexity of the DNN only increases slightly when the 

system parameters are scaled. The model PowerNet_Ext, which learns the outputs from only using 

the offline training, takes less than 0.01 s for calculating the outputs. One-shot output calculation 

which only involves matrix multiplication and addition operations to produce the DNN outputs 

in contrast to the iterative steps in the optimisation algorithm is one reason to the significantly 

reduced time complexity of the DNN. It should also be noted that the optimisation algorithm was 

implemented using Matlab CVX, whereas the DNN implementation is done in Tensorflow, whose 

implementation differences may have added to the timing differences in the two approaches. 

Lower computational complexity and acceptable performance of the proposed DL-based 

approach makes it a potential candidate for practical implementation. 

4.1.2 Supervised learning based sparse channel estimation for 

RIS aided communications 

Reconfigurable Intelligent Surfaces (RISs) enable a reconfigurable wireless propagation 

environment, where the propagation path of signals can be modified with software-controlled 

scattering [QR20].  Generally, this is achieved by inducing a phase shift of the waves impinging 

on a passive element at RIS, where the phase shift can be controlled electronically. RIS consists 

of many such elements, and by intelligently controlling them the spectral efficiency of the 

communication can be improved. However, the proper control of RIS needs channel information 

to be available at the entity performing optimisation (in most cases, the RIS is assumed to be 
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controlled by the BS, where the BS computes the optimum phase shifts based on available channel 

information and send control signals to configure the RIS). Yet, in practice, it is challenging to 

obtain channel information, as an RIS consists of large number of passive elements, which do not 

have any sensing capability in general. It is necessary to estimate both the direct channel and 

reflected channel through RIS.  

Channel estimation for RISs requires the design of activation patterns for the RIS elements. The 

impact of RIS activation pattern on the channel estimation performance is investigated in [TE20], 

where an optimal codebook is proposed based on a minimum variance unbiased estimator. The 

angular domain sparsity in mmWave channels can be exploited to reduce the dimensionality of 

the parameter space, which results in more accurate results with reduced pilot overhead. A sparse 

representation of the concatenated BS-IRS-user (cascaded) channel is derived in [PJH+20], which 

convert channel estimation into a sparse signal recovery problem. The double-structured sparsity 

of the angular cascaded channels is leveraged in [XDL21] to propose a Double-Structured 

Orthogonal Matching Pursuit (DS-OMP) based cascaded channel estimation scheme. A channel 

estimation scheme that gives an accurate computation of the channel will be beneficial to the 

effective utilisation of RISs, which in turn can enhance the energy efficiency of the network. 

Therefore, in this work we propose a channel estimation method based on the sparse 

representation of the channel, while a NN is used to estimate angular parameters. The solution is 

a one pass method compared to iterative traditional sparse estimation techniques, while results 

show better accuracy compared to [TE20]. 

We consider the uplink of a mmWave network, where an RIS is used to assist the communication 

[DMR+22] . We assume that the user lacks LoS with the BS, and the RIS has LoS to both BS and 

user. Based on this model, we develop a compact representation for the RIS channel. An angular 

domain sparse channel model is considered by discretising the angle of arrivals (AoAs). The 

channel estimation problem is formulated step by step for the case where Angles-of-Arrival 

(AoAs) lie exactly on the discrete grid (on-grid), and the case where AoAs can take any discrete 

value deviating from discrete grid (off-grid). A sparse estimation method is proposed for the on-

grid case, based on Orthogonal Matching Pursuit (OMP), and a NN based approach is used for 

comparison. In the off-grid case, a twostep procedure is used to perform channel estimation, 

where first, on-grid AoAs are estimated using a NN and then off-grid AoAs are calculated by 

predicting the residuals using another NN. The NN that is used to predict the AoAs is shown in 

Figure 4-3. The input to this network is the received pilot signals, where the real part and 

imaginary parts are separated and concatenated. 
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Figure 4-3: NN architecture for AoA calculation. 

When evalulating the results, the main KPI considered is the channel estimation error. Since the 

proposed method relies on sparse estimation, it requires a smaller number of parameters to be 

estimated compared to traditional methods like least squares estimation. This improves the 

performance of channel estimation, as shown in Figure 4-4. The performance of NN based 

channel estimation is compared with Least Squares (LS), and the deterministic algorithm under 

both perfect and imperfect AoA values, where in the perfect case, residual errors of AoAs are 

assumed to be perfectly known. In the NN method, first on-grid AoAs are predicted, and then 

residual values are predicted based on the active AoAs, which corresponds to the error between 

the perfect on-grid angles and the actual observation. The proposed NN has been able to predict 

the AoAs giving a close performance to the situation where grid points are perfect. The NN based 

solution outperforms both LS and deterministic algorithm. However, in the direct channel, a 

saturation of performance is seen at high transmit power, which is due to power leakage under 

grid imperfections. 

 

Figure 4-4: Comparison of performance of proposed methods with LS estimation for both direct 

and reflected channels, in the off-grid case. 
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4.2 Frugal ML 

This section presents different possible ways of relaxing the required size of learning data and 

size and number of ML models that are needed for high-performance inferencing in the first case 

and for high-performance signal processing (for channel estimation) and channel charting (useful 

for downlink transmissions) in the second case. Exploitation of any available (side) information, 

such as the evaluation of the significance of a data point to the expected ML model update or 

knowledge of the physical structure and/ or temporal evolution of the wireless channel is shown 

to reduce demands in sample complexity for channel estimation and enable application of lean 

channel learning designs (offline or online) not requiring large-sized NNs to guarantee high 

communication performance -and, therefore, large pools of processing, memory and storage 

resources across the network. For the channel charting task, a channel distance measure is 

proposed leading towards a frugal implementation of a channel chart without sacrificing the 

needed accuracy for effective transmissions based on channel charts. 

4.2.1 Over-the-air model learning for data-frugal and resource-

efficient network AI operation 

Over-the-air ML model learning is impacted by joint data uncertainty (entropy) and channel 

uncertainty, due to wireless channel volatility, such as interference, noise, and channel model 

mismatches [LZZ+19]. The incurred challenge is how to consider both uncertainties in the ML 

model learning process (assuming e.g., the ML model is instantiated and maintained at the edge 

of the RAN, e.g., at an edge cloud server in proximity to a wireless AP) and design transmission 

and radio resource allocation policies to enhance in-network learning capability in an efficient 

way. Efficiency refers to both radio signalling and data storage/ memory savings, therefore, 

translated into E2E network energy and cost efficiency.  

The proposed approach is to distribute available radio resources beyond time (e.g., power, 

frequency) to wireless devices participating to the learning process for transmission of learning 

data according to how much significant the learning data points are for the original training or 

update of an ML model. A first question is how to quantify data importance for ML model 

training. Different data contextual attributes may be exploited, e.g., the age-of-data, equivalently, 

the time elapsed between the generation of a data point (e.g., a sensor measurement) and the time 

of decision at the user device (or machine) on whether to transmit this data point in order for the 

ML model to use this data point for learning updates. Another possible criterion to quantify data 

significance can be the locations where data sets are generated; this approach may be of specific 

relevance to e.g., smart factory scenarios involving collaborating robots. A second question is 

which radio resources, beyond time, can be scheduled in way such that transmissions of 

significant learning data are prioritised over others. 

When it comes to evaluating the significance of a data point (or a data set in batch mode) before 

scheduling its transmission and allocating resources to it, a third fundamental question is where 

this evaluation should be carried out. One option is to do that “a priori”, or, before data point 

transmission at the data source (e.g., user device, robot or machine). In this case, the latest version 

of the ML model (or a compressed version thereof or its metadata) needs to be already available 

to the device for local data point evaluation. In such a setting, the question is how to provide 

minimal, albeit still accurate feedback of ML model updates to devices providing learning data 

for local data significance evaluation. Foreseen advantages and caveats of this approach are: (i) 

important and not outdated data points will only be transmitted – communication and UE energy-

efficient operation (advantage); (ii) requires frequent centralised model broadcast – there is a price 

to pay in energy consumption, UE storage availability & occupation of downlink resources; also 
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calls for regular CSI feedback (disadvantage); (iii) data point importance may be “outdated” when 

data point is received by the radio AP; this results to degrading AI inferencing quality 

(disadvantage). 

Another option is to evaluate the significance of learning data “a posteriori”, or, as much as 

possible close to the ML model to be updated, after transmitting the data point in the uplink. In 

that case, expected advantages and caveats are the following: 

• There is no need to (frequently) broadcast centralised model updates; this approach is 

downlink radio resource-efficient and, therefore, energy-efficient at radio infrastructure 

side. It is also storage-efficient at the user device, machine or robot side as there is no 

need to allocate storage and memory resources to host the updated centralised ML model. 

There is also no need to send CSI feedback to participating devices (advantage);  

• non-important data points will be transmitted inevitably, as they will be only evaluated 

upon reception; as a result, less resources will be available to transmit and store upcoming 

significant data (disadvantage); 

• network scheduling of device transmissions may lead to non-exploitation of important 

data arriving at these devices in the meantime – reducing AI generalisation capability 

(disadvantage). 

 

Figure 4-5: Data significance pre- and post-evaluation driving resource allocation in a factory 

setting. 

In this section, the aim is to conduct a performance comparison of the two approaches for different 

system scenarios and identify regimes where either the on-device (or, a priori) or the centralised 

(or, a posteriori) data set importance evaluation approach, as illustrated in Figure 4-5 provides 

performance and network sustainability benefits. In terms of 6G KPIs, the performance 

comparison aims to chiefly focus on the metrics of inferencing accuracy and E2E latency, along 

with the ones of generalisation capability, ML model convergence speed, data storage efficiency, 

spectral efficiency, communication/ signaling overhead reduction and, eventually, E2E energy 

efficiency. Performance analysis results aim to be presented in D4.3. 
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4.2.2 Low complexity channel estimation using NNs mimicking 

MMSE 

One approach to perform channel estimation using NNs is by supervised learning. Fitting an NN 

to perform channel estimation with high performance that fits a particular channel model has been 

shown by many previous research works [CMW21+a]. This approach usually leads to larger NNs. 

Trimming or pruning these larger NNs is possible, however, the resulting architecture could be 

different for each deployed channel model. This leads to many complications when it comes to 

hardware implementation.   

In contrast to this approach, we propose a more explainable and leaner NN architecture for this 

task. The mainstream way, which is common in the DNN literature for image and natural language 

processing, is to begin with a large NN and then prune the NN to reduce the size and complexity. 

Instead, we propose to benefit from the special structure of the problem of channel estimation and 

begin with a minimal design and repeat this design when we require to learn more complex 

channel models. This minimal design, coined as Turbo-AI in [CMW+21a], in our solution is 

inspired by the Minimum Mean Squared Error (MMSE) estimator.  

The MMSE estimator inspired NN design for channel estimation has been reported first by 

[NWU18]. We then extend this design to accommodate multiple antennas with a large number of 

subcarriers. The essence of our approach [CMW+21a, CMW+21b] is to use the same architecture 

in order to address the channel estimation task for large antenna arrays with much lower 

complexity than the original work. The complexity reduction gain that is obtained by Turbo-AI 

stems from leveraging the Kronecker decomposition of the covariance matrix. We show many 

versions of Turbo-AI and its versatility in fitting into many conditions and requirements in terms 

of complexity and accuracy of the estimation.  

 

Figure 4-6: Turbo AI method compared with lower complexity method developed based on MMSE 

formulation in terms of NNs. This type of design paradigm allows for producing a solution for wide 

range of computational complexity limits.  
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Figure 4-7: The Turbo-AI idea repeats a small NN that is inspired by MMSE to handle the 

correlation in different directions of the channel tensor, namely: frequency, horizontal spatial, 

vertical spatial, and time. 

In Figure 4-6, the performance of our proposed solution, Turbo-AI, has been compared with 

MMSE the Neyman-Pearson optimal solution. The modular structure of the Turbo-AI is depicted 

in Figure 4-7, in which we extend the results to consider frequency, time, and spatial domains of 

the channel tensor for better estimation performance. Although this extension comes naturally 

from the design that is proposed by the initial Turbo-AI in [CMW+21a], we need to further 

investigate its characteristics. The modular structure introduced in Figure 4-7, allows for targeting 

multiple complexity vs accuracy trade-offs.  

One further advantage of Turbo-AI compared to the classical MMSE is its run-time sample 

complexity or frugality. The classical MMSE requires to estimate the covariance matrix of the 

signal, which demands a large amount of data samples. The Turbo-AI, however, performs well 

on a single observation of the channel. The covariance matrix estimation and inversion is learned 

implicitly within the NNs, avoiding huge computation burden and latency in collecting data. The 

6G relevant KPI of channel estimation error from Table 7-1, directly fits into the objective of this 

solution.    

4.2.3 Deep unfolding for online unsupervised correction of 

physical models used in channel estimation 

Channel estimation is a very important step of the communication chain since it allows to choose 

appropriate precoders and to properly demodulate received signals. With a great number of 

antennas and/or subcarriers, channel estimation is a very challenging task. Fortunately, it can be 

greatly eased by the use of prior information. The prior information can traditionally be of two 

distinct natures: 

• Physical: in that case, prior knowledge is drawn from the physics of wireless propagation. 

For example, it amounts to assume that the channel is a linear combination of a few 

steering vectors. Using a physical prior knowledge typically leads to the use of sparse 

recovery methods to carry out channel estimation. Physical prior knowledge is good since 

it can be used immediately and is shared by every user but relies heavily on assumption 

that may be violated in practice, due to hardware impairments or simplistic models. 
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• Temporal: in that case, prior knowledge is drawn from previous estimations of the 

channel, and it comes under the form of a prior distribution. Using a temporal prior 

knowledge typically leads to the use of Bayesian methods (MMSE and its variants) to 

carry out channel estimation. Temporal prior knowledge has the advantage of not relying 

on any simplistic physical model, so that it is relatively immune to hardware impairments. 

However, the channel distribution requires time to be estimated (so it cannot be used 

immediately) and is different for each user. Moreover, it requires memory to store past 

channels. 

The proposed feature focuses on physical prior information, and, more specifically, tries to correct 

its potential defaults due to hardware impairments (such as imperfectly calibrated antennas as 

simulated here) and imperfect physical models. In order to do so, a recent deep learning technique 

called deep unfolding [GL10, MLE21] is used. It corresponds to considering an iterative 

algorithm as a NN, the parameters of which can be adapted to training data. More specifically, a 

sparse recovery method called matching pursuit [MZ93] is unfolded, resulting in a NN that can 

be initialised with an imperfect physical model that will be corrected by gradient descent, while 

the system encounters new channels to estimate.  

The proposed NN is called mpNet, it takes as input noisy channels denoted 𝐱 resulting from a 

least-squares channel estimation that go through several layers having the structure shown on 

Figure 4-8. The matrix 𝐖 is the weight matrix of the network, it is initialised with a set of steering 

vectors (according to the available physical model), and the nonlinearity HT1 corresponds to the 

hard thresholding operation that sets to zero all but the greatest entry (in modulus) of its input. 

The number of times the structure of Figure 4-8 is replicated corresponds to the number of 

matching pursuit iterations that are unfolded, which, in turn, corresponds to the number of 

estimated channel paths, and the output of the network is a channel estimate �̂�. This number is 

allowed to be different for each realisation, so that mpNet is a varying-depth NN, which allows it 

to be SNR-adaptive (more iterations are required at high SNR). The network is trained online in 

an unsupervised way, with a cost function of the form 
1

2
‖𝐱 −  �̂�‖

2

2
.  

In summary, the main features of mpNet are its initialisation with a physical model, its ability to 

adapt to the SNR via its varying depth and its ability to be trained online thanks to its unsupervised 

cost function and low number of parameters (the matrix 𝐖 being shared by all layers), which 

makes it intrinsically frugal. 

 

 

Figure 4-8:  One layer of mpNet. 

The proposed NN has been assessed on realistic synthetic channels drawn from the NYUSIM 

channel simulator [SR16], considering an Uniform Linear Array (ULA) with 64 antennas and a 

single subcarrier at 28 GHz, and the results are shown on Figure 4-9. On the figure, the blue curve 

corresponds to mpNet (initialised with an imperfect physical model comprising uncertainties 

about the gains and locations of individual antennas), the purple one corresponds to the use of an 

imperfect physical model as is, where uncertainties are not taken into account, the orange one 

corresponds to using simply least squares estimation, and lastly the red one corresponds to a 

physical model that is perfectly calibrated initially (unrealistic in practice). The main message of 

this experiment is that the resilience brought to mpNet by online learning makes it adapt over 
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time in order to optimise performance by correcting an initially imperfect physical model, even if 

the system features are suddenly affected by some incident (as is the case after 100k channels are 

estimated, where some antennas are suddenly broken, 10% on the left and 30% on the right), 

which is not the case of concurrent methods. In order to get more detailed explanations and 

experiments, see the associated paper [YL22]. 

 

Figure 4-9:  Comparison of mpNet to several baselines. On the left, 10% of the antennas (chosen 

uniformly at random) are broken after 100k channels are estimated. On the right, 30% of the 

antennas are broken. 

This work is promising and requires several improvements. First, it should be extended to 

wideband channels, in order to assess the potential of mpNet to correct other hardware 

impairments that were not considered here, such as carrier frequency offset. Moreover, it should 

be tested in more realistic settings. This includes using a more realistic spatial user distribution 

than the uniform distribution of NYUSIM [SR16] and assessing the training time (instead of 

presenting results as functions on the number of seen channels) with a realistic spatial distribution 

of users. Moreover, a quantitative comparison in realistic conditions between the use of temporal 

and physical prior information (with and without correction with deep unfolding) would be very 

valuable from a practical perspective, in particular with other metrics more related to 

communication performance such as the BLER. One could also imagine a combination of the two 

kinds of prior knowledge within a single method, for example using physical prior knowledge to 

improve the channel distribution estimates that are used within Bayesian channel estimators. 

4.2.4 Efficient channel charting 

Channel charting [SMG+18] is a fully unsupervised learning task. Indeed, its objective is for a 

multi-antenna BS to build a low-dimensional map (called chart) of the radio environment based 

on uplink channel measurements, without requiring access to the users' actual locations. The chart 

should reflect as much as possible the physical reality, in the sense that the charting function 

should preserve spatial neighbourhoods. Predicting this way the relative locations of users from 

channel measurements has many potential applications, ranging from SNR prediction [KAS+20]  

and pilot reuse [RLD+20] to user grouping, proactive handover management or beam-finding (see 

[SMG+18] for more details on potential applications). 

What makes channel charting particularly interesting compared to classical positioning methods 

is its fully unsupervised nature. Indeed, no link with the application layer in order to get locations 

from a Global Navigation Satellite System (GNSS) is required (even offline to build a dataset). 

Only channel measurements are needed, which are readily accessible from the RAN. Moreover, 

having access to the relative locations of users instead of their absolute locations is sufficient for 

most applications that need to assess the proximity of users. In that sense channel charting can be 

seen as an unsupervised alternative to radio maps [BLD+19]. 
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In the seminal paper on channel charting [SMG+18], the raw second order moment of channels 

is used as input feature in order to reduce the influence of small scale fading which is irrelevant 

to the channel charting task. Such features have the disadvantage of being of dimension equal to 

the square of the channel dimension. On the other hand, it was more recently proposed to use the 

channel autocorrelation as input feature [GLL+20]. This has the advantage of yielding features of 

the same dimension as the channel that are also quite insensitive to small scale fading. However, 

using autocorrelations automatically makes the features translation invariant in the angular and 

delay domains, which is a potentially harmful property with respect to the channel charting task, 

especially for channels in LoS or comprising a dominant path. In contrast, the method proposed 

in this contribution does not require to square the channel dimension nor introduces any 

invariance in the angular or delay domain. 

The general strategy of the proposed approach is to first design a distance measure between 

channels that preserves spatial neighbourhoods and then use it to compute chart coordinates via a 

nonlinear dimensionality reduction method. In order to set up the proposed method, a distance 

measure between channels which locally reflects physical reality (locations of the corresponding 

users) is proposed. It has the advantage of being insensitive to small scale fading and takes the 

expression: 

𝑑(𝐡𝑘 , 𝐡𝑙) = 2 − 2
|𝐡𝑘

𝐻𝐡𝑙|

‖𝐡𝑘‖‖𝐡𝑙‖
 

Once this distance is computed for all channels in the training data, it is used within a nonlinear 

dimensionality reduction method to obtain the chart. Isomap [TDL00] was the chosen method 

because of its ability to reflect geodesic distance (see [L21] for a precise introduction to the 

distance measure and its use with Isomap). The proposed method has the advantage of being much 

less complex than previously proposed ones. 

The proposed method was empirically assessed on realistic synthetic channels taken from the 

Quadriga channel simulator [JRB14]. It was compared to methods proposed in [SMG+18], 

according to the continuity (CT) and trustworthiness (TW) measures. Both measures evaluate the 

capacity of the assessed charting methods to preserve neighbourhoods (of size 𝐾, which is a 

parameter), and are both between 0 and 1 (the higher the better, 1 meaning a perfect preservation 

of the 𝐾 nearest neighbours around each training point). Results are shown on Figure 4-10, where 

it can be seen that the proposed method performs similarly or better than the baselines (especially 

for the continuity measure), while being more computationally efficient. These results are 

promising and show the potential of the proposed distance measure for carrying the channel 

charting task in a frugal way. 
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Figure 4-10: Comparison of the proposed approach to several baselines on channels generated with 

the Quadriga channel simulator. Continuity (CT) and trustworthiness (TW) measures are given 

(the higher the better) as a function of the size of the considered neighbourhood 𝑲. 

However, the presented method is only a first step. Indeed, it could be used to guide the structure 

of a NN and to initialise it. This would allow the method to treat channels in a sequential way and 

to be adapted online. By the way, it has recently been proposed to incorporate the timestamp 

information in a channel charting pipeline, in conjunction with a triplet loss, leading to impressive 

results [FDO+21]. Inspired by this approach, one could, for example, imagine combining a model 

based structure inspired by the proposed distance measure with a triplet loss learning to enhance 

performance. The structure would yield frugality to the approach, while triplet loss allows to use 

the timestamp information, which potentially greatly enhance performance. 

4.3 Learning semantics: An Opportunity for Effective 6G 

Communications  

This section presents a study on semantic communications [CB21], [SC21] a new paradigm 

envisioned as a key enabler of future 6G networks. In particular, while in classical Shannon’s 

information theory the goal of communication has long been to guarantee the correct reception of 

transmitted messages irrespective of their meaning, semantic communications focus on 

transmitting only relevant information, i.e., the one sufficient for the receiver to capture the 

meaning of a message. In their seminal work [Sha48], [Wea53], Shannon and Weaver identified 

three levels of communication: (i) Level A - the technical problem: how accurately can the 

symbols of communication be transmitted? (ii) Level B - the semantic problem: how precisely do 

the transmitted symbols convey the desired meaning? (iii) Level C - the effectiveness problem: 

how effectively does the received meaning affect conduct in the desired way? 

In this study, level B is the focus. Relevant KPIs/KVIs are energy efficiency, reliability, and 

inference accuracy. To this end, a novel architecture incorporating level B to classical level A 

communications is presented. This architecture enables representation learning of semantic 

symbols for effective semantic communication and is exploited in a first study involving text 

transmission, with a numerical example in which the sender and receiver may speak different 

languages. In this architecture, information from a binary source is encoded with semantic 

information extracted using neural attention mechanisms [VSP+17], to produce a sequence of 

semantic symbols. In contrast to very recent state-of-the-art works [XQL+21], [WQL20], which 

propose an E2E system for semantic text and speech transmission, a new loss function is defined 

here, to capture the effects of semantic distortion to communication. This new perspective can 

save significant communication bandwidth through the concept of semantic compression. A 

semantic message is a sequence of symbols learned from the “meaning” underlying data, which 

then have to be interpreted at the receiver. This enables to dynamically trade semantic 

compression losses with semantic fidelity [BBD+11] (i.e., the semantic interpretation 

correctness).  
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Figure 4-11: Transformer-based semantic communication system architecture [SC21]. 

Figure 4-11 shows the proposed E2E semantic communication system, composed of a source 

coder 𝑆(·), a semantic generator 𝐺(·), a channel encoder 𝐸(·), a channel decoder 𝐷(·), and a 

semantic interpreter 𝐼(·). A detailed description of the architecture is provided in [SC21]. 

However, the main focus is on the semantic encoder (based on a multi-head attention block 

[VSP+17]), which maps an input sequence into new symbols belonging to a semantic 

representation subspace. The multi-head attention is a technical solution that can extract specific 

characteristics of inputs sequences. More details can be found in [VSP+17]. Inversely, the 

semantic interpreter (also based on a multi-head attention network) decodes the semantic 

message. For more details on the technical solution, the interested reader is referred to [SC21]. 

Numerical simulations are performed in the context of Natural Language Processing (NLP), 

especially when the sender and receiver speak a different language. In this context, messages are 

formed and communication parameters are set to maximise the correct interpretation of semantic 

messages rather than error-free bit decoding at the receiver. Two performance metrics are 

considered: (i) Average transmission rate (bits/s), i.e., a classical communication related 

performance indicator; (ii) A measure incorporating the accuracy vs. complexity trade-off, 

defined as the ratio between the semantic correctness (i.e., the complementary of the semantic 

error), and the number of symbols used to encode the message. While the definition of the latter 

is straightforward, the semantic error takes different forms depending on the context [KP20] (e.g., 

mean square error, cross-entropy or Bilingual Evaluation Understudy (BLEU) score in NLP 

[PRW+02]). Numerical results are reported for text transmission as in [XQL+21]. The reference 

scenario considers a transmitter communicating with a receiver by sending a block of sentences 

(sequence of words) through the wireless channel, using the previously described semantic 

communication system. To this end, the transmitter learns to map each word to a sequence of 

semantic symbols that the receiver has to interpret. Note that such a mapping is learned from the 

data available at the source. Hence a word can have different symbols representation depending 

on the sentence it belongs to and the underlying meaning conveyed by both the word and the 

sentence. This is in contrast to traditional Level A communication, where each word is always 
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mapped to the same symbol. In the considered scenario, once received symbols are interpreted 

back to words, the transmission accuracy in terms of BLEU score is measured, which counts the 

difference of words (or group of words - n-grams,) between the intended sentence and interpreted 

one [PRW+02]. To provide an example, “1-gram” means comparing word by word, “2-grams” 

means comparing groups of two words by two words. The value of the BLEU ranges from 0 to 1, 

with 1 indicating that the interpreted message is the one as the reference. The dataset from the 

Tatoeba Project (translation from English to French data available at 

http://www.manythings.org/anki/) has been used for the simulations. In Figure 4-12, the impact 

of the SNR and the source entropy (𝐻ℳ(𝑀)) on transmission accuracy is shown. The source 

entropy is changed by modifying the distribution of source messages. In Figure 4-12, it can be 

observed that the performance slightly decreases when the entropy increases since there is more 

information to convey to the receiver. Also, the proposed scheme achieves a BLEU score of 1 for 

SNR ≥ 5 dB.  

 

Figure 4-12: Impact of the SNR and HM(M) on the accuracy. Here we use n = 6 symbols/word over 

AWGN channel [SC21]. 

Impact of languages mismatch. The next result assesses the performance in a scenario where 

the transmitter speaks French and the receiver must understand in English. In this case, the sender 

and the receiver have different alphabets. This further introduces complexity in symbols 

interpretation. Indeed, many words in French are written the same way in English leading to 

semantic ambiguity. The result is 30% decrease in BLEU score performance as show in Figure 

4-13. In the same figure, the performance of the classical approach using Huffman/6-bits coding 

and a 64 QAM modulation are also shown as benchmarks. The proposed semantic communication 

clearly outperforms the two benchmarks, especially in the low SNR regime. 

http://www.manythings.org/anki/
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Figure 4-13: 1-gran BLEU Score vs. SNR in the context of AWGN channel French-to-

(French/English) translation [SC21]. 
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5 Privacy, security & trust in AI-enabled 6G 

In recent years, the usage of ML on massive amount of data has been increasing. Trustworthiness 

in AI/ML becomes critical for AI-enabled 6G because AI/ML-based decisions are done for 

autonomy of communication and detection of cyber-attacks. Thus, possible threats to AI/ML need 

to be studied considering the possible trust relations within the systems. Such threats can be, for 

example, poison attacks, privacy attacks, the attacks that prevent expansibility etc. Note that the 

trustworthiness for AI/ML supports the trustworthiness of the overall system, but some other 

assurances for the overall trustworthiness of system is required.  

5.1 Federated Learning and Privacy 

To utilise huge amount of data collected from distributed devices, learning a model in a 

collaborative way is becoming a great demand. Collaborative ML approaches differ in how to use 

data and model, and trust distribution between entities. One of the most adopted methodologies 

for collaborative learning is Federated Learning (FL) [KMR15] which is a privacy-friendly 

mechanism to generate the ML model jointly between clients and server. Each client performs 

training on their local data where local training results, so-called local model updates, are 

transferred to the server, so training data never leaves the clients. The server generates the global 

model by aggregating the local model updates. On the other hand, recent studies demonstrate 

sophisticated privacy attacks against FL by exploiting the observed gradients/local model updates 

or using the collected inference results. Privacy attacks to FL, such as membership inference 

[SSS+17], attribute property inference [MSC+18], deep leakage [ZLH19], and model extraction 

[TZJ+16] may be posed by a malicious client or the server trying to infer sensitive information 

during training or inference phase. The adversarial goal of privacy attacks is to gain more 

information about the training data, FL setting and the model parameters. In this section, some 

prevention mechanisms against these types of attacks are presented. Furthermore, an approach for 

privacy preserving clustering is discussed along with some preliminary experimental results. 

5.1.1 Privacy preserving clustering: Federated fuzzy c-means  

Some of the challenges of the FL scenario have been analysed in [BMR+21], in the framework 

of clustering algorithms. Specifically, a federated fuzzy c-means (FCM) clustering algorithm has 

been proposed. The proposal consists in collaboratively learning a global model according to an 

iterative procedure: at each round, data owners send aggregated statistics evaluated on local data 

to the server, which is in charge of updating cluster centres and transmitting to the data owners 

for the next round. Furthermore, it has been shown that such federated version achieves the same 

results (i.e., final centroids referred to as 𝑉𝑓𝑒𝑑) obtained by the classical clustering algorithm 

applied to the overall merged datasets (i.e., final centroids referred to as 𝑉𝑠𝑢𝑚), while preserving 

privacy of data owners. 

In the experimental analysis, the following scenario has been considered: 20 participants are 

involved in the federation; furthermore, the impact on the results of a parameter 𝛾 has been 

assessed: it represents the fraction of participants to be sampled randomly at the beginning of 

each FL round. Figure 5-1 reports the results obtained on a synthetic 2D dataset (xclara), under 

the assumption of i.i.d. data partitioning across clients: the evolution of the Frobenius norm of the 

difference in the cluster centres between consecutive rounds is reported (left) along with the 

Frobenius norm of the difference between cluster centres computed by federated and centralised 

versions of FCM (right). By comparing the output partitions with the available ground-truth 

labels, it has been verified that such deviation in the cluster centres does not induce a significant 
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variation of the output clustering, thus highlighting that the clusters generated by federated and 

centralised versions are very similar even when only a fraction of participants is involved in the 

FL procedure.  

 

Figure 5-1: Results on xclara dataset. Average values (shaded region indicates the standard 

deviation). (left) Federated FCM: Frobenius norm of the difference in the cluster centres between 

consecutive rounds; (right) ‖𝑽𝒇𝒆𝒅(𝜸) − 𝑽𝒔𝒖𝒎‖ over 𝜸. 

5.1.2 Differentially Private Federated Learning 

Integrating the intelligence to enable network automation improves UE experience and supports 

enhanced network decisions. Predicting Reference Signal Received Power (RSRP) can reduce the 

signalling overhead and enable proactive network actions. ML can be used to predict RSRP values 

using geographical location information of UEs, however location information is regarded as 

sensitive and may not always accessible for centralised ML model training. FL algorithm aims to 

solve this challenge via coordinated learning task among the clients without revealing their local 

dataset to a central entity. Although FL is a privacy aware framework, there are still privacy issues 

like membership inference attacks [SSS+17], attribute property inference attacks [MSC+18] 

during inference phase. As countermeasure, existing privacy enhancing technologies including 

Differential Privacy (DP), Homomorphic Encryption (HE), and Secure Multi-Party Computation 

(SMPC) (see D4.1 section 4.2.1 for more detail about DP, HE, and SMPC) are investigated in the 

literature. In this study, a privacy enhancing technique, DP, which is a data anonymisation 

technique that introduces a level of uncertainty into the released model to hide any individual user 

contribution [DMN+06] has been implemented. Our framework aims to prevent inference phase 

attacks by untrusted users who can query the model using inference interface and try to extract 

sensitive information from model inference results.  

Definition of (ε, δ)-DP: A randomised function 𝑀 is ε-differentially private if for any subset of 

the output S in the range of 𝑀, and for all data sets 𝐷1 and 𝐷2 differing in a single entry [DR14] 

as depicted in Figure 5-2:  

Prob [M(D1) Є S] ≤ exp (ε) Prob [M(D2) Є S] + δ     (Eq. 5-1) 

 

 

Figure 5-2: Illustration of the idea of differential privacy. 
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The parameter ε in equation 5-1 is the control parameter for privacy level, also called privacy 

budget. The parameter δ limits the probability of information accidentally being leaked, and 

chosen as the less than the inverse of the data size as a best practice. In FL framework, D1 and D2 

refers to UE’s training datasets.  

RSRP Prediction via Differentially Private FL 

Signal quality prediction is an important feature which can be achieved by the intelligent and 

proactive management of the network resources. To generate an RSRP prediction framework, we 

used UE location information in the learning task as the input of the learning model and we obtain 

the training label from CSI-RS reference signal.  

In our FL setting, UEs are regarded as clients and gNB is regarded as FL server. During the FL 

learning, an initial global model is created and shared with the participating UEs. Using inital 

parameters, each UE locally trains its model by mapping its location data to RSRP values. Then, 

each UE sends the trained model parameters to the gNB. gNB collects and aggregates the 

parameters using FedAvg algorithm and sends back the resulting model parameters to the UEs, 

which contains implicit mapping of all UEs to RSRP, embedded by local training. 

The integration of DP mechanism is conducted by gNB by perturbing the averaged updates using 

a randomised Gaussian mechanism during learning iterations which is called central-DP. The 

purpose of the randomisation process is to hide each UE’s contribution during inference process. 

The implementation of the framework is realized in Tensorflow environment. Tensorflow 

Federated (TFF version 0.18.0) framework is used to carry out federated computations on 

distributed data. The NN is created by using the sequential NN in Keras comprised of an input, 

an output and 3 hidden layers including 10 neurons each. For DP integration, Tensorflow Privacy 

library (version 0.5.1) is used. The library gives the opportunity to set different privacy levels by 

adjusting privacy hyper parameters noise multiplier (z), gradient clip-scale (c) and δ.  

 

  

Figure 5-3: Left: Training evaluation loss for different clip-scale values (c) when noise multiplier, 

z=1 and batch size, B=100. Right: Training evaluation loss for different noise multiplier values 

when B=100 and c=0.5. 

Figure 5-3 shows the evaluations of the implementation by means of Mean Absolute Percentage 

Error (MAPE) and epsilon (ε) to show the impact of c, batch size (B), and z during the FL training. 

In Figure 5-3, on the left side it is demonstrated how changing the clip scale, c, impact the training 

evaluation loss in terms of MAPE over FL rounds when noise multiplier, z=1 and batch size, 

B=100. Small gradient clipping, e.g., c={0.7, 1} results in faster convergence but higher error 

with oscillations, because not only the noise variance increases, but also the gradients’ sensitivity 
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to the noise will not be same in different clients. Therefore, the clip scale is chosen depending on 

the stability and convergence rate. Further, during the training, as the number of rounds increases, 

i.e., as MAPE decreases, ε increases meaning that privacy decreases. Higher clip-scale values  

accelerate the convergence, i.e., requires less rounds, thus results in stronger privacy (lower ε), 

but clip-scale should have an upper bound for sensitivity aspects. 

Figure 5-3 right figure demonstrates that MAPE increases with the increasing noise multiplier, z. 

The accuracy loss resulting from DP integration can be observed by comparing with No DP results 

given in black dotted line. This represents the trade-off between utility and privacy. Targeting 

stronger privacy comes at the cost of accuracy reduction, on the other hand this should be adjusted 

to preserve the convergence e.g., if noise multiplier is set as too high, then the training will not 

converge as in the settings for z≥10.   

In conclusion, this work presents a privacy preserving federated learning for the RSRP prediction 

framework. The work focuses on two important aspects: (i) performing a local training by using 

geographical location of UEs as a feature to predict RSRP (ii) providing privacy guarantee by 

implementing DP to protect the FL framework against inference attacks. 

5.1.3 Security mechanism friendly privacy solutions for federated 

learning 

FL is widely used to address the privacy concerns on the distributed UEs data. Although the 

private data is not sent in cleartext to the server, there are some studies, [KMA+21, BDM+20], 

that show the local model updates that are sent to the server may leak some information about the 

private data of the clients. While the privacy enhancing technologies solves the privacy problems, 

these techniques may make it difficult to protect the AI model construction against malicious data 

providers (UEs) and prevent security attacks against the model construction, such as backdoor 

and poisoning attacks. The reason is that the server cannot analyse the data coming from the 

clients because the data is not in clear text format, and the server can learn only the aggregated 

result. Thus, it is important to develop privacy solutions which are security mechanisms friendly, 

i.e., the privacy solutions that allow the execution of security solutions for AI. Thus, we focus on 

security mechanism friendly privacy enhancing solutions. One approach to provide privacy is to 

anonymise the owner of the local model updates as proposed in [BDM+20]. To be able to provide 

anonymisation, multi-hop communication between clients and server can be utilised [BDM+20]. 

In this case, there can be some security attacks by malicious clients, such as sending multiple 

local model updates in one round of FL or dropping/altering legitimate clients’ local model 

updates. Our aim is to investigate possible solutions to mitigate these types of attacks. In our trust 

model, the server is a malicious party who wants to learn about training data of clients; also, the 

clients are considered as malicious parties who may try to disrupt the global model and also learn 

about other clients’ data. Usage of blind signatures is a good candidate to ensure that the local 

model updates are coming from the specific clients and the clients can only send one local model 

update in each FL round. In each round, the server blindly issues one-time usage certificates for 

clients and then the clients send their local model updates signed using their private keys. When 

the server receives a local model update, the server checks the signature on the local model update, 

validates the certificate of the client and if all these verifications are successful and the certificate 

has not been used before then the server accepts the received local model update and stores the 

certificate in a table for upcoming checks. Since the server had issued the certificate blindly, the 

server will not be able to identify the owner of the local model update. To make the identity of 

the local model updates anonymous, the next hops should be chosen randomly in the multi-hop 

communication. To limit the number of hops in the communication, a counter such as TTL (Time 

To Live) or hop limit, which is a mechanism to limits the forwarding of the local model to other 
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clients within specified time or pre-defined hop-counter) can be used. But not to break the 

anonymity against other clients, the initial value of the counter should also be chosen randomly. 

With this solution, malicious clients will not be able to send multiple local model updates and 

also will not be able to alter other clients’ local model updates. Figure 5-4 shows the example 

interaction between clients and the server. 

 

Figure 5-4: Security-friendly privacy preserving federated learning scheme. 

In our approach the public and private key pairs are generated for clients in each round of FL 

where these public keys are blindly signed by the server and the current round number of the FL 

is included in the signature. Thus, the server does not know which public key belongs to a client 

due to blindly signing process. Also, the server will not learn the owner of the packets (model 

updates) since they are sent in a multi-hop communication manner to the server, but it learns 

whether the model updates come from the legitimate clients. Since the server is able to check 

whether the used public key in the signature is utilized before or not, it can prevent a client to 

send more than one local model updates. The random hop counter is included in a packet by the 

owner of the packet, so that the client who receive the packet cannot recognise whether the sender 

is the owner of the packet. None of the clients who receive the packet can modify the packet 

because it is signed by the owner of the packet. 

The computational overhead to the normal FL steps is as follows. For each round of FL, the clients 

need different public and private key pairs that can be generated offline which does not bring any 

online complexity overhead. Blind signature and model signature are two additional operations 

to be done. Thus, the server needs to compute n blind signatures, n blind signature verifications, 

and n normal signature verifications. For the clients, the computational overhead is computation 

of two blind signature related operations and one local model signature operation. For the 

communication, each client needs to connect to the server to have a blindly signed public keys 

and then instead of sending signed local model updates directly to the server, they are sent hop-

by-hop.   

5.2 Explainable AI  

Explainable AI (XAI) is gaining a significant momentum in the context of wireless networks and 

is expected to be a crucial tool to achieve users’ trust in AI-enabled 6G. Explainability is typically 

assessed both at global and local level: the former refers to the structural properties of the model 

and is related to its transparency; the latter is associated with the inference process and aims at 

providing details about the decision made for any input instance. In this section, the adoption of 
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XAI models is discussed in the context of Quality of Experience (QoE) prediction and radio 

network control. 

5.2.1 XAI models for QoE prediction 

The adoption of XAI models has been investigated for the task of QoE classification: in fact, in 

current and future wireless network it is not only crucial to maintain high levels of QoS metrics, 

but also to ensure the fulfillment of QoE metrics, intended as a measure of the end-user 

satisfaction. As a preliminary step, the performance of tree-based classifiers with different levels 

of interpretability has been analysed. Specifically, an experimental analysis has been carried out 

to evaluate the performance of fuzzy and classical Decision Trees (DTs) and Random Forest (RF) 

on a QoS-QoE classification dataset [RDG+21]. The QoS-QoE dataset [VLP+18] has been 

generated by resorting to a fully controllable environment for multimedia streaming simulation 

and collects information about 69129 video streaming sessions. The target task consists in 

deriving a mapping between the QoS metrics (29 features) and the StallLabel variable (a QoE 

factor, indicating that the related streaming session included SevereStall, MildStall or NoStall 

events).  

As per Fuzzy DTs (FDT), the Multi-Way FDT (MFDT) described in [SMP17] has been adopted. 

An example is provided in Figure 5-5 (left). Concepts from fuzzy set theory are used for 

partitioning input attributes. An example of a strong triangular fuzzy partition is reported in Figure 

5-5 (right): the partition of the generic attribute Af consists of three fuzzy sets (Af,1, Af,2, Af,3). 

 

Figure 5-5: (left) Example of fuzzy multiway decision tree. 

(right) example of strong triangular fuzzy partition on attribute Af. 

DT induction is obtained through a hierarchical partition of the feature space based on the training 

data [RDG+21]. In MFDTs, the number of branches from an inner node is equal to the number of 

fuzzy sets in the partition of the input attribute selected in the node.  In the example of Figure 5-

5, indeed, each inner node has exactly three child nodes. Whenever a stop condition is met (e.g., 

maximum depth) a leaf node is created, reflecting the class distribution of objects therein. The 

global interpretability can be expressed in term of complexity of the model, e.g., the number of 

nodes/leaves. It is worth highlighting that the MFDT implementation has been adapted to enhance 

also local interpretability by purposely tuning the inference strategy (maximum matching) and 

the fuzzy partitioning (strong triangular uniform). 

The following models have been considered:  

• Two MFDT models with maximum depth set to 3 and 4 (referred to as MFDT-3 and 

MFDT-4, respectively);  

• Two Binary Decision Tree (BDT) models based on the scikit-learn Python 

implementation, with maximum depth set to 6 and 11 (referred to as BDT-6, BDT-11), 

to obtain a complexity comparable to MFDTs in terms of number of nodes) 

• A RF model (scikit-learn Python implementation).  

The maximum number of fuzzy sets in the fuzzy partitioning procedure of MFDT has been set to 

5: this ensures a high level of semantic interpretability thanks to a straightforward labelling of the 
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fuzzy sets. Indeed, in the limit case of five fuzzy sets, the following labels can be used: VeryLow, 

Low, Medium, High, VeryHigh. Models have been evaluated using 5-fold cross-validation. In the 

following, the results obtained after rebalancing through random undersampling are reported 

(target distribution: {NoStall: 2000, MildStall: 2000, SevereStall: 635}). 

Table 5-1: Experimental Results: performance comparison between different tree-based 

models on the QoS-QoE dataset. Average values. 

 F1-measure Model Complexity No Stall Mild Stall Severe Stall 

 Training Test Leaves Nodes F1 Prec. Recall F1 Prec. Recall F1 Prec. Recall 

MFDT-3 0.786 0.812 115.0 143.6 0.871 0.940 0.813 0.686 0.592 0.817 0.555 0.478 0.661 

MFDT-4 0.817 0.834 396.0 500.8 0.891 0.942 0.845 0.707 0.632 0.802 0.559 0.451 0.761 

BDT-6 0.851 0.811 55.0 109.0 0.873 0.950 0.808 0.686 0.592 0.819 0.524 0.381 0.840 

BDT-11 0.945 0.803 278.4 555.8 0.869 0.931 0.815 0.661 0.582 0.767 0.515 0.379 0.812 

RF 1.0 0.856 43911.2 87722.4 0.907 0.954 0.865 0.745 0.674 0.835 0.629 0.496 0.870 

DTs (crisp and fuzzy) are generally less accurate than RF classifier, which, as an ensemble model, 

does not feature inherent interpretability. MFDTs achieve comparable or better performance than 

BDTs in terms of micro-average F1-measure; the performance drop w.r.t. RF is just around 2% 

for MFDT-4 and 4% for MFDT-3. Due to re-balancing, all models obtain reasonable recall on 

both MildStall and SevereStall classes. 

Finally, to assess the semantic interpretability associated with the induced decision trees, two 

examples of rules are reported in the following, extracted from MFDT-4 and BDT-6, respectively.  

Table 5-2: “If-then” rules extracted from decision trees MFDT-4 and BDT-6. 

Rule extracted from MFDT-4 Rule extracted from BDT-6 

IF 100 InterATimesReq is VeryHigh 

AND 25 InterATimesReq is VeryHigh 

AND TCPInputPloss is VeryLow 

THEN StallLabel is SevereStall 

IF StdInterATimesReq > 1.30 

AND 25 InterATimesReq > 0.86 

AND StdInterATimesReq > 1.59 

AND 25 InputRateVariation > 186749.00 

AND TCPOutputJitter > 0.00 

AND 90 InputRateVariation > 473853.50 

THEN StallLabel is SevereStall 

Depending on the audience, the linguistic representation of numerical variables possibly makes 

the rules extracted from MFDT-4 easier to interpret than the ones extracted from BDT-6. 

With regard to the relevant KPIs/KVIs, BDTs and MFDTs offer a high level of interpretability 

compared to the ensemble approach (RF). At the same time the average F1-measure drop is quite 

limited and within 10%. Future developments will entail the evaluation of supervised XAI models 

in the federated setting. 

5.2.2 XAI for radio network control 

Changing perspective towards AI for automated radio network control, a promising solution is 

XAI, whose goal is to investigate tools and techniques aimed at opening the so-called opaque (or 
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black-box) models (e.g., DNNs) or at devising intrinsically interpretable and accurate models 

(e.g., rule based systems). This concept can be used to explain and distinguish the effect of 

network configuration and user device load to network performance KPIs. The main technical 

difficulty is that network configuration (e.g., policy of allocating radio resources) affects the user 

device load, while the load itself has a more direct effect on the network KPIs, hence XAI will 

primarily find the importance of the load and explain the predicted KPI based on load, mostly 

ignoring the explanation of how network configuration and control affects the KPI. 

Our new XAI model is based on SHAP (SHapley Additive exPlanations) and a hierarchical 

regression model for KPI prediction. We seek potential future applicability of out method to 

automated network control. In our research, the primary WP4 KPI (as identified in D4.1) to be 

improved are flexibility, data quality, complexity gain, generalisability and deployment 

flexibility: 

• Flexibility and Generalisability: XAI results can be interpreted as a general knowledge, 

incorporated in arbitrary settings as expert knowledge. 

• Data quality: We can filter outliers and data errors by a pointwise explanation approach, 

understanding model prediction and error for the outlier data points. 

• Complexity gain: The final model can be very simple by focusing on the key concepts 

rather than artefacts of the training data. 

• Deployment flexibility: tree-based regression models can be generated directly as 

program code; no need for ML or deep learning frameworks. 

Our data consists of three multidimensional sets of variables C: Control, L: Load, and the network 

KPIs. 

We build a prediction f(C,L) for a selected network KPI in the form of a ML model, typically 

Gradient Boosted Tree regression or classification. 

Our method to separate the effect of load from the prediction to explain the effect of the Control 

is based on Shapley explanations [SHAP]. The original SHAP value is defined as vf(C,L)(S) where 

S is a subset of the variables in C and L and the value v measures the contribution of the set S to 

the prediction f(C,L). SHAP is calculated by considering subsets of S and subtracting their 

contribution to the model.  

Asymmetric SHAP [AsymSHAP] is a method well suited for our task, since we are free to modify 

the order of the weights while computing SHAP for subsets, thus we can prioritize C over L. The 

main observation in Asymmetric SHAP is that certain coalitions S might not be compatible with 

the entire data set; for example, certain control settings might produce Load distribution 

significantly different from the global one.  

We combine SHAP and mutual information explanations by contrasting Asymmetric SHAP 

explanations against the mutual and interaction information of subsets of C and L. We also use 

considerations of mutual information to generate hard explainability examples. The method is 

descried in full detail in [KVB2022]. 

We deploy Gradient Boosting Tree regression [GBT] for prediction to obtain f(C,L). In future 

experiments, we will also incorporate NN.  

The first experiments were conducted on pre-Hexa-X EHU 4G mobile radio network data 

[KVB2022]. The first publication draft also includes generated data where several functional 

relations are tested and evaluated between C, L and f(C,L), including linear, multiplicative, and 

more difficult relations. Most difficult relation is for example f(C,L)={C+L} where {.} denotes 

the fractional value. For an abstract example where C and L are independent uniform in [0,1], the 

fractional value is independent of both C and L and the individual effect of C and L on the model 
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are equal. Functions involving the fractional or modulo value or the parity are tested and 

compared to the real data to identify similar functional relations between Control and Load. 

Experiments on the performance management (PM) data from radio access network cells with 15 

minutes granularity give models for the average downlink cell throughput. Input features of the 

model are categorised as described in Figure 5-6. 

 

Figure 5-6: Causal structure of the different feature groups in our use case. 

We compare feature attribution of the baseline SHAP method and two of our new variants. The 

new variants receive the casual ordering as input. Here we have a choice regarding the order of 

TA distribution and cell load, and we can also average the measured importance in the two 

methods. In Table 5-3, we can observe a substantial difference between the results of the 

approaches. Both new methods place an increased importance on TA distribution compared to 

the baseline model. Our first model is encouraged to use features that appear earlier in the causal 

ordering but is not forced to do so and can unlearn the effect of early features in later rounds. The 

second method trains separate models in casual order; this method attributes very strong influence 

on TA distribution, which is the root cause of performance degradation. 
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Table 5-3: Average of the absolute value of feature attribution made by different methods 

on EHU 4G mobile radio network data. 

 

As part of future work, we will replace the preliminary non-Hexa-X high protocol level 4G radio 

data by low level radio data from Hexa-X. 

5.3 Design and implementation of Fed-XAI algorithms 

FL of DTs and Rule-Based Systems (RBSs), widely recognised as XAI models, requires ad-hoc 

procedures since their learning stage is generally not based on the optimisation of a differentiable 

global objective function. Thus, the Federated Averaging (FedAvg) protocol, typically used in 

the context of NNs, is not immediately amenable. Two possible approaches can be devised for 

learning DTs and RBSs in a federated manner under the orchestration of a central server. As per 

the first approach, data owners do not build a local model, but at every step they send some 

aggregated statistics evaluated on local data to the server so that it can progressively build a global 

model. As per the second approach, each data owner builds a model based on local data and shares 

it with the central server, which merges the received models to produce a global, federated, model. 

This approach entails a one-shot communication scheme and not an iterative, round-based, 

algorithm; furthermore, it requires defining appropriate procedures for model aggregation, 

necessarily different from the classical FedAvg.  

An overview of the latter approach is provided in Figure 5-7.   

 

Figure 5-7: Illustration of Federated Learning of XAI models. 
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Both DTs and RBSs can be represented as collections “IF antecedent THEN consequent” rules. 

Notably, this representation is completely generic as it is applicable regardless of the target task 

(regression or classification) and the type of the attributes (e.g., nominal or numeric).  

The aggregation procedure consists in juxtaposing rules collected from data owners and resolving 

possible conflicts. A conflict emerges when rules from different models have the same or similar 

antecedents, i.e., they refer to identical or overlapping regions of the attribute space, but with 

different consequents.   

As for 6G KPIs and KVIs, the proposed solution targets inferencing accuracy and explainability, 

respectively. 

5.4 Detection and classification of cybersecurity anomalies in 

5G network 

Computer security is a major issue today, indeed it is estimated that nearly 978 million people in 

the world are affected by cyberattacks each year (Ministry of the Interior). To prevent 

cyberattacks from becoming major, several strategies exist. Risks can be prevented with a firewall 

or antivirus, but if an attacker finds a way to infiltrate a system, it becomes vulnerable. This is 

why it is important to detect and classify cyberattacks in a network. Moreover, 5G networks are 

based on TCP/IP networks and share some vulnerabilities with them. Therefore, in order to detect 

cybersecurity anomalies in the 5G network, we implemented our work on the TCP/IP network. 

The attack chosen for the analysis is Heartbleed, this attack targets the Heartbeat functionality of 

the SSL/TLS protocol in 2014 on the OpenSSL library. TLS is Transport Layer Security formerly 

Secure Sockets Layer, it is a protocol used in communication between computers. This is used in 

HTTP or VPN. It breaks down into two phases, the first is the Handshake which allows the 

encryption from an asymmetric key to a symmetric key. After this handshake, there will be the 

record time during which the machines will exchange data. If one of these machines does not 

receive data from a moment, a timeout will be passed and the connection will be closed. 

For example, if a client wants to access its critical data over an HTTP connection, there will first 

be a handshake phase to enable encryption with certificate exchange, then the server will send its 

data during record time. If the two machines do not communicate, a timeout will be passed and 

the communication will be reset. To avoid this closure, SSL/TLS has created the Heartbeat feature 

to allow the connection to continue. It's an echo, request-response, and all these messages have 

the same format. A Heartbeat message is composed of type, length, payload, and random padding. 

It can be noticed that the content of our message should be related to the length of our message. 

In the vulnerable version of OpenSSL, if the length field is malicious, the server leaks data that 

may be confidential.  

  

Figure 5-8: Heartbeat messages format.  
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With the aim of understanding more and to record data on the attack, generate and then track 

down malicious Heartbeat request is essential. That why it has been decided to simulate virtual 

network, with VirtualBox, it was composed by a target, an attacker and a detection router. Several 

tools have then been used to perform the attack and trace it. The first is Nmap for network 

mapping that is used to discover network and to see if a host is vulnerable to a particular attack. 

The second is Metasploit it is defined as a software to test vulnerabilities and provoke malicious 

code execution; it is updated by community to cover vulnerabilities of the CVE database. To 

analyse the attack traces the third used tools is Wireshark, this software can capture and record 

packets in a PCAP file and it gives an analysis of these packets (protocols used, packet length…). 

After having performed and captured the attack, it is interesting to see now means to detect it. 

IDS for intrusion detection system, are software that use signature, anomaly or both (hybrid) 

detection. A signature is a correspondence between a packet and an attack already known. An 

anomaly detection is a statistical analysis of the flow that can reveal some weird packets ensemble 

and the attack. Intrusion detection systems (IDS) can be based on a network (network intrusion 

detection system (NIDS)) or on a host  (host intrusion detection system (HIDS)), the difference 

between these two types is the flow it can analyse, HIDS only analyse the flow that is sent to the 

host or his environment. Whereas NIDS can analyse all the traffic that occur in a network.  

An example of hybrid NIDS is Zeek formerly named Bro, which is a software based on attack 

detection scripts. Heartbleed script shows two means to control traffic, when Zeek faced a plain 

SSL heartbeat request, signatures are used to control traffic, but if the SSL heartbeat request is 

encrypted, signatures are not usable. To warn user, Zeek provide anomalies detection based on 

filters with arbitrarily chosen static constants. This second detection method show some result, 

but it is not totally accurate because it is easy for an attacker to bypass simple static filters. 
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6 Demonstration activities - Federated eXplainable AI 

(FED-XAI) demo 

The demonstration activity, carried out jointly with WP5, focuses on the development of a 

framework for the FL of XAI models. The scenario has been introduced in [D5.1] and relates to 

a Vehicle-to-Everything (V2X) use case: several instances of vehicular UEs are connected to a 

B5G/6G BS and receive a video stream from the cloud or the edge. From an algorithmic 

perspective, the goal (aimed at contributing to the Connecting Intelligence objective) is to show 

how the UEs can collaboratively train an XAI model for prediction, e.g., for QoE forecasting, 

without any disclosure of raw private data. The implementation of an edge-side real-time 

dashboard is intended to leverage and value explainability, thus contributing to the objective of 

Trustworthiness. 

The rest of this section describes the design of a UE application with such a Fed-XAI capability 

and the requirements of the modules involved in the FL process. 

6.1 UE application with Fed-XAI capability 

The main modules of the UE application with Fed-XAI capability are schematised in Figure 6-1. 

Notably, a centralised communication topology is considered: a server orchestrates the learning 

process by aggregating models/updates provided by the involved parties. 

 

Figure 6-1: Overview of AI stacks at user and network side considered for the FED-XAI demo. 

Two kinds of users are envisaged: the final user, who owns and operates on a UE enjoying the 

application with Fed-XAI capability, and the application administrator, who configures and 

monitors the FL process. Both benefit from the explainability aspect, e.g., by obtaining 

explanations from a dedicated view of a dashboard. 

The Local User Application macro-module is composed of four main modules that allow him/her 

to i) interact with the application, ii) gather and generate data, iii) perform prediction using an 

XAI model, and iv) participate in the FL process. 
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The Fed-XAI modules (highlighted in blue in the figure) involved in the application that exploits 

the FL process are the following: 

• Fed-XAI controller 

o configures and initializes the FL process. 

• Fed-XAI computation engine 

o server-side “model aggregator” component of the FL process. 

• Fed-XAI Local manager 

o client-side control entity of the FL process. 

o each associated with a single application running on a UE 
• Fed-XAI learner 

o performs local XAI model training 

Fed-XAI computation engine and Fed-XAI controller modules form the Centralized Fed-XAI 

macro-module. 

Actually, also a hierarchical FL mode may be envisaged. In this mode, we suppose that different 

Fed-XAI computation engines, that cannot communicate among themselves, may decide to 

collaborate to generate an aggregated model from the aggregated models generated by each of 

them. In this mode, an upper-level Fed-XAI computation engine is devoted to generating a new 

model by aggregating the models generated by the lower-level servers and to sending it back to 

them. 

Finally, in the figure we also show the FED-XAI Dashboard module that allows users to check 

prediction explanations and the application administrator to also setup and control the FL 

environment. 

6.2 Functional Requirements 

In the following, the functional requirements of the Fed-XAI modules are described. They are 

defined based on the two approaches for FL of explainable models mentioned in Section 5.3. 

Module: Fed-XAI local manager: 

• interface with Fed-XAI controller: 

o can signal/deny availability to participate to the FL process to the Fed-XAI 

controller; 

o can ask the availability of (and possibly receive) XAI models to the Fed-XAI 

controller; 

• can send the performance of the current XAI model on its local data to the Fed-XAI 

computation engine; 

Module: Fed-XAI Learner: 

• can train an XAI model based on its local data; 

• can update an XAI model based on its local data; 

• can evaluate some aggregated statistics of its local data that are useful for building an 

XAI model; 

• interface with Fed-XAI computation engine: 

o can send model update along with proper local statistics (aggregated, e.g., 

number of objects in the local dataset) to the Fed-XAI computation engine; 

o can send aggregated statistics of its local data to the Fed-XAI computation 

engine. 

can receive cumulative aggregated statistics from the Fed-XAI computation engine; Module: Fed-

XAI computation engine 
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• can initialise an XAI model for the target task in the target application; 

• can select a fraction of the available clients for participating in the FL process, either 

randomly or based on some criteria. This information is provided by the Fed-XAI 

controller; 

• can send/receive an XAI model to/from the Fed-XAI Learner; 

• can aggregate received XAI models based on the strategy; 

• can receive partial aggregated statistics from a Fed-XAI Learner; 

• can evaluate cumulative aggregated statistics; 

• can send cumulative aggregated statistics to the Fed-XAI Learner; 

• can build a model based on cumulative aggregated statistics received from the Fed-XAI 

Learner; 

• can receive the performance of an XAI model from the Fed-XAI Local Manager; 

• can calculate the performance of the federated model on a dedicated dataset or based on 

the performance on each client. 

• can send to the Fed-XAI controller and to the Fed-XAI dashboard some statistics about 

the FL process; 

• interface with Fed-XAI controller: 

o can send the global model to the Fed-XAI controller; 

Module: Fed-XAI controller 
• can maintain a collection of available models, each associated with a log/history of the 

measure of performance; 

• can receive a signal of availability to participate in the FL process by the Fed-XAI local 

manager module; 

• can start an FL process, based on client availability; 

• can configure the model parameters for the FL process, based on admin input; 

• can receive from the Fed-XAI computation engine some statistics about the FL process; 

• can configure an FL strategy for model aggregation. The strategy can also implement 

some sort of clients clustering / personalisation/ selection. This information is shared with 

the Fed-XAI computation engine module; 

Module: Fed-XAI dashboard 

• can receive the information for explanation from the XAI inference module; 

• can characterise the explainability of an XAI model; 

• can show an explanation about any decision made by the UE application (XAI model) 

concerning her / his use of the application; 

• can allow the administrator to configure, execute and monitor the FL process, interacting 

with the Fed-XAI controller; 

 

The requirements defined above are those of a generic real-world application with Fed-XAI 

capabilities.  

For the purpose of the demonstration activity, the design of the prototype may entail the 

implementation of a subset of the defined requirements. 

A feasibility study will lead to the selection of the most suitable FL framework, which will have 

to be properly adapted to support the above-mentioned requirements for the novel Fed-XAI 

capability. This will be followed by the development of the application, the integration into a real-

time distributed testbed and the experimental validation. Further details on the implementation of 

the FED-XAI demo from an algorithmic perspective will be provided in the final Hexa-X WP4 

deliverable (D4.3).  
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7 Conclusions 

This chapter provides a summary of the work conducted in T4.2 and T4.3 in terms of project 

targets and relevant KPIs/KVIs. 

The Connecting Intelligence research challenge that is tackled by project Hexa-X is translated 

into a number of quantifiable targets, which are the following: 

 

• Increased AI algorithm robustness to system parameter volatility, lower complexity and 

significant Bit Error Rate (BER)/ BLock-Error Rate (BLER) gain, as compared to 

classical approaches (Target T1, in relation to task T4.2); 

• Increased AI algorithm robustness to system parameter volatility, lower complexity and 

efficient resource utilisation and rate gain as compared to classical approaches (Target 

T2, in relation to task T4.2); 

• Resilient communication and compute network services for distributed AI applications 

in large scales (e.g., applications with >1000 collaborating AI components (Target T3, 

in relation to task T4.3); 

• The accuracy of an XAI model within (<10%) of “black box” solutions (e.g., Deep 

Neural Networks - DNNs) - (Target T4, in relation to task T4.3); 

• Energy reduction of a factor of (>10) at the infrastructure level and a factor of (>100) at 

the user devices’ side, as a result of (network & application) workload offloading and 

learning/inferencing task delegation (Target T5, in relation to task T4.3); 

• Increased trustworthiness of AI through privacy and security enhancing technologies; 

using differential privacy to evaluate privacy versus communication utility trade-off 

(Target T6, in relation to task T4.3). 

In what appears in the Table 7-1 below, the elaborated technical enablers are listed, recapping on 

the problems that are tackled, the proposed solution framework and the targeted 6G KPIs/ KVIs, 

along with the quantifiable targets of relevance to each technical enabler. It should be noted that 

the degree of accomplishing these well-defined targets for each technical enabler will be discussed 

in deliverable D4.3. 

Table 7-1: Technical enablers and related 6G KPIs/ KVIs to be addressed. 

Technical enabler 

(title) 

Problem/ challenge to 

be addressed 

(Initial) 

proposed 

solution 

framework 

Targeted 6G KPIs/ 

KVIs  

Quantifiable 

Targets 

LiDAR aided 

human blockage 

prediction for 6G 

(Section 2.1.1.1) 

Prediction of dynamic 

blockage  to 

communication links 

caused by human 

movements in indoor 

scenarios. 

Use 

infrastructure-

mounted LiDARs 

to monitor the 

indoor 

environment and 

detect, track and 

predict 

movements to 

determine future 

blockages based 

on LSTM 

Mobility support 

Flexibility 

AI agent availability 

T2, T3 
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networks and ray 

casting. 

Graph neural 

network-based 

access point 

selection in cell-

free massive 

MIMO systems 

(Section 2.1.1.2) 

Access point selection 

in initial access and 

mobility management 

in cell-free massive 

MIMO networks to 

improve the latency. 

A GNN-based 

solution to 

predict the 

candidate APs 

using a limited 

number of signal 

strength 

measurements. 

Mobility support T2 

AI based 

compressed 

sensing for beam 

selection in D-

MIMO 

(Section 2.1.1.3) 

Reducing beam 

selection overhead in 

scenarios with high 

beam density, like high 

frequencies in the 

mmWave range and 

distributed MIMO 

deployments 

Application of 

compressed 

sensing with 

learned sensing 

matrix and neural 

sparse decoder 

Mobility support T1 

Constellation 

shaping (Section 

2.1.2.1) 

How to facilitate 

pilotless transmissions, 

thereby reducing 

communication 

overhead and 

improving spectral 

efficiency 

Learn a 

constellation 

shape and 

receiver jointly. 

A learned 

constellation can 

be used for blind 

detection by the 

simultaneously 

learned receiver. 

Bit rate, spectral 

efficiency 

T1, T2 

NN/ML aided 

channel (de)coding 

for constrained 

devices 

(Section 2.1.2.2) 

How to improve the 

efficiency of FEC 

mechanisms for short 

packets in IoT and 

URLLC use-cases to 

reduce the number of 

transmission errors and 

thus energy 

consumptions and/or 

latency.  

 

Design and 

optimise linear 

block codes and 

decoders jointly 

in an auto-

encoder model  

based on Belief 

Propagation 

structures. 

BER/BLER gain & 

bit rate/spectral 

efficiency 

improvement. 

Complexity gain 

Network & UE 

energy efficiency 

Interpretability level 

and compatibility 

with legacy systems 

T1, T2, T4 

Deep learning for 

location based 

beamforming 

(Section 2.1.2.3) 

Beam search can be 

very time consuming 

when using a large 

number of antennas at 

the base station. 

Knowing where users 

are could reduce 

greatly the 

Train a NN to 

directly learn the 

location/precoder 

mapping. The 

NN is structured 

in a particular 

way (using 

random Fourier 

Signalling overhead 

Latency 

Spectral eficiency 

Generalisability 

T2 
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computational burden. 

However, existing 

location based 

beamforming methods 

assume the existence of 

a LoS path. In the nLoS 

case, the proposed 

methods do not 

perform well. 

features) in order 

to be able to learn 

functions of high 

spatial frequency. 

Machine learning 

aided beam 

management 

(Section 2.1.2.4) 

Reducing beam 

selection latency of 

APs which have 

recently changed to 

active state from 

dormant state in dense 

networks. 

A DCB-based 

approach to 

perform 

instantaneous 

beam selection 

for a recently 

restored AP using 

the information 

from its 

neighbouring 

APs, enabling a 

newly activated 

AP to 

instantaneously 

start serving the 

users. 

Complexity gain, 

latency 

T2 

TX-side CNN for 

reducing PA-

induced out-of-

band emissions 

(Section 2.1.3.1) 

How to learn a 

waveform that 

produces less out-of-

band emissions under a 

nonlinear PA and is 

accurately detectable at 

the receiver. 

Introduce a light-

weight CNN to 

the transmitter, 

which is trained 

based on the 

measured out-of-

band emissions 

and link capacity. 

Bit rate, energy 

efficiency 

T1, T2 

ML/AI 

empowered 

receiver for PA 

non-linearity 

compensation 

(section 2.1.3.2) 

How to enable PA 

operation in more 

energy 

efficient regime by 

compensating in-band 

distortions due to 

PA nonlinearities at the 

receiver? 

A NN-

based demapper 

computes soft 

bits to the 

decoder by 

considering the 

impact of 

distortions due to 

PA nonlinearity 

using trained 

model at receiver 

Bit rate, spectral 

efficiency, energy 

efficiency 

 

T1, T5 

AI/ML-based 

predictive 

orchestration 

(section 2.2.1) 

To be able to perform 

orchestration actions in 

a proactive way based 

on  preditions.  

The technical 

enabler itself is 

the solution to 

the problem (i.e, 

AI agent availability, 

AI agent reliability, 

Network efficiency, 

UE energy efficiency 

T3, T5 
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the orchestration 

function will rely 

on AI/ML 

models to 

provide proactive 

behaviours).  

Distributed AI for 

automated UPF 

scaling in low-

latency network 

slice 

(Section 2.2.2) 

Improvement of the 

reaction time of 

automated 

orchestration on 

network slices 

requiring low E2E 

latency 

AI techniques to 

trigger the 

preemptive auto-

scaling of local 

UPF placed at the 

network edge  

Inferencing accuracy, 

latency, and network 

energy efficiency 

 T3, T5 (on a 

single 

component) 

AIaaS - seamless 

exploitation of 

network 

knowledge 

(section 3.1.1) 

How to enable a UE 

carrying an ML model 

keep it up-to-date in 

mobility/ connection 

interruption regimes. 

AI service & API 

to route an 

inferencing task 

to the most 

relevant and 

available AI 

agent subject to 

latency and 

energy 

limitations. 

(On device) AI agent 

availability, AI agent 

reliability, flexibility, 

mobility support 

T3, T5 

Network 

impairment 

resilience of 

autonomous agents  

(section 3.1.2) 

Use of ML to predict  

mobility/ connection 

interruption regimes 

and provide resilience 

for the UE / AI agent. 

Deploy data 

analytics 

methods to 

predict quality 

issues ahead of 

time to prepare 

the UE/AI agent 

for 

connectionless 

operation. 

AI agent availability, 

reliability 

T3 

Distributed low-

complexity model 

learning 

(section 3.1.3) 

Assist constrained 

devices in training 

models using in-

network computation 

resources  

Distributed 

learning schemes 

and control 

traffic exchanges 

to enable such 

feature at low-

complexity/energ

y cost 

Energy reduction, 

inferencing accuracy 

T1, T5 

Federated ML 

model load 

balancing at the 

edge 

(section 3.2.1) 

Provide a low latency 

and high quality 

distributed ML service 

of heterogeneous 

sensors, devices 

connected to 

A dynamic 

reconnection 

solution to 

provide load 

balancing to 

remedy potential 

hot spots and 

AI agent availability, 

Latency 

Energy reduction 

T3, T5 
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distributed AI nodes by 

straggler mitigation. 

data type 

diversity to 

ensure quality 

balance for the 

federated 

learners. 

Scalable and 

resilient 

deployment of 

distributed AI 

(Section 3.2.2) 

Supporting AI native 

communication 

patterns and traffic 

handling mechanisms 

on the network edge 

Optimised 

wireless channels 

and traffic 

differentiation for 

neuromorphic 

and other sparse 

AI systems to 

enable operation 

with high energy-

efficiency, utilize 

tolerance for 

connection 

impairments. 

AI agent density, 

Inferencing accuracy, 

and Latency 

T3 

Multi-agent ML 

for multi-cell 

multi-user MIMO 

(section 3.2.3) 

Optimal beamforming 

in multi-cell multi-

antenna systems 

requires complex inter-

cell interference 

coordination. Practical 

limitations exists for 

sharing the information 

needed for this 

coordination. 

A Multi-agent 

Deep RL (MA-

DRL) 

framework. 

Decentralised 

actors with 

partial 

observability can 

learn a multi-

dimensional 

continuous policy 

in a centralised 

manner with the 

aid of shared 

critic with global 

information.  

Inference accuracy 

Inference 

T3 

Flexible compute 

workload 

assignment (CaaS) 

(section 3.3.1) 

How to delegate/ 

distribute (generic) 

processing tasks across 

the network. 

The exact 

configuration of a 

target compute 

platform (CPU, 

GPU, NPU etc.) 

is abstracted from 

the workload 

offloading API. 

AI agent availability, 

network energy 

efficiency, flexibility 

T5 

AI workload 

placement for 

energy, knowledge 

sharing and trust 

optimisation 

Dealing with the trust, 

traffic, and energy 

consumption problems, 

that physical nodes 

who undertake the 

Algorithms 

solving the 

optimisation 

problem, 

producing the 

AI agent availability, 

network energy 

efficiency 

T3, T5 
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(Section 3.3.2) 
execution of AI 

mechanisms, face. 

allocation of AI 

algorithms/mecha

nisms to physical 

nodes following a 

heuristic 

technique. 

Joint allocation of 

radio and 

computing 

resources for edge 

inference 

(Section 3.3.3) 

Enable inference at the 

edge on data collected 

by end users, with the 

least energy 

consumption, under 

reliability and delay 

constraints 

Adaptive 

optimisation 

method to jointly 

select, online, 

data compression 

scheme, 

transmission 

power, and 

computing 

scheduling at a 

Mobile Edge 

Host, with 

performance 

controlled 

through suitably 

defined state 

variables 

Energy efficiency, 

inference accuracy, 

Latency 

T5 

Low complexity 

radio resource 

allocation in cell-

free massive 

MIMO (Section 

4.1.1) 

Reducing the 

computational 

complexity in radio 

resource allocation 

tasks in cell-free 

massive MIMO 

networks. 

Unsupervised 

learning-based 

DNN to learn the 

optimal resource 

allocations to 

achieve the 

desired objective 

(sum rate 

maximization). 

Complexity gain, 

flexibility 

T2 

Supervised 

learning based 

sparse channel 

estimation for RIS 

aided 

communications 

(section 4.1.2) 

To estimate RIS 

assisted channel with 

improved accuracy. 

ML based 

parameter 

estimation in 

sparse angular 

channel model. 

The sparse 

representation 

and model 

performance 

improve the 

channel 

estimation 

accuracy. 

Channel Estimation 

Error 

T1 

Data significance-

aware RRM 

(section 4.2.1) 

Dealing with over-the-

air learning scenarios 

where available radio 

Pre-transmission 

or post-reception 

evaluation of 

Inferencing accuracy, 

latency, E2E energy 

efficiency 

T3, T5 
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and storage resources 

are limited at device 

and edge RAN. 

learning data set 

importance to 

prioritise future 

device 

transmissions. 

 

Frugal AI: 

Channel 

Estimation 

(section 4.2.2)  

To estimate channel 

with low computational 

& sample complexity 

and close to optimal 

performance 

Implement 

MMSE in terms 

of learnable 

weights of an 

NN, to avoid the 

computational 

complexity 

required by the 

MMSE 

Channel Estimation 

Error, Spectral 

Efficiency  

T5, T1 

Deep unfolding for 

efficient channel 

estimation 

(section 4.2.3) 

Channel estimation 

algorithms based on 

physical models are 

theoretically very 

accurate but also very 

sensitive to hardware 

impairments and 

modifications. 

View the channel 

estimation 

algorithm as a 

NN (deep 

unfolding 

technique) that 

can be optimised 

and thus adapt in 

real time to 

incoming data. 

Spectral efficiency 

Flexibility 

Convergence 

Generalisability 

Frugal AI 

Resistance to 

adversarial attack 

T2, T3 

Efficient channel 

charting 

(section 4.2.4) 

Channel charting aims 

at localizing users 

relatively to one 

another in an 

unsupervised manner 

(without requiring 

access to GNSS , using 

only channels). It can 

be used for several 

applications, ranging 

from resource or pilot 

allocations to beam 

prediction. Most 

existing channel 

charting methods rely 

on the second order 

moment of channels 

and are thus 

computationally 

expensive. 

Use a specifically 

designed distance 

measure that do 

not require to 

compute second-

order moments 

and is relevant to 

the channel 

charting task. 

The measure can 

then be used to 

obtain the chart, 

either using 

classical 

dimensionality 

reduction 

methods 

(ISOMAP) or 

within a neural 

network 

architecture. 

Positioning accuracy 

Complexity gain 

Data privacy 

protection 

Frugal AI 

T3 

Neural Network 

based Semantic 

Communications 

Transmitting only 

relevant information 

sufficient for the 

Semantic 

communications 

with neural 

Energy efficiency, 

reliability, inference 

accuracy 

T3 
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(Section 4.3) 
receiver to capture the 

meaning, thus saving 

significant 

communication 

bandwidth and 

improving reliability of 

the transmission-

reception chain 

network based 

semantic 

extraction and 

interpretation 

Privacy preserving 

clustering: 

Federated fuzzy c-

means (5.1.1) 

Allowing clients to 

perform collaborative 

clustering on their 

private data 

Design an ad-hoc 

strategy for fuzzy 

c-means 

clustering on 

horizontally 

partitioned data 

AI privacy T6 

Differentially 

Private FL (section 

5.1.2) 

Using UE location for 

RSRP prediction  

Dealing with privacy 

attacks targeting to FL 

model 

Introduce a FL 

model to jointly 

generate an 

RSRP prediction 

model with DP 

guarantee to 

protect FL  

AI privacy T6 

Security 

Mechanism 

friendly privacy 

solution for FL 

(section 5.1.3) 

Dealing with privacy 

attacks and malicious 

behaviour of the clients 

in FL  

Introduce a 

multi-hop 

communication 

along with blind 

signature to hide 

the identity of the 

clients and 

identify 

malicious 

behaviour of 

clients.  

AI privacy T6 

XAI models for 

QoE prediction 

(5.2.1) 

Investigating trade-off 

between accuracy and 

interpretability of tree-

based model in QoE 

prediction task 

Adoption of 

multiway Fuzzy 

Decision Trees, 

Binary Decision 

Trees and 

Random Forests 

Inferencing accuracy, 

explainability 

T4 

XAI for radio 

network control 

(section 5.2.2) 

Explain and distinguish 

the effect of network 

configuration and user 

device load to network 

performance KPIs. 

A hierarchical 

regression model 

for KPI 

prediction with 

applicability to 

automated 

network control. 

Explainability, 

Flexibility, Data 

quality, Complexity 

gain,Generalisability,

Deployment 

flexibility 

T3, T4, T5 

Fed-XAI: 

federated learning 

Enabling collaborative 

training of explainable 

Revisiting the 

aggregation 

Inferencing accuracy, 

explainability 

T4 
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of explainable AI 

models (section 

5.3) 

AI models without 

violating privacy of 

data owners. 

strategy to be 

carried out by a 

central server for 

dealing with 

inherently 

interpretable 

models. 

Detection and 

Classification of 

cybersecurity 

anomalies in 5G 

network (section 

5.4) 

Find up to date attacks 

and data relative to this 

attack. Detect and 

classify these attacks. 

1) Find 5G 

vulnerabilities, 

understand it. 2) 

execute the attack 

on 5G emulated 

network 3) find 

detection 

methods with ML 

(data analysis and 

NN) 

Data privacy 

protection, Resistance 

to adversarial attacks 

T6 

 

Table 7-2 gives a summary of KPI’s considered in T4.2 along with the corresponding target 

details as described below. 

Table 7-2: KPIs considered for AI-driven air interface design. 

Target T1: Increased AI algorithm robustness to system parameter volatility, lower complexity and 

significant Bit Error Rate (BER)/ BLock-Error Rate (BLER) gain, as compared to classical approaches 

KPI Tentative Numbers Contributing solution 

areas & Technical 

Solutions 

Baseline & Verification 

BER / 

BLER 

 

BER/BLER gain is evaluated 

against the complexity of the 

decoding algorithm, evaluated 

as the number of operations of 

each type (real/LLR domain: 

multiplications, additions, etc. 

and binary operations: XOR, 

AND, OR, etc.). BER/BLER 

is evaluated at different 

Eb/N0 values, typically 0 to 7 

dB. Expected gain depends on 

the code rate and code size, 

larger gains being expected 

for smaller codes at lower 

code rates (up to 1dB in the 

waterfall region when 

compared to baseline). 

Auto-encoder models, 

RNN structured 

decoder. 

Iterative decoder 

modelled as a recurrent 

neural network. 

Trainable weights for 

Parity Check matrix, 

input LLRs, decoder 

iterations outputs. 

Low complexity decoder, 

applicable to constrained devices, 

i.e., BP decoding on known 

codes, e.g. BCH using cycle-

reduced parity check matrices 

and  Low-Density Parity-Check 

(LDPC) codes. 

Simulation of a transmission 

chain including the coder, 

modulator, channel, demodulator 

and decoder. 
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Channel 

estimation 

error 

 

Values depend on various 

factors such as transmit 

power, device positions and 

scenario, therefore cannot be 

generalized. 

Supervised learning 

AI driven algorithms 

can be used to improve 

this, while existing 

physical models can be 

used for efficient 

designs. 

LSE, MMSE estimator results 

Implementation of algorithms 

and numerical analysis with 

random channels 

Target T2: Increased AI algorithm robustness to system parameter volatility, lower complexity and 

efficient resource utilisation and rate gain as compared to classical approaches  

KPI Tentative Numbers Contributing solution 

areas & Technical 

Solutions 

Baseline & Verification 

Complexity 

gain 

(number of 

operations) 

 

Processing time/number of 

operations in the proposed 

algorithms in each problem 

scenario where other 

problem-specific metrics 

(spectral efficiency, BER etc.) 

are achieved 

Supervised learning, 

unsupervised learning 

DNNs to perform radio 

resource management 

tasks in cell-free 

massive MIMO 

networks. Ex: uplink 

power control, 

fronthaul signaling 

capacity allocation for 

uplink data and CSI. 

 

The processing complexity of 

optimisation-based/ conventional 

algorithms for the considered 

problem scenarios. 

Analytical complexity analysis, 

numerical validation: generating 

simulation data and comparing 

processing time of the proposed 

ML-based solutions against the 

baseline. 

Bit rate & 

spectral 

efficiency 

Spectral efficiency (SE) gains 

should be demonstrated 

against current systems. The 

analysis should take into 

account also the signaling 

overhead, e.g., from DMRS, 

Cyclic Prefix (CP), etc. Exact 

numbers depend on the use-

case and simulation scenario, 

but SE gains in the order of 

10-20% over 5G should be 

demonstrated due to overhead 

reduction. 

End-to-end (E2E) 

optimisation 

(constellation shaping, 

CNN-based mitigation 

of PA nonlinearities) 

Conventional TX & RX  

solutions, e.g., QAM 

with  CP--OFDM and 

LMMSE detection 

Numerical simulations with 

separated training and 

validation scenarios 

Flexibility Focus on online ML model 

operation; target is for time 

for ML model to adapt to 

radio environment changes to 

be shorter than channel 

coherence time. Value of ML 

model time "reaction time" 

depends on considered 

scenario. 
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Mobility 

support 

Relevant numerical metrics 

are Latency (time of outage) , 

handover failure rate,link   

failure rate 

Exact values depend on the 

scenarios, procedures and 

signalling defined in 3GPP 

specification. 

Supervised learning 

AI methodologies like 

graph neural networks 

can be used to predict 

the potential access 

points 

Sensing can be used to 

track dynamics and 

recurrent neural 

networks can be used 

to predict future 

mobility 

Traditional measurement based 

handover or AP selection, where 

all the whitelisted cells of the 

measurement object are 

measured . 

Using system level simulations. 

 

 

Table 7-3 gives T4.3 KPI’s and relevant target breakdown. 

Table 7-3: KPIs considered for sustainable and trustworthy in-network learning. 

Target T3: Resilient communication and compute network services for distributed AI applications in 

large scales 

KPI Targets and improvements Contributing technical solutions 

AI agent availability Ensure high availability of AI agents 

in a distributed environment under 

mobility. 

Prediction of mobility, optimised 

workload movement 

AI agent reliability Ensure high reliability of AI response 

in the presence of connectivity 

impairments. 

Prediction of impairments in connectivity 

or missing data 

AI agent density AI agent density is improved by 

decreasing the communication 

overhead for AI traffic 

Efficient semantic coding, AI-native 

communication, multiple access 

techniques. 

Inferencing accuracy Enable flexible accuracy trade-off with 

latency 

Distributed AI for automated UPF 

scaling in low-latency network slice,  

 

Latency Inferencing latency of AI workloads is 

improved by decreasing the impact of 

mobility, the application of semantic 

coding and flexible trade-off with 

accuracy. 

Training latency: controlled latency for 

federated learning over heterogenous 

agents and connections." 

FL struggler mitigation, optimised 

reallocation of AI workload, Distributed 

AI for automated UPF scaling in low-

latency network slice 

 

Target T4: The accuracy of an XAI model within (<10%) of “black box” solutions 

KPI Targets and improvements Contributing technical solutions 
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Interpretability level High level of interpretability through 

the adoption of inherently interpretable 

AI models or through the adoption of 

post-hoc XAI techniques. 

XAI models for QoE prediction (Section 

5.2.1) 

Fed-XAI: federated learning of 

explainable AI models (Section 5.3) 

Inferencing accuracy Accuracy of inherently interpretable 

models (Decision Trees and Rule-

Based Systems) within 10% of "black 

box" solutions 

XAI models for QoE prediction (Section 

5.2.1) 

Fed-XAI: federated learning of 

explainable AI models (Section 5.3) 

Target T5: Energy reduction of a factor of (>10) at the infrastructure level and a factor of (>100) at 

the user devices’ side, as a result of (network & application) workload offloading and learning/ 

inferencing task delegations 

KPI Targets and improvements Contributing technical solutions 

Network energy 

efficiency 

Network energy consumption due to 

computing of offloaded tasks from end 

users depends on the guaranteed 

network availability. Full availability is 

the highest energy consumption 

baseline (the most beneficial for the 

users), to be possibly reduced by 

guaranteeing less availability, thus 

pushing part of the computation, e.g., 

back to the user or the cloud. This can 

help exploring trade-offs between 

users’ and network energy 

consumption. 

Distributed AI for automated UPF 

scaling in low-latency network slice (on 

a single component and it needs to be 

evaluated) 

 

UE energy efficiency UEs transmit raw data or extracted 

features to the network instead of 

running a complex model locally. 

Offloading learning and/or inference 

tasks to the network decreases energy 

consumption of UEs whenever the 

workload is highly demanding with 

respect to the amount of data to be 

transmitted to enable remote 

computation. This depends on, e.g., 

model complexity, wireless channels 

conditions, availability of computing 

resources at the network side. 

Joint allocation of radio and computing 

resources for edge inference. UEs energy 

consumption is the objective, to be 

minimised under latency and inference 

reliability constraints. 

(Section 3.3.3) 

Quantifiable gains to be evaluated case by 

case (simulation-based performance 

evaluation with specific exploited 

models) 

Inferencing accuracy Transmission energy can be reduced by 

considering data compression before 

transmission, with possibly a cost in 

terms of accuracy. This energy 

reduction must be evaluated by 

considering a degradation of at most a 

predefined factor in terms of inference 

Joint allocation of radio and computing 

resources for edge inference. 

(Section 3.3.3) 

Inference reliability (which translates into 

accuracy) is a constraint, to be set a priori 

depending on the specific application.  
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reliability/accuracy, to be defined based 

on the specific application.  

Target T6: Increased trustworthiness of AI through privacy and security enhancing technologies and 

AI network intrusion detection capability 

KPI Targets and improvements Contributing technical solutions 

AI privacy Provide a higher level of privacy for 

user data by tuning the value of privacy 

budget (ε) using differential privacy. 

Improving the privacy and security of 

the FL  (Ensuring Lower attack success 

rate in FL setting ) through the usage of 

proposed multi-hop privacy solution. 

Also, guaranteeing the same model 

performance in term of accuracy before 

and after applying the proposed 

method. 

Privacy preserving clustering: Federated 

fuzzy c-means (Section 5.1.1) 

Differentially Private FL (Section 5.1.2) 

Security Mechanism friendly privacy 

solution for FL (Section 5.1.3) 
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Annex A: Ongoing standardisation activities with 

relevance to in-network AI/ML 

Standards Developing Organisations (SDOs), both international ones, such as 3GPP [3GPP], the 

International Telecommunications Union (ITU) [ITU], the Internet Research Task Force (IRTF) 

[IRTF] and regional ones, such as the European Telecommunications Standards Institute (ETSI) 

[ETSI] have recently ramped up their interest in defining/ specifying system and network 

functionalities with respect to an AI/ML-capable cellular network, each one from a different 

perspective.  

Tables A-1 and A-2 summarise the so far undertaken and current specification activity in 3GPP 

and ETSI ISG SAI. In terms of relevance to the technical areas covered in deliverable D4.2, 

focusing on 3GPP recent and ongoing work there are certain synergies both regarding AI/ML-

based air interface design and (more intensively) aspects relating to network architecture, 

management and orchestration when considering in-network AI/ML functionality. Table A-1 

provides an overview of relevant specification activities in 3GPP. 

Security, privacy and trust aspects (including explainability) seem to be under the spotlight of 

ETSI specifications (Industry Specification Group - ISG on Securing AI - SAI), while, when it 

comes to automated network operation, service management and orchestration, specifications 

have been developed within the ISG on Experiential Network Intelligence (ENI) and Zero touch 

network & Service Management (ZSM). Table A-2 provides an overview of current specification 

activities in ETSI ISG SAI (currently open Work Items). 

Apart from 3GPP and ETSI, other organisations, such as ITU and IRTF are, at least partly focused 

on the topic of AI/ML enablement in communication networks. For example, IRTF Computing 

in the Network Research Group (coinrg) [COINRG] has under its scope the focus on the evolution 

necessary for networking to move beyond packet interception as the basis of network operation 

and into computation (relevance to topics covered in Chapter 3 of D4.2). Recent and current 

activity of ITU, on the other hand refers to: (i) the Focus Group on AI for autonomous and assisted 

driving (FG-AI4AD) [AI4AD] and (ii) the Focus Group on Autonomous Networks (FG-AN) 

[FGAN]. 

Aspects covered by deliverable D4.2 and seemingly uncovered by the so far developed SDO 

activity, may relate to a number of technical areas/ 6G enablers, such as management of multi-

agent learning architectures (i.e., beyond FL), E2E learning for air interface design, semantic and 

explainability protocols as well as definition of a communication "goal", possibly extending the 

network slicing concept. APIs needed to realise the AIaaS and CaaS concepts may also need to 

be specified. Of course, D4.2 (and the whole work of Hexa-X WP4) is focused on the design of 

algorithms and methodologies to enable AI-pervasive 6G networking, but, at least some aspects 

may be expected to be part of the future 6G standard from a protocol design and architecture point 

of view (mostly relevant to Hexa-X WP5 work with which WP4 is closely collaborating with). 

Last, but not the least, in Europe, the AI Regulation [AIREG] has been recently developed aiming 

to lay down harmonised rules on AI and amend certain European legislative acts. This is a very 

important development, as it will have an impact on how AI (including ML) systems will need to 

operate to comply with the AI Regulation in Europe.  
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Table A-1: some 3GPP Technical Reports (TRs)/ Technical Specifications (TSs) of 

relevance to D4.2 work. 

Specification 

type & 

number  

Specification 

title  

Primary 

responsible 

Group & 

Release 

Scope Reference D4.2 

section(s) 

of closest 

topic 

relevance 

TR 38.843 Study on 

Artificial 

Intelligence 

(AI)/Machine 

Learning 

(ML) for NR 

air interface 

RAN1 Not available yet - in draft 

status. 

[TR38.843] 2.1, 3.2.3, 

4.1, 4.2 

TR 22.874 5G System 

(5GS); Study 

on traffic 

characteristic

s and 

performance 

requirements 

for AI/ML 

model 

transfer 

SA1 

(Rel.18) 

"This report captures the 

study of the use cases and 

the potential performance 

requirements for 5G 

system support of 

Artificial Intelligence 

(AI)/Machine Learning 

(ML) model distribution 

and transfer (download, 

upload, updates, etc.), and 

identifies traffic 

characteristics of AI/ML 

model distribution, 

transfer and training for 

various applications, e.g. 

video/speech recognition, 

robot control, automotive, 

other verticals.  

The aspects addressed 

include: 

• AI/ML operation 

splitting between 

AI/ML endpoints; 

• AI/ML model/data 

distribution and 

sharing over 5G 

system; 

• Distributed/Federa

ted Learning over 

5G system.  

Study of the AI/ML 

models themselves are not 

in the scope of the TR". 

[TR22.874] 3.1, 3.2 
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TR 33.852 Study on 

traffic 

characteristic

s and 

performance 

requirements 

for AI/ML 

model 

transfer in 5G 

Systems 

(5GS) 

SA1 

(Rel.18) 

Not available yet - in draft 

status. 

[TR33.852] 3.1, 3.2 

TR 22.875 Study on 

AI/ML 

Model 

Transfer 

Phase 2 

SA1 

(Rel.19) 

Not available yet - in draft 

status. 

[TR22.875] 3.1, 3.2 

TS 23.288 Architecture 

enhancement

s for 5G 

System 

(5GS) to 

support 

network data 

analytics 

services 

SA2 (Rel. 

17) 

"The present document 

defines the Stage 2 

architecture enhancements 

for 5G System (5GS) to 

support network data 

analytics services in 5G 

Core network". 

[TS23.288] 2.2.2 

TR 23.700-

80 

Study on 5G 

system 

support for 

AI/ML-based 

services 

SA2 

(Rel.18) 

"This Technical Report 

will study, […], 5GS 

assistance to support 

Artificial Intelligence (AI) 

/ Machine Learning (ML) 

model distribution, 

transfer, training for 

various applications, e.g. 

video/speech recognition, 

robot control, automotive, 

etc. 

The scope of this study is 

on how the AI/ML service 

providers could leverage 

5GS as the platform to 

provide the intelligent 

transmission support for 

application layer AI/ML 

operation […]". 

[TR 

23.700-80] 

3.1, 3.2 

TS 33.521 5G Security 

Assurance 

Specification 

SA3 (Rel. 

17) 

"The present document 

contains requirements and 

test cases that are specific 

[TS33.521] Chapter 5 

as a whole 
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(SCAS);Net

work Data 

Analytics 

Function 

(NWDAF) 

to the NWDAF network 

product class. It refers to 

the Catalogue of General 

Security Assurance 

Requirements and 

formulates specific 

adaptions of the 

requirements and test 

cases, as well as 

specifying requirements 

and test cases unique to 

the NWDAF network 

product class". 

TS 28.104 Management 

and 

orchestration; 

Management 

Data 

Analytics 

SA5 (Rel. 

17) 

"The present document 

specifies the MDA 

capabilities with 

corresponding analytics 

inputs and analytics 

outputs (reports), as well 

as processes and 

requirements for MDAS 

(Management Data 

Analytics Service), 

historical data handling for 

MDA, and ML support for 

MDA. 

This document also 

describes the MDA 

functionality and service 

framework, and MDA role 

in the management loop". 

[TS28.104] 2.2 

TS 28.105 Management 

and 

orchestration; 

Artificial 

Intelligence/ 

Machine 

Learning 

(AI/ML) 

management 

SA5 (Rel. 

18) 

"The present document 

specifies the Artificial 

Intelligence / Machine 

Learning (AI/ML) 

management capabilities 

and services for 5GS 

where AI/ML is used, 

including management and 

orchestration […]. 

This document also 

describes the functionality 

and service framework for 

AI/ML management". 

[TS28.105] 2.2 

TR 28.908 Study on 

Artificial 

Intelligence/

Machine 

SA5 (Rel. 

18) 

Not available yet - in draft 

status. 

[TR28.908] Chapter 3 

as a whole 
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Learning (AI/ 

ML) 

management 

 

Table A-2: some active ETSI ISG SAI Work Items of relevance to D4.2 work. 

Work Item 

title  

Group 

Report 

(GR)/ Group 

Specification 

(GS) 

number  

ETSI ISG Work Item scope Reference D4.2 

section(s) 

of closest 

topic 

relevance 

Explicability 

and 

transparency 

of AI 

processing 

GR SAI-007 SAI "The intent of this work 

item is to extend from the 

published work of SAI to 

address the issues of design 

of AI platforms (data, 

algorithms, frameworks) 

that are able to give 

assurance of explainability 

and transparency of 

decisions. This is intended 

in part to also consider the 

impact of issues arising 

from regulation of AI to 

address ethics and misuse 

and to allow independent 

determination of bias (a 

light touch). The report will 

address both intrinsic and 

post-hoc analysis of AI 

systems". 

[SAI007] 5.2 

Privacy 

aspects of 

AI/ML 

systems 

GR SAI-008 SAI "The purpose of this work 

item is to identify the role 

of privacy as one of the 

components of the Security 

of AI and proceed with the 

attempt to define Privacy in 

the context of AI that 

covers both, safeguarding 

models and protecting data, 

as well as the role of 

privacy-sensitive data in AI 

solutions. It investigates 

and addresses the attacks 

and their associated 

remediations where 

applicable, considering the 

[SAI008] 5.1 
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existence of multiple levels 

of trust affecting the 

lifecycle of data". 

Traceability 

of AI Models 

GR SAI-010 SAI "The NWI will study the 

role of traceability in the 

challenge of Securing AI 

and explore issues related 

to sharing and re-using 

models across tasks and 

industries. The scope 

includes threats, and their 

associated remediations 

where applicable, to 

ownership rights of AI 

creators as well as to 

verification of models 

origin, integrity or purpose. 

Mitigations can be non-AI-

Specific (Digital Right 

Management applicable to 

AI) and AI-specific 

techniques (e.g. 

watermarking) from 

prevention and detection 

phases. They can be both 

model-agnostic or model 

enhancement techniques. 

Threats and mitigations 

specific to the collaborative 

learning setting, implying 

multiple data and model 

owners, could be also 

explored […]". 

[SAI010] 5.1 overall 

 

 

 

 

 

 

 

 


